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Executive summary 

The digital environment contains an increasing number of effective artificial solicitations 
of consumers’ attention that influence them to take transactional decisions that may go 
against their best interests. Unfair business-to-consumer commercial practices like dark 
patterns and manipulative personalisation may jeopardise consumer trust in digital 
markets and exploit consumer vulnerabilities. These practices call for an investigation of 
the market situation and a profound reflection on whether the existing EU consumer 
protection framework continues to meet these challenges. A key challenge is that such 
practices often operate in a blurred area between legitimate attempts at persuasion and 
illegitimate manipulation techniques. 

The research conducted for this study shows that dark patterns are prevalent and 
increasingly used by traders of all sizes, not only large platforms. According to the 
mystery shopping exercise, 97% of the most popular websites and apps used by EU 
consumers deployed at least one dark pattern and the most prevalent were (1) hidden 
information/false hierarchy, (2) preselection, (3) nagging, (4) difficult cancellations, and 
(5) forced registration. The prevalence of dark patterns nonetheless varies between 
different types of websites and apps. For example, countdown timers or limited time 
messages are quite prevalent on e-commerce platforms, while the use of nagging is 
more customary in health and fitness websites/apps. In general, the prevalence levels 
are similar for mobile apps and websites, as well as across Member States and EU/non-
EU traders.  

Another key finding was that unfair practices are rarely used in isolation and it is 
common to combine several dark patterns in one interface design. This trend is predicted 
to continue, with businesses making increased use of personalisation practices and 
combining these with dark patterns. Although the mystery shopping exercise did not 
identify significant cases of manipulative personalisation on the websites and apps 
examined, the digital ethnography, literature review and expert interviews highlighted 
the particularly problematic nature of personalisation practices that target consumer 
vulnerabilities.  

The study also confirmed that there is a lack of consumer awareness regarding the use of 
unfair practices, but once an unfair practice is identified, consumers perceive these 
practices negatively. The average consumer’s ability to discern the use of these practices 
is rather limited and, even more concerning, consumers appear to accept the presence of 
unfair practices as part of their normal digital experience and have become accustomed 
to them. Dark patterns and manipulative personalisation can lead to financial harm, loss 
of autonomy and privacy, cognitive burdens, mental harm, as well as pose concerns for 
collective welfare due to detrimental effects on competition, price transparency and trust 
in the market. The study contributes to the existing evidence base on consumer impacts 
through two behavioural experiments.   

First, a scoping lab experiment tested consumers’ neurophysiological and psychological 
reactions to unfair practices in three Member States (Italy, Germany, and Spain) with 
120 participants. As to our knowledge, this is the first experiment using 
neurophysiological measurements to understand the elicited reactions of dark patterns 
and manipulative personalisation practices. The experimental results show that “forced 
action combined with personalisation” not only hampered the extent to which participants 
could successfully complete a common day-to-day task online, but it also increased their 
heart rate when dealing with the pop-up feature, possibly linked to increased anxiety and 
alertness. It also led to the highest levels of manipulation and frustration reported by the 
participants. In the case of “confirmshaming”, participants had no issues completing the 
task nor any significant emotional effects, which suggests a degree of habituation 
towards such practices. In the case of “interface interference” (preselection and trick 
question), while the ability of participants to complete the task was negatively affected, 
no significant neurophysiological effects were detected. However, the time spent on the 
task increased and their information comprehension levels were significantly lowered. As 
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such, these experimental results suggest that dark patterns may alter consumer 
decision-making, but based on the data presented in this study, there is not sufficient 
evidence to suggest that the neurophysiological effects of these practices on consumers 
are significant.  

Second, an online experiment tested the impacts of unfair practices on consumers’ 
decision-making in six Member States (Bulgaria, Germany, Italy, Poland, Spain, Sweden) 
with 7430 participants. The experiment demonstrates whether the exposure to dark 
patterns leads consumers to make choices that they would not have made otherwise, i.e. 
whether it induced a violation of rationality and satisfies the transactional decision test of 
the Unfair Commercial Practices Directive (UCPD). The results show that “hidden 
information”, “toying with emotions”, and “toying with emotions combined with 
personalisation” had an impact on the consumers’ transactional decision and led to 
inconsistency with their preferences. Furthermore, “hidden information” increased the 
degree of inconsistency to a larger extent than the other practices. The experiment also 
revealed that not all consumers are equally susceptible to the effects of these practices. 
Half of the participants were placed in a state of situational vulnerability through time 
pressure, while the other half was placed in a state of motivated delay, which proxies an 
average consumer who is reasonably circumspect and well-informed. The results 
revealed that, in general, vulnerable consumers were more likely to make inconsistent 
choices (50.89%) than average consumers (47.24%) when exposed to dark patterns. For 
“hidden information”, preference inconsistency was 12.25 percentage point higher for the 
average consumer, and 5.80 percentage points for the vulnerable consumer. For “toying 
with emotions”, this was 6.02 percentage points for the average consumer, and 4.16 
percentage points for the vulnerable consumer. Finally, for “toying with emotions 
combined with personalisation”, preference inconsistency was 9.84 percentage points 
higher for the average consumer, and 5.50 percentage points higher for the vulnerable 
consumer. Regarding structural vulnerabilities, the results showed that some sub-groups 
of the population may be more likely to make inconsistent choices, such as older 
participants and those with lower education levels (10% significance level for both 
categories). 

The legal assessment conducted for this study shows that the regulation of unfair 
commercial practices in the digital environment falls at the intersection of consumer 
protection, data protection, and other relevant instruments in the EU legal framework, 
including new and forthcoming legislation such as the Digital Services Act, Digital Markets 
Act, AI Act and Data Act. The study concludes that, despite the presence of a strong EU 
legal framework, including the UCPD which is perceived as flexible enough to cover most 
unfair commercial practices, some legislative adjustments may be necessary to better 
respond to dark patterns and manipulative personalisation. 

In terms of protective measures against unfair practices, the experimental results of this 
study showed that transparency-based remedies are ineffective for countering dark 
patterns and manipulative personalisation practices both for average and vulnerable 
consumers. Instead, remedies that have more potential for reducing consumer detriment 
include the prohibition of the most harmful practices, which are not yet blacklisted in the 
Annex I of the UCPD or other EU legislation, and the imposition of a fair/neutral design 
obligation on traders. Furthermore, the distribution of the burden of proof or 
argumentation may have to be rethought to rebalance systemic digital asymmetries. 
However, remedies should go beyond regulatory interventions and involve businesses 
and the designer community directly, for example by developing guidelines and practical 
examples, which allow them to determine ex ante whether the practices that they are 
considering may be unfair. In this context, the behavioural taxonomy proposed in this 
study may contribute to a better understanding whether a practice may be problematic 
due to the choice architecture that it modifies and its impact on the consumer decision-
making process. The combination of these measures could help to bolster a digital 
environment where traders take more responsibility towards consumers. 
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1. Introduction 

1.1. Background and policy context 

This study aims to contribute to the better understanding of business-to-consumer 
commercial practices in the digital environment that may raise fairness concerns from 
the perspective of EU consumer protection policy, in particular dark patterns and 
manipulative personalisation. The study analyses the nature, prevalence and impacts of 
these practices, including through mystery shopping and behavioural experiments.  

1.1.1. Digital environment 

Within the current age of digital transformation, the data economy has become a major 
source of growth and innovation, offering the potential to greatly increase consumer 
welfare. Consumers can compare prices and offers more easily, which enables them to 
make more informed decisions. Furthermore, consumers do not need to leave their 
homes and can make purchases at any time of the day. European consumers appreciate 
this option, as documented in the most recent Eurostat data, showing that the Internet 
users who bought or ordered goods or services for private use increased from 54% to 
71% in the last ten years (2009-2019)1. Moreover, since the start of the COVID-19 
pandemic, with shopping areas in lockdown and consumers under social distancing 
restrictions, online transactions have grown further. This trend is benefitting online 
platforms and online traders both in terms of revenues and the steady accumulation of 
data they use to learn consumers’ preferences and adapt their goods and services to 
them.   

The increasing availability of data and advances in Big Data analysis and Artificial 
Intelligence have enabled online traders to refine a wide variety of practices that rely on 
the possibility of tracking and profiling consumer behaviours. They obtain valuable 
insights on which websites consumers like to visit, which products they look for online 
and with what frequency or means, and insights in relation to socio-demographic data 
(such as age, gender, financial situation) as well as personal or psychological 
characteristics (personal interests, preferences, psychological profile, mood). Persuasive 
practices and personalisation predate the online world and are also applied in the brick-
and-mortar world. The digital transformation and the data economy, however, have 
made possible the adoption of these practices to an unprecedented level. This trend 
could be seen as a natural evolution of advertising and marketing techniques made 
possible by the digital transformation. They are not always illegal or unfair per se. 
However, the benefits arising from digital technologies do not come without risks and 
costs. Some traders are increasingly using data-driven commercial practices to develop 
more effective artificial solicitations of consumers’ attention and to influence them to take 
transactional decisions that may go against their best interests. These practices may 
jeopardise consumer trust in digital markets and exploit consumer vulnerabilities. This 
calls for an investigation of the market situation and a profound reflection on whether the 
existing EU consumer protection framework continues to meet these challenges. A key 
risk in this domain is that such practices operate in a blurred area between legitimate 
attempts at persuasion and illegitimate manipulation techniques. 

1.1.2. Defining the problem 

The commercial practices briefly described above (analysed in more detail in section 2.1) 
pose risks in terms of consumers being subjected to new forms of persuasion that in 
some cases are close to outright manipulation. A persuasion attempt could be legitimate 
and justified if it helps consumers make more informed decisions and provided that such 

                                                 

1 https://ec.europa.eu/eurostat/statistics-explained/index.php/E-commerce_statistics_for_individuals  

https://ec.europa.eu/eurostat/statistics-explained/index.php/E-commerce_statistics_for_individuals
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persuasion does not alter their preferences or cause them to make a choice they would 
have not made otherwise. 

“Dark patterns” is a concept that is generally used to refer to practices in digital 
interfaces that steer, deceive, coerce, or manipulate consumers into making 
choices that often are not in their best interests (see section 2.1 for further 
information on dark pattern taxonomies). These practices and their possible negative 
impacts on consumers’ decisions have been increasingly documented in recent years 
(Bosch et al., 2018; Mathur et al. 2019, Forbrukerradet, 2018). As already explained in 
our previous studies (see Codagnone et al., 2014 and Lupiañez et al., 2016), the design 
of online interfaces shapes the “affordances” available to consumers through the 
application of the principle of “persuasive computing”2. These techniques aim at 
performing the role of an affect management instrument that creates a buffer zone for 
consumers to enter in a state of “flow” (see for instance: Paavilainen, 2010; Schull, 
2014). For at least two decades, designers of digital online artefacts have embedded the 
knowledge about heuristics and biases to increase the capacity of such artefacts to 
capture consumers’ emotions and neutralise deliberative cognition.  

The risks associated with these persuasion attempts increase as online platforms and 
traders combine the extensive use of personal data with user interfaces designed to 
shape choice architecture. According to several scholars, online platforms are 
implementing exploitative surveillance and manipulation (e.g., Cohen, 2012, 2015; 
Shaw, 2014; Yeung, 2016; Zubov, 2015, 2019). Some traders are also increasingly using 
data-driven commercial practices to develop more effective artificial solicitations to get 
consumers’ attention and to influence them, defined as a manipulative form of “hyper-
nudging” (Yeung, 2016)3. Online platforms and traders gather data and then test 
different nudges. They see the reaction and steadily feed the information into machine 
learning algorithms that produce improved and refined nudges in a self-propelling cycle 
that is beneficial to them but may be detrimental for consumers. The large-scale 
collection and analysis of personal data may be a threat not only for privacy but also due 
to the manner in which it is used to shape individual decision-making. The design choices 
implemented by online platforms and traders are a further instrument that reinforces this 
mechanism. Hyper-nudging consumers entails compromising their autonomy, given that 
both informational privacy, which involves the ability to control who has access to an 
individual’s personal information and to what extent, and decisional privacy, which 
regards the individual right against unwanted access or interference with one’s decisions 
and actions, are violated (Lanzing, 2019).  

A 2018 consumer survey found that 83% of digital platform users considered sharing 
information with third parties to enable targeted advertising a misuse of personal 
information and 84% considered using personal data for unrelated purposes to be a 
misuse4. During the COVID-19 pandemic, as consumers became even more reliant on 
online services, several national consumer associations identified an increase in 

                                                 

2 The concept of ‘affordances’ come ‘ecological psychology’ and particularly from the work of Gibson (1979, 
1982a, 1982b) that has long influenced ‘Human-Machine’ interaction studies. In Gibson’s view, the 
environment consists of action possibilities, which he termed 'affordances'. The notion of affordances has 
been very influential in human-machine interaction studies. Designing online interfaces are often conceived 
as set of action possibilities in which the (human) agent’s choices and the interface possibilities interact 
constantly. This expands the approach of cognitive psychology in which the agent and its mental maps 
(and possibly its heuristics and biases) or representations are the only focus. Application of this perspective 
can be found for instance in the work of Fogg (2003) in the practice of persuasive interfaces or ‘captology’, 
according to which human beings are hardwired to respond to cues in the environment. 

3 A nudge involves a form of choice architecture that can influence people’s behaviour without restricting the 
amount of options available nor significantly altering economic incentives (Thaler & Sunstein, 2008). 
Hypernudges go one step further by creating a "highly personalised choice environment” (Yeung, 2016), 
employing Big Data to personalise nudging techniques to a profile matching that of the individual.  

4 Roy Morgan, Consumer views and behaviours on digital platforms, November 2018. 
https://www.accc.gov.au/system/files/ACCC%20consumer%20survey%20-
%20Consumer%20views%20and%20behaviours%20on%20digital%20platforms%2C%20Roy%20Morgan
%20Research.pdf  

https://www.accc.gov.au/system/files/ACCC%20consumer%20survey%20-%20Consumer%20views%20and%20behaviours%20on%20digital%20platforms%2C%20Roy%20Morgan%20Research.pdf
https://www.accc.gov.au/system/files/ACCC%20consumer%20survey%20-%20Consumer%20views%20and%20behaviours%20on%20digital%20platforms%2C%20Roy%20Morgan%20Research.pdf
https://www.accc.gov.au/system/files/ACCC%20consumer%20survey%20-%20Consumer%20views%20and%20behaviours%20on%20digital%20platforms%2C%20Roy%20Morgan%20Research.pdf
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problematic commercial practices on online platforms, including an unprecedented 
volume of scams across different sectors5.   

The development of more effective data-driven commercial practices raises concerns 
regarding privacy and the ineffectiveness of the so-called privacy self-management 
regime based on the expression of consent (Solove 2013). Individuals do not give 
meaningful and conscious consent to the use of their data and their behaviours are easily 
influenced through environmental cues, such as defaults, and the design of web 
environments owing to pervasive reliance on heuristics and social norms (see for 
instance Acquisti et al., 2015 or Richards & Hartzog, 2019). Companies tend to 
aggregate more data than the consumer would normally expect or is aware of. The 
provision of data from the consumer to the business is also characterised by data 
persistence: personal data remain and often are shared across a long value chain of 
commercial entities the consumer can hardly envisage (Zhe Jin & Stivers, 2017). 
Furthermore, the data collected could be used to build detailed profiles of consumers and 
use them against their interests, undermining their rights under data protection and 
consumer protection6.  

As a starting point for defining the problem from a behavioural perspective, we will 
briefly describe theoretical constructs about how consumers interact with, and react to, 
persuasive attempts. This discussion starts from a classical strand of literature initially 
developed to focus on traditional media but later also applied to new digital media. We 
refer to the so-called “Persuasion Knowledge Model” or PKM (Friestad & Wright, 1994). 
Persuasion knowledge refers to the capacity of consumers to understand that there is an 
attempt to persuade them and for them to activate defensive reactions. It measures the 
level of awareness about a persuasive attempt and the capacity to exert a critical 
screening against it. However, this theory, developed for traditional media, fails to 
account for the interactive nature of consumers’ online experience and for how such 
interaction can subvert the persuasion knowledge and related awareness a consumer 
might have. Applying Kahneman’s limited capacity of attention model (Kahneman & 
Tversky, 1973), it is possible to formulate a rival hypothesis to that of persuasion 
knowledge, a hypothesis in line with the concept of “attention deficit”. Awareness 
requires attention, but attention is limited (Kahneman & Tversky, 1973), as are all 
cognitive resources available to consumers to process information and execute decisions. 
Online interaction absorbs a part of these resources, leaving consumers more exposed 
and less vigilant. Problems can arise if persuasion activates an emotional load guiding 
consumer choice (affect heuristic) (Slovic & Peters, 2006), or induces a misperception of 
risks (probability neglect) (Sunstein, 2003)7. Thus, even if persuasion knowledge could 
be activated initially, it is possible that effort (cognition) and enjoyment (affect) 
neutralise the recognition of the persuasive intent of an offering, where the message is 
processed below the level of conscious awareness. This is further compounded if the 
consumer is characterised by permanent (i.e., age, mental infirmity, etc.) or transient 
(psychological state in any given moment) forms of vulnerability. The online interaction, 
compounded by the nature of the design interfaces, can lead consumers to enter in a 

                                                 

5 BEUC (2020). Consumer organisations’ work to support consumers in the COVID-19 crisis and the fight 
against unfair practices. Available at: https://www.beuc.eu/publications/beuc-x-2020-
099_on_the_front_row_-_members_fight_against_covid_scams_and_unfair_practices.pdf  

6 BEUC (2019). Access to consumers’ data in the digital Economy. Available here: 
https://www.beuc.eu/publications/beuc-x-2019-068_european_data_policy.pdf  

7 Risks can be perceived either as feelings (instinctive and intuitive reactions to danger) or as part of a reflexive 
risk analysis (using logic, reason, and probability analysis). Under certain conditions strong emotions 
influence risk perception as feeling, or in technical terms by way of the so called ‘affect heuristic’ that 
underlines to a large extent the functioning of our intuitive, experiential system (System 1). Reliance on 
affect is generally a quicker, easier, and more efficient way to navigate in a complex and uncertain 
conditions. So, we judge risks not only by way of what we think but also by way of what we feel about 
them. This in turn relates to how we feel about the activity that is the source of the risk considered. If we 
like the activity, we may tend to under-estimate the risk, whereas if our feeling toward such activity is 
negative, we do the opposite. Sunstein called this ‘probability neglect’ (2003), when an event or activity 
carries a strong affective meaning, their actual probability of occurring are entirely disregarded. 

https://www.beuc.eu/publications/beuc-x-2020-099_on_the_front_row_-_members_fight_against_covid_scams_and_unfair_practices.pdf
https://www.beuc.eu/publications/beuc-x-2020-099_on_the_front_row_-_members_fight_against_covid_scams_and_unfair_practices.pdf
https://www.beuc.eu/publications/beuc-x-2019-068_european_data_policy.pdf
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state of flow8 whereby, when an experience is genuinely satisfying, individuals are so 
absorbed and focused that their persuasion knowledge is neutralised. Finally, social 
cognitive theory suggests that persuasion knowledge may be offset also by peer pressure 
mechanisms (Bandura, 2001)9. 

1.1.3. Current responses: EU legislative landscape and potential gaps 

Consumer protection in the digital single market is one of the main priorities of European 
policymakers. On 13 November 2020, the Commission launched the New Consumer 
Agenda, which presents a vision for EU consumer policy from 2020 to 2025, focusing on 
five key priority areas, of which digital transformation and the effective enforcement of 
consumer rights are key areas. In particular, the Commission aims to tackle online 
commercial practices that disregard consumers' right to make an informed 
choice, abuse their behavioural biases or distort their decision-making 
processes, such as dark patterns and hidden advertising. These emerging practices 
in the digital environment call for an assessment of whether the existing rules continue 
to meet these challenges. There are several EU legislative acts that regulate unfair 
commercial practices, such as the Unfair Commercial Practices Directive (UCPD), 
Consumer Rights Directive (CRD), Unfair Contract Terms Directive (UCTD), Audiovisual 
Media Services Directive (AVMSD), General Data Protection Regulation (GDPR), ePrivacy 
Directive, as well as new or forthcoming acts, such as the Digital Services Act, Digital 
Markets Act, Artificial Intelligence Act and Data Act. The legal framework is further 
expanded upon in section 3.  

Concretely, the Commission committed to gathering evidence on emerging unfair digital 
commercial practices, to update its guidelines and to assess whether additional action is 
needed at EU level. This behavioural study is a key component of the evidence-gathering 
process and aims to support the assessment.  

In December 2021, the Commission published new Notices with guidance on the 
interpretation and application of the UCPD10 and CRD11, clarifying its views on how 
the Directives apply to digital practices such as dark patterns and data-driven 
personalisation.  

In March 2022, the Commission launched the Fitness Check of EU consumer law on 
digital fairness12 which is a formal evaluation of key horizontal EU consumer law 
instruments – UCPD, CRD and UCTD – in order to determine whether they ensure a high 
level of consumer protection in the digital environment. The Fitness Check will cover five 
main evaluation criteria: effectiveness (fulfilling expectations and meeting its objectives); 
efficiency (cost-effectiveness and proportionality of actual costs to benefits); relevance 
(to current and emerging needs); coherence (internal and external with other EU 
interventions or international agreements); and EU added value (producing results 
beyond what would have been achieved by Member States acting alone). Depending on 
the results, the follow-up outcome of the Fitness Check could take the form of a new 
legislative proposal, an improved implementation through better enforcement and 
guidance, or further monitoring. 

1.1 Study objectives and scope 

                                                 

8 The concept of flow has emerged from the psychology of optimal experience (Csikszentmihalyi, 1990) and has 
also been used as a theoretical model to understand online experiences. 

9 Social cognitive theory develops a framework to understand how people actively influence and are influenced 
by their environment. Peer pressure refers to the active encouragement of others to engage in a given 
behaviour (Clavó-Armengol & Jackson, 2010).  

10 https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX%3A52021XC1229%2805%29&qid=1640961745514  

11 https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX%3A52021XC1229%2804%29&qid=1640961745514  

12 https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13413-Digital-fairness-fitness-
check-on-EU-consumer-law_en  

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021XC1229%2805%29&qid=1640961745514
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021XC1229%2805%29&qid=1640961745514
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021XC1229%2804%29&qid=1640961745514
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021XC1229%2804%29&qid=1640961745514
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13413-Digital-fairness-fitness-check-on-EU-consumer-law_en
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13413-Digital-fairness-fitness-check-on-EU-consumer-law_en
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The overall purpose of the study is the identification of problematic business-to-consumer 
commercial practices used in the digital environment, in particular dark patterns and 
manipulative personalisation. The study aims to provide new empirical evidence, 
including data from behavioural experiments, which may inform the work of the 
Commission as part of the New Consumer Agenda. The study also pays special attention 
to the perspective of vulnerable consumers who are more susceptible to unfair practices. 
The overall purpose of the study was broken down into three main objectives: 

1. To systematically and comprehensively map problematic business-to-consumer 
commercial practices encountered in the digital environment, and to assess these 
practices from the point of view of consumer protection. 

2. To investigate the consumer impact, awareness, and perception of these 
practices, including potential consumer detriment, through surveys and 
behavioural experiments which examine the drivers behind the effectiveness and 
propagation of these practices as well as test the corresponding remedies. 

3. To provide a set of evidence-based recommendations for policy, legal and 
enforcement intervention. 

To address the three main objectives, three tasks were carried out. Our approach used a 
combination of data collection and consultation activities as illustrated in the figure 
below. Task 1 addressed Objective #1 and informed the experimental and 
recommendation phases. Objectives #2 and #3 were addressed by Task 2 and Task 3, as 
explained in more detail at the end of the section. The three tasks were sequential, 
building up to the final objective of evaluating / proposing policy options. In addition, a 
Consultative Group of Experts (CGE) was set up for this study, and was consulted at the 
three key points of the study. In addition, individual experts were consulted at specific 
points in time during the study.  

In the table below we show how the different methods address the research questions of 
the study, according to the three main objectives of the study. The list of research 
questions, broken down in sub-questions, also helped us conduct the systematic 
literature review.  

Table 1 Research questions and our approach 

Research questions Our approach 
Objective #1: Commercial practices – mapping and assessment 

Q.1. Which commercial 
practices targeting 
consumers in the digital 
environment are 
currently used and 
emerging in the market? 

Q.1.1 Which are the commercial 
practices currently used and emerging 
in the market? 

• Literature review. 
• Consultative Group of Experts (CGE). 
• Mapping of practices (i.e., mystery 

shopping). 
• Digital ethnography. 

Q.1.2. Which of these practices are 
problematic from the point of view of 
consumer protection (i.e., misleading, 
manipulative, exploit biases)? 

• Literature review. 
• CGE. 
• General assessment of identified practices.  

Q.1.3. How can they be categorised? • Categorisation, with input from literature 
review and CGE. 

Q.2. How prevalent are 
the problematic 
practices? 

Q.2.1 Which types of traders/sectors 
are making the most use of these 
practices? 

• Literature review. 
• CGE. 
• Mapping of practices (i.e., mystery 

shopping). 
Q.2.2 Can any differences between EU 
Member States/regions be observed? 

• Literature review. 
• CGE. 
• Mapping of practices (i.e., mystery 

shopping). 
Q.2.3 Are there any differences 
concerning EU and non-EU traders? 

• Literature review. 
• CGE. 
• Mapping of practices (i.e., mystery 

shopping). 
Q.2.4 How is the market likely to 
evolve in the coming years? 

• CGE. 
• Virtual workshop. 
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Source: Authors’ elaboration 

1.2.  Approach and methodology 

1.2.1. Preparatory phase (Task 1) 

The study built on the activities carried out in Task 1, with the objective of mapping 
problematic commercial practices encountered in the digital environment, as well as 
assessing these practices from the point of view of consumer protection. This mapping 
exercise was fundamental to understand the digital transformation developments and 
challenges and to subsequently assess whether the current regulatory toolbox , in 

Q.2.5 Are some of these practices 
likely to become more popular among 
traders? 

• CGE. 
• Virtual workshop. 

Q.3. Are these 
commercial practices 
problematic in terms of 
compliance with EU 
consumer law and, 
where relevant, data 
protection rules? 

Q.3.1. Which practices are more likely 
to be illegal under existing rules and 
which less so? 

• Literature review. 
• CGE. 
• Legal assessment of identified practices. 

Objective #2: Consumer impact, awareness, and perception 
Q.4. What is the impact 
of these practices on the 
(economic) behaviour of 
consumers? 

Q.4.1 To what extent are they aware 
of these practices? 

• Scoping lab experiment. 
• Survey questionnaire. 

Q.4.2 To what extent are they 
persuaded and influenced by these 
practices? 

• Laboratory think aloud experiment. 
• Main experimental task of online 

experiment. 
• Survey questionnaire. 

Q.4.3 What is their overall perception 
of, and attitude towards this 
phenomenon? 

• Scoping lab experiment. 
• Main experimental task of online 

experiment. 
• Survey questionnaire (online experiment). 
• Digital ethnography. 

Q.4.4 What is the nature, frequency, 
and scale of the problems that 
consumers report? 

• Qualitative interviews and digital 
ethnography. 

• Scoping lab experiment. 
• Survey questionnaire. 

Q.4.5 What are the factors 
(behavioural, socio-demographic, or 
other, including level of education or 
digital literacy) that contribute the 
most to the susceptibility of consumers 
to these commercial practices? 

• Online experiment and attached survey 
questionnaire. 

Q.5. What is the impact 
of these practices on 
vulnerable consumers? 

Q.5.1. What is the impact on 
vulnerable consumers? 

• Main experimental task of online 
experiment. 

Q.5.2. Are some of these practices, by 
design, aimed at vulnerable 
consumers? What’s the impact on the 
(transient) vulnerability of consumers? 
 

• Literature review. 
• CGE. 
• Mystery shopping. 

Q.6. What are the 
perceived and actual 
benefits and costs of 
these practices for 
consumers? 

Quantitatively and qualitatively 
estimated if possible and relevant, in 
terms of financial resources, time, 
physiological/psychological state etc. 

• Survey questionnaire (for financial losses). 
• Scoping lab experiment (for psychological 

state). 

Objective #3: Policy options 
Q.7. Which possible 
remedies are proposed 
in academic literature, 
by experts or 
stakeholders, for the 
problematic practices 
identified by this study? 

Q.7.1. Which remedies, whether public 
or private initiatives, have been, or are 
being put in place to limit the 
expansion/proliferation of the 
problematic practices and detriment 
caused? 

• Preparatory phase (in particular subtask 1.3 
‘identification of impact and remedies’, 
using input from all previous sub-tasks. 

• Main experimental task of online 
experiment. 

Q.7.2. What would be their relevance, 
effectiveness, cost-efficiency, and 
sustainability as part of the EU 
consumer protection policy and 
enforcement framework? 

• Triangulation of all findings, with special 
regard to those of subtask 1.3 and the 
testing of remedies in the online 
experiment. 
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particular in the UCPD, is still adequate or whether new rules may be needed. The use of 
different methodological approaches reflects the requirement to answer the different 
research questions guiding this project. The research questions are mutually 
complementary in such a way as to enable the extraction of more robust conclusions via 
triangulation of different data sources and results. The main activities of Task 1 included: 

1. Literature review 

2. Set-up of the consultative group of experts (CGE) 

3. Scoping experts’ interviews 

4. Digital ethnography 

5. Mystery shopping (informed by the mapping of practices through market data 
review) 

6. Legal assessment of commercial practices 

7. First validation workshop with CGE 

Literature review. An extensive documentary review was conducted as part of the 
preparatory phase of Task 1. The overall objective of the literature review was to 
systematically and comprehensively map problematic business-to-consumer commercial 
practices encountered in the digital environment, and to assess these practices from the 
point of view of consumer protection. The detailed methodology for the literature review 
can be found in Annex section 8.1. 

Set-up of Consultative Group of Experts (CGE). This was done following a list of 
experts identified at the proposal stage of the study. The experts that we added in the 
list covered a variety of different expertise and backgrounds (academia, consumers 
association, trade association, international organisation, supervisory authority), thus 
complementing the expertise of the core team. The CGE convened in three workshops at 
the end of each phase of the project to discuss the findings and potential remedies to 
dark patterns and manipulative personalisation practices. 

Experts’ scoping interviews. The scoping interviews were conducted between mid-
March and early May 2021 with five experts on unfair commercial practices that are 
professionals working on consumer protection. Further details on the methodological 
approach taken towards the interviews is presented in Annex section 8.2.  

Digital ethnography. The objective of the digital ethnography was to contribute to the 
mapping of existing unfair online commercial practices and assessment of their detriment 
on consumers, by reviewing content from forums, blogs, and social media. Ethnography 
consists in observing how people behave and interact in their natural environments. This 
method prevents the bias from interactions with the researcher and may provide a truer 
picture of people’s behaviours and reactions than asking them to fill in a questionnaire. 
Digital ethnography is defined as ‘any ethnography in which data-gathering methods are 
mediated by computer-mediated communication or digital technologies’13. To address the 
study’s objectives, we reviewed content from forums, blogs, and social media where 
consumers report and discuss unfair online commercial practices and data personalisation 
practices. This exercise enabled us to identify what consumers consider as unfair 
commercial practices or dark patterns, their level of awareness of these different 
practices and their reactions to them. The detailed approach taken regarding the digital 
ethnography is presented in Annex section 8.3. 

Market data review. The market data review contributed to the objective of mapping 
the problematic practices. The identification and categorisation of practices were based 
                                                 

13 Green Book, What is digital ethnography? https://www.greenbook.org/marketing-research/What-Is-Digital-
Ethnography  

https://www.greenbook.org/marketing-research/What-Is-Digital-Ethnography
https://www.greenbook.org/marketing-research/What-Is-Digital-Ethnography
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on the literature review, scoping interviews with experts and the digital ethnography. The 
assessment of the practices’ prevalence across online traders, sectors and countries was 
then further complemented by the mystery shopping (see following section). The aim of 
the market data review was to map the top websites and apps across Member States and 
at EU level to assess the prevalence of the dark patterns and manipulative 
personalisation practices across these websites and apps. We focused on the types of 
websites and apps identified as the most relevant or problematic in the context of unfair 
commercial practices: 

• Search engine 

• Marketplace / e-commerce 

• Social media 

• User review 

• Arts & Entertainment 

• Travel and tourism 

• Gambling 

• Games 

• Health and fitness apps 

• Dating apps 

Further details on the selection of websites through a market data review and the 
steps taken can be found in section 4.4 and Annex section 8.4. 

Mystery shopping. The main objective of this qualitative research was to identify 
manipulative commercial practices (including both “classic” dark patterns and 
personalised forms of manipulation) on several well-known websites and applications in 
the market and to assess the prevalence of these practices across traders, types of 
websites/apps and countries. Mystery shoppers had to identify, describe, document with 
screenshots and comment on the manipulative commercial practices found on the 
websites / apps analysed. Six mystery shoppers, one from each country (Bulgaria, 
Germany, Italy, Poland, Spain, and Sweden) were recruited on the basis of being heavy 
internet users, creative, curious to investigate and meticulous to report. In addition, the 
additional mystery shopping involved five researchers covering national or regional 
websites from Austria, France/Belgium, Germany, Ireland, Italy, Netherlands/Belgium, 
Norway, Portugal, and Spain. The fieldwork took place from between 17-28 May 2021. 
The approach taken is detailed in Annex section 8.5. 

Legal assessment. The objective of the legal assessment was to assess whether the 
commercial practices identified as dark patterns and manipulative data personalisation 
practices are illegal under the current EU legislative framework. We first identified the 
relevant legislative framework based on literature review, scoping interviews with 
experts, and the knowledge of our internal legal expert, before assessing more in depth 
their different provisions that could capture the practices identified. Special attention was 
paid to the provisions of the UCPD. The legal assessment can be found in section 3. 

First online workshop with the Consultative Group of Experts (CGE). The 
objective of the first workshop with the CGE, held on 25 May 2021, was to present the 
aim of the study and progress of the activities to the experts, and brainstorm about the 
potential remedies to the types of practices identified. Annex section 8.6 presents the 
methodology followed in this workshop. 

1.2.2. Experimental phase (Task 2) 

Task 2 built on the results of the preparatory phase and observed, analysed, and 
attempted to explain consumers’ reactions to the main types of problematic commercial 
practices identified in previous tasks. In this task, we addressed R.Q.4 (the impact of 



Behavioural study on unfair commercial practices in the digital environment:  
dark patterns and manipulative personalisation 

 27 

these practices on the economic behaviour of consumers), R.Q.5 (the impact on 
vulnerable consumers), R.Q.6 (benefits and costs of the practices for consumers) and 
part of R.Q.7 (the effectiveness of remedies). The overall objective of this experimental 
task was to test the hypotheses defined during the preparatory phase (Task 1). Three 
main areas were prioritised: 

1. The impact and effectiveness of the commercial practices measured in terms of the 
reactions elicited in consumers. 

2. The problematic nature of the identified commercial practices. 

3. The effectiveness of the remedies identified and proposed. 

The precise combination of practices and policy remedies to be tested was defined at the 
end of the previous Task. Moreover, the findings from the activities conducted under 
Task 1 informed the design of the lab experiment and the main online experiment. The 
literature review and digital ethnography provided relevant information on the types of 
unfair practices to be reviewed and tested, while the findings from the interviews and the 
mystery shopping informed about the prevalence of such practices. In addition, the 
digital ethnography and mystery shopping provided relevant examples of website 
interfaces and practices to be replicated in the experiments. Given their prevalence and 
their problematic nature, the types of practices of interest for the experiments were the 
following: 

• dark patterns which are not yet clearly regulated and are in a grey zone such as 
obstruction techniques (e.g., roach motel/difficult cancellations) and forced 
actions (e.g., forced registration) or messages toying with emotions (e.g., 
confirmshaming, toying with emotion); 

• manipulative personalised practices that exploit specific vulnerabilities of users 
(e.g. consumer receives communications/ads tailored to take advantage of their 
specific misfortune or circumstances of which the trader is aware); 

• personalised dark patterns, which introduce a level personalisation into classic 
dark patterns. 

Overall, the behavioural experiments focused on practices and sectors or traders that are 
not yet or relatively less explored in previous studies. Regarding remedies, the literature 
review, interviews and first workshop provided insight into potential remedies to be 
tested. The study team assessed their feasibility to be replicated in the online 
experiment. Task 2 comprised three activities: 

1. The scoping lab experiment, a scoping activity aiming to shed light on the 
emotional and behavioural responses of participants when exposed to dark 
patterns. 

2. The main online experiment, which further assessed the impact of dark patterns 
on participants and tested the effectiveness of some remedies. 

3. A second online workshop with the Consultative Group of Experts to validate the 
results and findings of Task 1.  

Scoping lab experiment. The lab experiment was designed as a scoping activity, using 
techniques to measure indicators of physiological and emotional reactions (e.g., heart 
rate), as well as overt behaviours (e.g., mouse clicks, eye movement). It aimed to shed 
more light on the emotional and behavioural responses of participants exposed to unfair 
practices or to a control condition, considering an overall sample of 120 subjects 
distributed equally across three countries of interest (Italy, Germany, and Spain). In 
order to preserve high ecological validity and to assure the full control of any variable 
integrated in the digital system, we presented a consistent digital experience to 
participants from each country using accurate translations and specific web interfaces. 
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Such digital stimuli have been adopted both for the control group as well as for the 
treatment group, where the only difference was represented by the integration of the 
specific unfair practices in the case of the treatment group. Further details on the 
methodology are presented in Annex section 9.1, and the questionnaires used in Annex 
section 9.2. 

Online experiment. The online experiment was the core activity of Task 2, and it 
addressed some of the main research questions related to practices and protective 
measures. The online experiment was built upon the scoping lab experiment, which 
aimed to examine consumer detriment in terms of psychological and emotional impact. 
The online experiment was also designed in a way that the practices investigated were 
similar to those in the scoping lab experiment, in order to facilitate the triangulation of 
the results. Furthermore, the results of the scoping lab experiment provided an indication 
that these practices are particularly problematic from the consumer perspective, thereby 
justifying their further study in the main online experiment. The online experiment was 
run in six countries (Bulgaria, Germany, Italy, Poland, Spain, Sweden) via an online 
panel, with 7430 observations from independent participants. For the full description of 
the methodology followed for the main online experiment, please refer to Annex section 
10.1, and for the full experimental protocol to Annex section 10.2. 

Second online workshop with the Consultative Group of Experts. The objective of 
the second workshop, held on 9 December 2021, was to discuss some of the findings of 
Task 1,  namely, the legal assessment of unfair practices, and the remedies against 
unfair practices.  

1.2.3. Analysis and recommendation phase (Task 3) 

The objective of Task 3 was to provide a set of analytical conclusions and 
recommendations on policy options, drawing on a comprehensive quantitative and 
qualitative analysis of the results of Task 1 and 2, a triangulation of the evidence 
collected to address the research questions, and an assessment of the potential 
remedies. We built on the analysis of practices and remedies carried out in Task 1 to 
refine our assessment considering the results of the scoping lab experiment and of the 
online experiment conducted in Task 2. The objective of the quantitative and qualitative 
analysis was to assess and define: 

1. The factors affecting consumer behaviour and decision-making. 

2. The way in which commercial practices affect consumer decision-making, with a 
quantification of their effects and relative ranking. 

3. The effectiveness of a range of policy remedies that could help consumers make 
better decisions reflecting their long-term preferences and support the 
implementation and enforcement of current EU consumer legislation. 

Following the quantitative and qualitative analysis of the results of the different tasks, we 
triangulated, weighed, and compared the evidence collected across the different data 
research activities to answer the research questions. In line with the third objective of 
the study, our final task consisted in drawing recommendations on a set of evidence-
based options for policy, legal and enforcement intervention. For a description of the 
methodology followed, please refer to Annex section 8.7. 

Third online workshop with the Consultative Group of Experts. The objective of 
the third and final workshop, held on 8 March 2022, was to discuss the findings of Task 
2, namely, the results of the scoping lab and online experiments, and the behavioural 
taxonomy of unfair practices.  
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2. Overview of unfair practices 

2.1. Mapping and taxonomy 

There is growing literature focusing on the definition, description and categorisation of 
dark patterns and other manipulative practices. In this section, we provide an account of 
the historical development of categorisations of the dark patterns. We then complement 
this with a description of manipulative personalisation techniques, also labelled “second-
generation of dark patterns” by a report by the Swedish Consumer Agency 
(Konsumentverket, 2021). From the perspective of EU consumer protection, it is not 
necessary to develop precise definitions for concepts like “dark patterns”, since the 
overarching term that can capture all manipulative business-to-consumer practices, 
regardless of the modalities used, is simply referred to as an “unfair commercial practice” 
under the UCPD. 

The first important contribution of the literature is the simple identification of recurrent 
cases, or “patterns”, of problematic commercial practices in the digital environment. As 
noted by Bösch et al. (2018), the idea of a pattern is to capture an instance of a 
problem, abstract it from a specific use case, and shape it in a more generic way, so that 
it can be applied and reused in similar scenarios. The term “dark pattern” is used to 
capture recurrent cases of unfair commercial practices employed by online traders. The 
term was first used by Brignull14, who collected malicious user interface (UI) patterns. In 
its first meaning, a dark pattern tricks the user into performing unintended and unwanted 
actions, based on a misleading interface design. Brignull first defined these practices, 
mapped, and described them with the purpose of creating greater awareness and to 
shame companies that use them. The first taxonomy documented patterns such as “Bait 
and Switch” (the user sets out to do one thing, but a different, undesirable thing happens 
instead), and “Confirmshaming” (using shame tactics to steer the user into making a 
choice). 

Following the introduction of the term, the literature presents a number of different 
categorisations to organise such practices in a structured manner. Conti and Sobiesk 
(2010) were the first to create a taxonomy of malicious interface design techniques, 
which they defined as interfaces that manipulate, exploit, or attack users. Their 
taxonomy contains several categories that overlap with Brignull’s dark patterns, including 
“Confusion” (asking the user questions or providing information that they do not 
understand) and “Obfuscation” (hiding desired information and interface elements). 

Bösch et al. (2018) presented a broader discussion on dark patterns in the field of 
privacy. They present a framework for privacy challenging dark patterns that takes into 
account traditional privacy design strategies (Hoepman, 2014), empirical evidence of 
malign patterns, underlying malicious strategies, and their psychological rationale. Based 
on this approach, the authors provide a taxonomy adapting privacy design strategies that 
include new patterns such as “Forced Registration” (requiring account registration to 
access some functionality) and “Hidden Legalese Stipulations” (hiding malicious 
information in lengthy terms and conditions). Gray et al. (2018) present a broader 
categorisation of Brignull’s taxonomy by collapsing many patterns into categories such as 
“Nagging” (repeatedly making the same request to the user) and “Obstruction” 
(preventing the user from accessing functionality). Finally, the most exhaustive mapping 
to date is provided by Mathur et al. (2019), which used automated techniques to identify 
1818 instances of dark patterns representing 15 types within 7 broader categories. 
Building on the previous contributions, the authors develop a revised taxonomy of dark 
pattern characteristics that describes the underlying influence of the dark patterns and 
their potential harm on consumer’s decision-making.  

                                                 

14 http://darkpatterns.org/, accessed: 31/03/2021. 



Behavioural study on unfair commercial practices in the digital environment:  
dark patterns and manipulative personalisation 

 30 

Building on the previous efforts to categorise dark commercial practices, and considering 
other contributions (Lacey and Caudwell, 2019), Luguri et al. (2019) streamlined the 
different taxonomies proposed and presented a revised version focusing on the 
mechanisms used by the techniques rather than the ends that the companies want to 
achieve. In other words, they simplified the taxonomy by concentrating on the 
techniques used to manipulate users to do things they would not otherwise do 
(regardless of the final purpose). 

Table 2 Taxonomy of dark patterns 

 

Source: Luguri et al. (2019) 

Category Variant Description Source 
Nagging N/A Repeated requests to do 

something that the online 
company prefers 

Gray 

Social Proof Activity messages Misleading notice about other 
consumers’ actions 

Mathur 

Testimonials  Misleading statements from 
consumers 

Mathur 

Obstruction Roach Motel/difficult 
cancellations 

Asymmetry between signing 
up (easy) and cancelling 
(hard) 

Gray, Mathur 

Price comparison prevention Frustrates comparison 
shopping 

Brignull, Gray, Mathur 

Intermediate currency Purchases in virtual 
currencies to obscure costs 

Brignull 

Sneaking Sneak into basket Items that consumers did not 
add end up in the cart 

Brignull, Gray, Mathur 

Hidden Costs Costs obscured or disclosed 
late in the transaction 

Brignull, Gray, Mathur 

Hidden Subscription / forced 
continuity 

Unanticipated or undesired 
automatic renewal  

Brignull, Gray, Mathur 

Bait and Switch Consumers is sold something 
different from what originally 
advertised  

Gray 

Interface 
interference 

Hidden information / False 
hierarchy 

Important information 
visually obscured or ordered 
in a way to promote a specific 
option 

Gray, Mathur 

Preselection (default) Preselected default option 
that is in the company’s 
interest  

Bosch, Gray 

Toying with emotion Emotionally manipulative 
framing of the design 

Gray 

Trick questions Intentional or obvious 
ambiguity to confuse 
consumer 

Gray, Mathur 

Disguised Ad Consumer induced to click on 
something that is not clearly 
an advertisement  

Brignull, Mathur 

Confirmshaming Choice framed in a way that 
seems dishonest / stupid for 
consumer 

Brignull, Mathur 

Forced action Forced Registration Consumer tricked into 
thinking registration is 
necessary 

Bosch 

Urgency Low stock / high demand 
message 

Consumers falsely informed 
of limited quantities 

Mathur 

Countdown timer / Limited 
time message 

Opportunity ends soon with 
false visual information 
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A further development categorised dark practices according to their strategic function, 
popularity, and harmfulness. Cara (2019) proposes three defining attributes (i) a 
categorisation of dark patterns based on their strategic purpose (i.e., sales, data 
gathering, views, time spent on the product, miscellaneous); (ii) a division between the 
most popular and the least popular practices based on prevalence, and (iii) grouping dark 
patterns according to how serious the consequences are (i.e., just annoying, moderately 
bad, needregulation). 

The Swedish Consumer Agency considered that the plethora of categorisations makes it 
challenging to map them onto a behavioural change wheel (Konsumentverket, 2021). 
Their simplified approach sorts dark patterns according to consumers’ capability, 
opportunity, and motivation (COM) in relation to active choice and information 
comprehension as shown in the table below.  

Table 3 Taxonomy of dark patterns by consumers’ activity 

Source: Konsumentverket (2021) 

Leiser and Yang (2022) proposed a four-level hierarchical taxonomy that is similar to the 
structure of the UCPD. This taxonomy involves eight subcategories at the fourth level: 
misleading information, misleading presentation, hidden information, delayed provision, 
pressure imposition, forced acceptance, options restriction, and activity restriction.  

Figure 1 Taxonomy of dark patterns, similar to the structure of the UCPD 

 

Source: Leiser & Yang (2022) 

 Capability Opportunity 

Active Choice • Bait and switch 
• Intermediate currency 

• Sneak into basket 

• Forced continuity 

• Price comparison prevention 

Comprehension • Hard to cancel/Roach motel 
• Address book leeching 
• Friends spam 
• Hidden legalese stipulations 
• Privacy Zuckering 
• Trick questions 
• Disguised ads 

• Forced continuity 
• Forced enrolment 
• Immortal accounts 
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The following table shows how to place 17 dark patterns in the taxonomy. 

Table 4 Categorisation of dark patterns based on Leiser & Yang (2022) 

Source: Leiser & Yang (2022) 

Jarovsky (2022) proposed an alternative taxonomy to classify dark patterns with a focus 
on the privacy and data protection context. Taking the Principles of European Contract 
Law (PECL) as a starting point, she selected the causes of invalidity of contracts related 
to the decision-making process of either contracting party: a) mistake; b) fraud; c) 
threats; and d) excessive benefit or unfair advantage. Transposing this to data protection 
law, she adapted these categories to match typical dark pattern situations: a) 
misrepresent; b) mislead; c) pressure; and d) hindrance. These categories are explained 
further below: 

Category Type Explanation 

In
fo

rm
at

io
n 

As
ym

m
et

ry
 

Active 
Misleading 
Actions 

Misleading 
Information 

Testimonials of 
Uncertain Origin 

Misleading users by providing them false, 
confounding, deceiving, or exaggerated 
information 

Scarcity 
Misleading users by providing them false, 
confounding, deceiving, or exaggerated 
information 

Friend Spam Misleading users by providing deceiving 
information 

Fake Countdown 
Timers 

Misleading users by providing them fraudulent 
information 

Limited-time Messages Misleading users by providing them deceiving or 
exaggerated information 

Misleading 
Presentation 

Trick Questions Misleading users through wording 

Misdirection (Visual 
Interference) Misleading users by using visual interference 

Passive 
Misleading 
Omissions 

Hiding 
Information 

Price Comparison 
Prevention 

Misleading users by withholding clear and 
comprehensible price information 

Delaying 
Provision Hidden Costs Delaying price information provisions 

Fr
ee

 C
ho

ic
e 

R
ep

re
ss

io
n 

Undesirable 
Imposition 

Pressure 
Imposing 

Pressured Selling 
(Repeated Popup 
Dialogs or Confirm 
Shaming) 

Imposing pressure on users through repeated 
inquiries or wordings that make users experience 
guilt or shame 

Forced 
Acceptance 

Sneak into Basket 
Compelling consumers to accept the uninvited 
products by directly placing the products in their 
shopping carts 

Privacy Zuckering 
(Easy to Register) 

Compelling consumers to accept the undesirable 
subscription by using tricks that thrust them 
towards subscriptions 

Forced Continuity 
(Hidden Subscription) 

Compelling consumers to continue the 
subscription by renewing their membership subtly 

Bait and Switch 

Compelling users to accept a particular 
arrangement by manipulatively navigating them 
away from their original objective regardless of 
their willingness 

Disguised 
Advertisement 

Compelling users to view an advertisement by 
manipulatively navigating them away to a location 
that they did not expect to reach, regardless of 
their willingness 

Undesirable 
Restriction 

Restricting 
Specific 
Users 

Forced Action (Enrol to 
Access, Pay to Skip, 
and Accept to Access) 

Restricting unpaid or unsubscribed users from 
options such as content access or skipping of 
advertisements 

Restricting 
Specific 
Actions 

Roach Motel (Hard to 
Cancel) 

Making specific actions such as unsubscribing 
more complicated than needs to be 
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1. Pressure. This concerns dark patterns, which pressure a consumer to share more 
personal data than intended to continue using a service or product. For example, 
pressuring to allow permissions or pressuring to receive marketing. 

2. Hinder. This involves those practices that delay, hide, or make it difficult for the 
consumer to adopt privacy protective actions. For example, difficult or hidden 
settings, or privacy invasive defaults. 

3. Mislead. The use of language, form, and interface elements to mislead consumers 
while taking privacy related actions. For example, double negative, ambiguity, or 
framing.  

4. Misrepresent. The misrepresentation of facts to induce consumers to share more 
personal data than intended. For example, false necessity or false experience 
improvement.  

The dark patterns described and categorised thus far are considered by the Swedish 
Consumer Agency as “traditional”. In recent years they have been widely explored, 
analysed, and categorised in the literature. Even though consumers are sometimes not 
fully aware of them, these techniques can often be easily recognised in websites and 
mobile apps and, as such, are easier to regulate.  

During interviews, one expert said that while most practices are already well-described 
and categorised by the literature, there are several practices which are not usually 
included in existing taxonomies but that should nevertheless be taken into consideration. 
For example, the “infinite scroll” and the default “autoplay” function present in many 
services such as YouTube, Netflix, and Spotify were both flagged by Mathur (2021) as 
dark patterns that foster digital addiction, yet these are not easily classified into current 
taxonomies. In addition, features such as “forced waiting” and “unnecessary 
interruptions” in the purchasing process are rarely incorporated into current taxonomies. 
These should nonetheless be considered given that, for instance, Purohit et al. (2021) 
found that “autoplay” features do indeed have an influence on the addictiveness of digital 
interfaces.  

There is an additional way to categorise unfair commercial practices, labelled by the 
authors of the Swedish Consumer Agency report as “second generation dark patterns”, 
which are more difficult to detect. This categorisation of dark patterns into first- and 
second-generation dark patterns has also been corroborated by a qualitative inquiry 
consisting of expert interviews conducted by Kitkowska et al (2022). Thanks to big data 
and big data analytics, the marketing industry is able to target group and individual 
preferences, which means they are able to target the preferences of groups/categories of 
consumers or individual consumers directly. Connecting an established set of dark 
patterns to personalisation demonstrates how an already problematic strategy can be 
turned into an even more powerful tool to exploit situational vulnerabilities (BEUC, 
2021). Through the collection of large amounts of data, traders can establish on whom a 
trick works or not, to detect consumers who can easily be trapped, etc. They can then 
personalise dark patterns to exploit these specific vulnerabilities.  

In this context, we highlight a terminological distinction between “segmentation” and 
“personalisation”. Segmentation implies the grouping of customers based on a given 
customer characteristic, such as income group, level of education or any other socio-
demographic variable (Jiang & Tuzhilin, 2008). This segmentation of groups allows 
marketers to generate marketing strategies to influence each specific segment (e.g., 
using strategies that may work best with younger females). Segmentation allows a better 
understanding of a customer base, but personalisation goes one step further by applying 
this understanding to target customers. Personalisation, or “segment of one” (as opposed 
to “segment of a few” in the case of segmentation (Kumar, 2007), involves the tailoring 
of an experience based on data on an individual which may have been obtained through 
prior segmentation. This more individualised segmentation can be attained through user 
profiling, which is the process through which data about a user interest domain is 
identified (Kanoje et al., 2015). This study generally uses the term personalisation in a 
broad sense to signify both the tailoring of a practice to an individual consumer and to a 
group of consumers, taking personalisation as an umbrella term which encompasses the 
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use of data collected from online activities of users to deliver targeted content and 
adaptive web experiences, as done in the Commission’s 2018 market study on 
personalised pricing15.  

Digital marketers have deployed far-reaching data collection, profiling, and targeting 
technologies online, incorporating the latest market developments in such fields as 
semantics, artificial intelligence, auction theory, social network analysis, data mining, and 
neuroscience. These have had a key role in creating a competitive advantage for online 
advertising over traditional practices (Choi & Lim, 2020), and indeed the price of 
attention for similar consumers is higher online than offline, meaning that online 
advertising has a lower cost per viewer (Gentzkow, 2014). This competitive advantage 
has also been enabled by the increasing internet usage (according to recent Eurostat 
data, the percentage of EU27 individuals accessing the internet daily has increased from 
56% in 2012 to 80% in 202116). These technologies have enabled the optimisation of 
digital advertisements through machine learning techniques and claim to predict the 
most relevant advertisements for users based on contextual or pre-existing user data. 
Digital marketing relies on techniques such as data optimisation, “self-tuning” 
algorithms, “intent” data, and “immersive” multimedia to enable personalised, highly 
targeted marketing (Chester, 2012). There is extensive literature in the marketing field 
and consumer research that deals with a variety of personalisation techniques used by 
online traders. For instance, based on the academic literature and on interviews with 
practitioners, BEUC (2021) described seven categories of personalisation techniques, 
which are relevant for business-to-consumer commercial practices, as shown in the table 
below. 

Table 5 Categorisation of personalisation techniques 

 

Source: BEUC (2021) 

                                                 

15 EC, Consumer market study on online market segmentation through personalised pricing/offers in the 
European Union (2018) https://ec.europa.eu/info/publications/consumer-market-study-online-market-
segmentation-through-personalised-pricing-offers-european-union_en. 

16 https://appsso.eurostat.ec.europa.eu/nui/submitViewTableAction.do  

Category Definition 

Online behavioural targeting  Adjusting advertisements to previous online behaviour, detected cookies 
and social media. “Automated personalisation” matching product ID with 
consumer profile ID  

Email marketing  Personalised name and content, focus on behaviour rather than content. 
Preferences are more important than substantive individualisable 
information. 

Social media advertising  Major advantage: new types of public data and metadata, tags, comments 
and explicit personal relationships. Personalised advertising = targeting 
lookalikes (similar profiles)  

Apps and notifications  Distinction between in-app notifications and pop-up notifications, the 
former being more accepted whereas the latter raises resistance  

On-site personalisation  Website morphing relates to latent customer segments from clickstreams 
and changing the websites’ look to maximise revenue  

Customisation  Freely choose own parameters and filters to develop own profile, 
personalisation is self-driven  

Price differentiation  Differentiating online price for identical products/services based on 
information about potential customer  

https://ec.europa.eu/info/publications/consumer-market-study-online-market-segmentation-through-personalised-pricing-offers-european-union_en
https://ec.europa.eu/info/publications/consumer-market-study-online-market-segmentation-through-personalised-pricing-offers-european-union_en
https://appsso.eurostat.ec.europa.eu/nui/submitViewTableAction.do
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2.2. A new behavioural taxonomy 

This study proposes a new contribution to the existing categorisations of dark patterns 
and other manipulative practices. A taxonomy informed by behavioural science provides 
an alternative way for mapping existing unfair commercial practices, classifying new 
practices and informing the policy response. The proposed taxonomy includes two axes: 
1) the component of the choice architecture that is affected by the unfair commercial 
practice; 2) the component of the decision-making process that a practice targets to 
promote a behavioural change. 

A choice architecture is the design or structure in which information is presented to 
consumers. Unfair commercial practices affect either the information available to the 
consumer or the procedure to execute the choice. The informational component can be 
manipulated by altering or distorting the information on the attributes of the product 
(attribute complexity), or by altering or distorting the information on the cost of the 
product for consumers (costs complexity). Allternatively, an unfair commercial practice 
alters or creates bias in the procedure to execute the choice, whenever it requires 
additional unnecessary actions to complete the decision (choice complexity). This is 
further explained in the following operating definition: 

• A practice increases attribute complexity whenever it hides or shrouds 
characteristics of the good or service which are materially relevant to the 
evaluation of its quality (e.g., hiding a particular feature of a product, where the 
consumer must click somewhere to view this feature), provide additional 
information which is either confusing or biased (e.g., providing misleading activity 
messages), or supplement information which may induce information overload 
(e.g., adding an excessive amount of features to a website). 

• A practice increases cost complexity whenever it hides or shroud components of 
the cost of the good or service (e.g., when an asterisk is shown next to the price 
which consumers must click to reveal the full price), provide information on the 
cost sequentially (e.g., drip pricing, where the final price is only revealed at the 
end of the transaction), or supplement information that in quantity or quality 
makes the computation of the cost difficult (e.g., adding an intermediary currency 
which consumers must use to make a purchase). The term cost is used in a broad 
sense, going beyond the price of the product. 

• A practice increases choice complexity when it forces the consumer to take 
action (e.g., forcing subscription in order to be able to make a purchase), undo 
selections that they never performed (e.g., pre-selecting a choice to receive a 
newsletter) or when it significantly increases the required effort to perform an 
action or selection (e.g., nagging a consumer to persuade them to buy a 
particular product). 

A decision-making process represents the concrete execution of the mental and practical 
procedure that leads towards an observable outcome, in this case the choice of a product 
(transaction).  

An unfair commercial practice can promote behavioural change by either affecting the 
real or perceived budget constraint available to consumer (including time, effort, 
attention, etc.) or by shaping the preference (and the willingness to pay) of the 
consumer. This is further explained in the following operating definition: 

• A practice affects the budget constraint by increasing the search cost to acquire 
information on the options available in the choice set (e.g., by hiding certain 
information about the product), by increasing the cognitive cost of understanding 
price and characteristics of the product (e.g., adding an intermediate currency 
complicates consumer ability to calculate the cost of a product),  or by increasing 
the material cost to acquire or consume the product (e.g., by preventing price 
comparison between different websites). 
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• A practice affects the preferences for a product, whenever it tries to persuade 
or manipulate the consumer’s ranking of options (e.g., by introducing a false 
hierarchy of products), tries to persuade or manipulate their perceived need (e.g., 
by using toying with emotion to persuade the consumer through emotional 
manipulation that they need a product), or perceived quality of the product (e.g., 
by using a false testimonial). 

The following table shows the matrix projected by considering the two dimensions 
together. 

Table 6 Behavioural taxonomy 

 

Source: Authors elaboration 

The following examples explain how the cells can be filled with unfair commercial 
practices: 

1. A practice that increases attribute complexity and affects the budget constraint 
would for example hide relevant information on the options available to 
consumers. This is the case for “hidden information”. In this case, attributes 
are complexified in the sense that some attributes are not immediately visible to 
the consumer, and the budget constraint is affected in the sense that search costs 
are increased (i.e., the consumer needs more time to find out where they can 
click to access this additional information on the product). 

2. A practice that increases attribute complexity and shapes preferences would for 
example use disguised ads or manipulated information to try to sell the product 
through social signalling or to manipulate the perceived quality. This happens with 
“advertorials” or (biased) “social proofs”. In the case of social proof, 
additional biased and misleading information is provided, which complexifies 
attributes. In addition, consumer preferences are being shaped in the sense that it 
tries to persuade the consumer that the high quality of the product has been 
acknowledged by other consumers. 

3. A practice that increases cost complexity and affects the budget constraint would 
for example hide relevant information or complicate the understanding of the 
costs of options available to consumers, as for “drip pricing”, “hidden costs” or 
“intermediate currency”. For example, in the case of drip pricing, costs are 
complexified because cost-related information is only provided sequentially, and 
the consumer does not know the full price until the end of the transaction. The 
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information on the options available are increased (i.e., the consumer would need 
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are complexified because it provides the information on the cost sequentially, and 
preferences are shaped because it tries to manipulate the consumer regarding 
their ranking of the options, given that it influences the initial price that the 
consumer uses as an anchor.  

5. A practice that increases choice complexity and affects the budget constraint 
would for example force the consumer to take action or undo selections or choices 
that are set by design, such as “sneak into basket”, “roach motel” or “default 
choices”. For example, in the case of default choices, the choice is complexified 
in the sense that the consumer must undo a selection that they never made, and 
their budget constraint is affected by increasing the search costs required to 
complete a transaction (i.e., the consumer must realise that this selection was 
made and undo it).  

6. A practice that increases choice complexity and shapes preferences would for 
example expose the consumer to default choices that could be undone only by 
facing social pressure, such as “confirmshaming” that requires relevant actions 
(e.g., pop ups) or “countdown timer” with personalised messages. For instance, 
a countdown timer with a personalised message complexifies choice by forcing the 
consumer to take action, and shapes preferences by attempting to manipulate the 
consumer’s perceived need of the product.   

In the next table, we fill the taxonomy with the existing unfair commercial practices and 
show that the taxonomy does not require the introduction of new cells. This is done with 
the dark patterns included in the taxonomies of Mathur et al. (2019) and Luguri & 
Strahilevitz (2021), and with manipulative personalisation practices assessed in this 
study. 

The taxonomy could work for practices that do not exist yet, but which may be developed 
in the future as a response to changes in technology and regulation. The taxonomy can 
also capture typical interface design features or functionalities that may, depending on 
their use, be qualified as unfair commercial practices, such as: 

• Infinite scroll (Cara, 2019; Mathur et al., 2021). This practice increases search 
costs, which affects the budget constraint, and it hides information on alternative 
choices, which complexifies attributes. 

• Autoplay (Gilbert, 2019; Mathur et al., 2021). This practice is a form of 
preselection, which complexifies choice, and affects the budget constraint (see the 
example of default choices above).  

• Unnecessary interruptions (Goethe, 2020). This practice is a standard forced 
action, which complexifies choice by forcing the consumer to act, and affects the 
budget constraint by increasing the search costs required to access information on 
the product.  

• Loot boxes (Goodstein, 2021). Loot boxes are products that contain randomised 
items and the consumer would generally not know which item they will get before 
opening the box. This practice forces the consumer to go through unnecessary 
steps to buy something, which complexifies choice, and affects the budget 
constraint because it makes the purchase probabilistic and not certain, increasing 
the cognitive cost required to calculate prices.  

• Manipulative personalisation practices (Liaukonyte, 2021): 

- Personalised options. This practice could hide the details on how the 
options are presented to the consumer (i.e., the criteria used to show an 
option and not another), which complexifies attributes. It conceals 
information on alternatives, which increases search costs, affecting the 
budget constraint. 
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- Personalised prices. This practice could hide information on how the 
price is identified and on the price of alternatives, which complexifies costs. 
It also anchors the consumer’s evaluation, which shapes preferences. 

The taxonomy has similarities to the general structure of the UCPD, since the columns 
reflect the different ways of developing misleading and/or aggressive practices. For 
instance, the columns “cost complexity” and “attribute complexity” would generally 
correspond to misleading practices, whereas the column “choice complexity” involves 
significant obstacles and types of forced action that correspond to aggressive practices. 
Furthermore, if a practice falls into one of the quadrants it may reasonably be considered 
as going against the trader’s professional diligence even if it does not fit the specific 
definitions of misleading or aggressive practice. However, these categorisations are not 
rigid and the connection between a specific cell and the legal provision in the UCPD would 
ultimately have to be assessed on a case-by-case basis (see the detailed legal 
assessment in section 3).  

The taxonomy could also be used to gauge the severity of a given practice’s 
consequences for the consumers’ transactional decision. The decision-making axis maps 
the unfair commercial practices into financial results. Consequences on budget 
constraints are measured as increased costs, and consequences on preferences are 
measured as an increased willingness to pay. Since the taxonomy considers increases in 
costs or willingness to pay, it may be possible to quantify the effect monetarily and to 
define thresholds based on a cost-benefit analysis (e.g., a more significant impact on the 
increase in consumer expenditure could justify a more severe penalty).  

As an instrument in the consumer protection toolbox, the taxonomy could be used ex-
ante and ex-post. It could be used to evaluate a practice in terms of its features and aim, 
which can aid practitioners, policymakers and enforcers to understand how a given 
practice is likely to affect the actual behaviour of consumers and subsequently assess 
their potential harmfulness or unlawfulness. Furthermore, it could be used to evaluate 
the practices in controlled tests and to determine their material consequences on the 
consumers’ decision-making, which can aid, for example, the development of appropriate 
protective measures. 

On the one hand, the taxonomy maps the practices into broad categories that are 
descriptive of a choice architecture in any setting, as they include the description of the 
options or the execution of the selection. On the other hand, it classifies the practices 
into a decision-making model, which is more useful from a practical point of view. For 
example, most of the existing taxonomies rely on heuristics and biases. The number of 
biases available in the literature is growing exceptionally, but there is not an overall 
theory that systematise them. Therefore, linking practices to specific biases may result 
arbitrary.  

In terms of theory, the taxonomy’s column dimension is based on literature concerning 
shrouding and confusing consumers (Kalaycı & Potters, 2011; Kalaycı, 2016), whereas 
the row dimension is general enough to accommodate an array of relevant theoretical 
perspectives: 

• The distinction between information and preference is embedded into standard 
theories of persuasion (Della Vigna & Gentzkow, 2010); 

• Models of rational choice or rational inattention, where consumer process all 
information or decide rationally which information to process (Caplin et al., 2020); 

• Models of strategic obfuscation (Gu & Wenzel, 2020). 
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Table 7 Dark pattern practices behavioural taxonomy 

 

Source: Authors elaboration 
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combination of several dark patterns is even more effective at influencing consumers’ 
choices, and complicates enforcement, which is often based on a practice-by-practice 
investigation.  

Another issue is the manipulative nature of such practices, which aim at influencing 
consumers’ choices and behaviour. The practices operate in a blurred area between 
legitimate persuasion attempts, which are supposed to inform the consumer and incite 
them to take a certain decision without radically changing their preferences, and 
illegitimate/opaque manipulation techniques that leverage biases and personal data to 
influence consumer behaviour. In simplified terms, manipulation is a type of persuasion 
that leverages the individual’s vulnerabilities. Due to the scale of data collection, online 
traders have a much higher level of knowledge of the consumers’ vulnerabilities than 
offline traders. However, the distinction between persuasive and manipulative techniques 
depends on the context and the conditions in which each practice takes place, as well as 
on the specific characteristics (age, socioeconomic background, digital experience and 
skills, permanent or transient psychological profile) of the targeted consumers.  

According to one of the experts interviewed, a practice can be considered manipulative 
instead of persuasive, if 1) the intention is to deliberately act against someone’s assumed 
or known interest; 2) it involves distorting or withholding the truth, and 3) it removes or 
diminishes the free choice of the individual. Similarly, Susser (2019, p.26-27) considers 
these and other conditions for a practice to be considered manipulative. For instance, the 
practice should involve influences that (1) are intentionally hidden, (2) exploit cognitive, 
emotional, or other decision-making vulnerabilities, and (3) are targeted. Another way of 
assessing the issues is to draw a moral distinction between persuasion and 
manipulation, as persuasion is morally allowed while manipulation is not. However, what 
is morally accepted may vary between countries and people, and necessitates public 
discourse on what practices should be acceptable or not. Ultimately, it is also possible to 
draw a legal distinction, as legitimate advertising and marketing strategies aimed at 
persuasion are considered legal, but strategies that distort or impair a consumer’s choice 
and make them take a transactional decision that they would have not taken otherwise 
are illegal under the UCPD. Furthermore, it is important to note that the UCPD does not 
require the presence of “intention” by the perpetrator of the manipulation in order to 
qualify it as an unfair commercial practice. 

Dark patterns are generally considered problematic because they unduly influence 
consumers’ decisions, as will be further discussed in the following sections. However, 
experts noted that if such practices are too obvious and aggressive, they may put 
off consumers and cause them to switch to other companies, although this can be more 
difficult in case of large dominant companies in the market. This was confirmed in the 
mystery shopping, where consumers felt annoyed by the manipulative practices they 
detected, and were reluctant to stay on the apps for long and even uninstalled the apps 
after the exercise if they perceived a higher level of aggressiveness and the presence of 
several manipulative practices. On the other hand, on websites/apps where manipulative 
practices were more subtle and less noticeable, as well as for large popular 
websites/apps, mystery shoppers were more understanding and accepted the practices 
as part of the “normal digital experience”. This was also confirmed by Luguri & 
Strahilevitz’s (2021) experimental findings, which detected that aggressive dark patterns 
generated a more powerful backlash (reflected by negative affect) among consumers 
than mild dark patterns. 

Most of the experts consulted during the study considered that data-driven 
personalisation practices are more problematic than classic dark patterns, 
especially as they are more difficult to identify and investigate due to the presence of 
individual personalisation and group segmentation. For example, online traders are able 
to identify consumers with a higher ability to pay or a lower switching rate, which enables 
them to charge higher prices to loyal customers. Enforcement authorities are often 
unable to assess the algorithms behind personalised pricing, ranking and recommended 
offers on marketplaces or comparison websites, which may favour some traders and be 
detrimental for consumer choice and competition.  
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In addition, as online traders often collect a vast amount of data on consumers, they can 
develop personalised advertising or communications targeting consumers’ inferred 
needs and vulnerabilities. Several examples of targeted advertising that leverages 
vulnerabilities (e.g., related to gambling, health, age) were identified in the digital 
ethnography. However, the mystery shopping exercise was not able to identify 
personalised practices that exploit vulnerabilities. Mystery shoppers considered that it 
was a common practice for large online companies to gather personal information to offer 
a “personalised experience” to the consumer and that most people were used to it and 
did not find it problematic. They acknowledged that they were irritated by persistent and 
aggressive targeted advertising and recommended offers on some websites, while also 
finding the recommendations on other websites useful for navigating through numerous 
options. However, mystery shoppers acknowledged that personalised recommendations 
could lead consumers to buy things that they did not intend to or could keep users in a 
bubble of similar content.   

The potential problems associated with personalisation practices have also been 
extensively discussed in literature. According to Strycharz et al. (2019a), the 
personalisation techniques discussed in the preceding section are lawful, as long as the 
processing, including the collection, of personal data meets the requirements of the 
GDPR. However, as noted by the recent UK Competition & Markets Authority report 
(2021), if consumers are not aware that personalisation is occurring, or if it gives rise to 
unfair distributive effects, or harms consumers who are vulnerable, it is more likely to be 
exploitative. Unfair ranking and design were defined as the use of algorithmic systems to 
modify design features to influence what a consumer sees to gain commercial advantage, 
but that ultimately degrades or misrepresents the offering to the consumer.  

2.4. Prevalence in the EU 

2.4.1. Overview 

Most of the experts consulted during the study agreed that dark patterns and 
manipulative personalisation practices are increasingly used by online traders of all sizes. 
While large platforms “invented” and started using the most common manipulative 
techniques, nowadays also smaller and national players in the digital environment are 
using the same types of practices. Large companies have dedicated teams to assess the 
impact of design interface changes and new functionalities in detail before and after 
implementing them. Later, when proven effective, such practices are usually adopted by 
the larger UX17 community that copy the most effective ones from large players. 

The mystery shopping exercise looked at the prevalence of dark patterns and 
manipulative personalisation practices on the most common websites and apps used 
by EU consumers. For details on the selection process and methodology, please refer to 
Annex sections 8.4 and 8.5. 

  

                                                 

17 UX refers to user experience, defined in ISO 9241 – 210 as “a person's perceptions and responses that result 
from the use and/or anticipated use of a product, system or service”.  
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Table 8 List of 30 top European websites 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Source: Authors’ elaboration 

  

Website Type Geographical coverage 

Google Search engine European 
Amazon Marketplace European 
Youtube Arts & Entertainment European 
Facebook Social media European 
Pinterest Social media European 
eBay Marketplace European 
Instagram Social media European 
Tripadvisor User review (travel) European 
fandom.com User review (games) European 
Allegro.pl e-commerce National (PL) 
Apple e-commerce European 
leroymerlin e-commerce European 
Olx.bg Marketplace National (BG) 
Zalando Marketplace European 
Ikea e-commerce European 
Twitter Social media European 
Netflix Arts & Entertainment European 
Microsoft e-commerce European 
Booking.com Travel and tourism European 
Airbnb Travel and tourism European 
Expedia Travel and tourism European 
blocket.se Marketplace National (SE) 
aliexpress Marketplace European 
subito.it Marketplace National (IT) 
twitch.tv Arts & Entertainment European 
Bet365 Gambling European 
elcorteingles.es Marketplace National (ES) 
otto.de Marketplace National (DE) 
pazaruvaj.com Price comparison National (BG) 
compricer.se Price comparison National (SE) 
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Table 9 List of 30 top European mobile apps 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Source: Authors’ elaboration 

  

App Type 

Google Chrome Internet browser 

Facebook Social media 

WhatsApp Messenger Communication 

Messenger (Facebook) Communication 

Instagram Social media 

Google Search engine 

TikTok Social media 

YouTube Arts & Entertainment 

Snapchat Social media 

Gmail Communication 

Spotify Arts & Entertainment 

Samsung Health Health 

Viber Messenger Communication 

SHEIN - Fashion Shopping Online Marketplace 

Netflix Arts & Entertainment 

Brawl Stars Games 

Mi Fit Health 

Amazon Shopping Marketplace 

AliExpress Marketplace 

Uber Eats Food delivery 

Uber Transport 

Deliveroo Food delivery 

Badoo Dating 

Bumble Dating 

Roblox  Games 

Coin Master Games 

Amazon Prime Video Arts & Entertainment 

Fitbit Health 

MyFitnessPal Health 

Lifesum Health 

Brawl Stars Games 
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In addition to the websites and apps covered by mystery shoppers, researchers covered 
15 additional national/regional websites. The selection process for the additional list was 
based on the same strategy as for the other websites and apps.  

Table 10 List of 15 additional national websites 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Source: Authors’ elaboration 

The following chart shows a summary of the dark patterns identified in the 45 websites 
and 30 mobile apps. The data show that all categories of dark patterns were identified at 
least once during the mystery shopping exercise.  

Please note that the following assessment, including the classification of specific website 
or app elements as “dark patterns”, is without prejudice to the legal status of the 
practices of specific traders. It describes the perception of the practices by mystery 
shoppers, who received guidelines from the contractor on which problematic practices to 
pay special attention to as they navigate through the websites and apps. The legal 
assessment of specific practices falls under the remit of competent courts and 
authorities, taking into account the circumstances of each case. 

Website Category Country 

Bol.com Marketplace Netherlands / Belgium 

Dumpert.nl Arts & Entertainment Netherlands / Belgium 

Allocine  User review (film) France / Belgium 

leboncoin.fr Marketplace France 

vinted.fr Marketplace France 

Trovaprezzi.it Price comparison Italy 

My-personaltrainer.it Health & Fitness Italy 

worten.pt Tech marketplace Portugal / Spain 

continente.pt Food marketplace Portugal 

finn.no Marketplace Norway 

nrk.no Arts & Entertainment Norway 

norsk-tipping.no Gambling Norway 

Adverts.ie Marketplace Ireland 

Prosieben.de Arts & Entertainment Germany 

derstandard.at Hobbies and Leisure (news) Austria 



Behavioural study on unfair commercial practices in the digital environment:  
dark patterns and manipulative personalisation 

 45 

Figure 2 Total dark patterns found 

 

Total sample: 75 Websites / Apps. The data show the number of websites displaying each practice. 

Source: Authors’ elaboration 

Overall, mystery shoppers detected practices that they perceive as dark patterns in 73 
out of the 75 websites and apps explored. Given that 97% of the websites/apps covered 
presented these practices, it is evident that the use of dark patterns is common across 
the board. As shown in the Figure above, the most prevalent dark patterns are: (1) 
hidden information/false hierarchy, (2) preselection, (3) nagging, (4) roach 
motel/difficult cancellations, and (5) forced registration. False hierarchy was used 
very often on the websites/apps reviewed to prioritise an option for a given choice with 
the use of brighter colour or bigger font, for example to incite the user to accept cookies, 
or to refuse deleting an account. Hidden information consisted in indicating some 
information, for example on price, conditions, or data processing, in very small letters or 
in less visible colours, or within long terms and conditions, or only available after several 
clicks.  Similarly, preselection was often used to preselect options most favourable to the 
website/app especially in settings, for example for privacy settings, ad personalisation, 
cookie settings, notification and communication options. These could usually be opted out 
of, but mystery shoppers did not always know where to find these settings or that the 
options were already preselected. Furthermore, they may have accepted default options 
due to inertia. In some other cases, default prices were preselected (e.g., to promote a 
post on Instagram; for an Amazon card; for the amount of credit purchase on Badoo; for 
a premium plan on Lifesum). 

When assessing the dark patterns used by type of website/apps, preselection and hidden 
information/false hierarchy were the most used practices for the arts & entertainment, 
marketplaces/e-commerce, social media/social networks, and transport/travel.  

It is also important to consider how the dark patterns varied across mobile and web 
modalities, as explored by Gunawan et al. (2021). They conducted a comparative study 
of mobile application, mobile browser, and web browser versions of 105 popular digital 
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services and found that for the 46 dark patterns that they included in their codebook of 
analysis, 30 appeared more frequently in the app modality as opposed to other 
modalities. The prevalence of some dark patterns may thus differ depending on the 
modality. For example, a notification setting with opt-in preselected by default was found 
that study in 67% of mobile apps, but only in 39% of mobile websites and 45% of 
desktop websites.  

However, the mystery shopping exercise across 75 websites/apps found that the 
prevalence of dark patterns was generally similar in mobile apps and websites. 
In fact, when considering the top 30 European websites and the top 30 mobile apps, the 
results of the mystery shopping activity revealed that more dark patterns were identified 
in websites (177) when compared to mobile apps (163). Nonetheless, these differences 
could be reflective of the different actions and searches undertaken across the websites 
and apps by mystery shoppers. 

In addition, the mystery shopping exercise detected no significant differences across 
different types of websites/apps or countries, thereby confirming that all dark patterns 
were widely used across different types of websites/apps and without clear 
differences between EU/non-EU traders or between Member States.  

The next section presents the prevalence of specific dark patterns by type of 
website/app.  

2.4.2. Prevalence by type of website / app 

Marketplaces and e-commerce 

Overall, in marketplaces and e-commerce websites/apps, the most common dark 
patterns identified were hidden information/false hierarchy, countdown timer/limited time 
message, preselection, and roach motel. 

Figure 3 Dark patterns found - Marketplaces 

 

Sample: 29 websites / apps including marketplace, e-commerce, price comparison, food delivery. The 
data show the number of websites displaying each practice.  
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Source: Authors’ elaboration 

On marketplace and e-commerce websites, one of the most common dark patterns 
identified was a fake or misleading countdown timer and limited time message 
(e.g., “deal of the day”) as well as low stock/high demand messages, to create a 
sense of urgency and to push users to take quick decisions to buy (e.g., on Bol, Worten, 
Amazon, eBay, Allegro, Ikea, Aliexpress, Zalando).  

Figure 4 Example of countdown timer - Shein 

Source: Mystery shopping 

Some mystery shoppers were doubting whether the offers were genuinely limited in time 
or would still be available after the countdown. On Shein, a lot of countdowns appeared 
for flash sales, free shipping, discounts of various types, all with limited duration (usually 
a few hours - up to countdown from a day). Rechecking the next day, the mystery 
shopper found new countdowns, but more or less of equal value. The timers continue to 
change, inducing quick purchases. A mystery shopper verified that “flash sales” on Shein 
were not real: some items are still for sale at the same cost even after the time limit of 
the flash sale expired, and reappear in the next flash sale, thus Shein manipulated 
consumers to quickly buy an item when in fact its price does not change. 

Activity messages were also displayed on some websites/apps (e.g., Allegro, 
Aliexpress, eBay) to create a bandwagon effect and incite the user to buy what others 
bought as well and create a sense of scarcity. Consumer reviews were displayed as 
testimonials that users can consider when taking a decision (e.g., Zalando, Shein, 
Aliexpress). However, mystery shoppers acknowledged that those are not necessarily 
dark patterns if the information displayed is true, which they could not check.  

On some marketplaces or e-commerce (e.g., Allegro, Zalando) and food delivery 
platforms (e.g., Deliveroo), forced registration was required to make a purchase. For 
apps (e.g., Amazon shopping, Uber Eats), it was not possible to use the apps without 
registering and providing personal data such as telephone number and email.  

Several examples of hidden subscription/forced continuity were identified (e.g., 
Zalando, Corte Ingles). On Amazon, the basket page said that if the consumers pay using 
the Amazon Visa card, they will get EUR 40 as bonus, and in the end, they would not 
need to pay for the purchase. However, reading the terms of the Amazon card, a mystery 
shopper saw that the first year is free, but then every following year the user would need 
to pay EUR 20 to use it. 

Mystery shoppers could not find how to delete their account on several websites/apps 
(e.g., Worten, Continente, Zalando). On LeroyMerlin and Zalando, deleting the account 
requires contacting the support service. Mystery shoppers reported a case of roach 
motel with Amazon Prime , whereby it was very easy to sign up but much more difficult 
to stop the service and to delete the account. Mystery shoppers spent a long time going 
through different menus to find the option to delete the account the mystery shoppers 
could not find it and had to look for a tutorial online. On the Amazon shopping app, the 
mystery shopper had to talk to customer service to delete the account. 

Nagging was also quite common, for example to buy specific recommended products 
(e.g., on Amazon, Ikea), to propose special offers and discounts (e.g., Aliexpress, Shein, 
Uber Eats), or to accept notifications (e.g., Subito).  

In addition, several cases of hidden costs were identified, where the total costs 
(including additional shipping costs or other costs) are hidden until the user clicks to 
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finalise the order and pay (e.g., Google shopping, Aliexpress, Corte Ingles, Shein, Uber 
Eats, Deliveroo). Another example was Ikea, where the option “collect at an Ikea store” 
cost EUR 9.90 while the product cost EUR 3.40 and was already in the store.  

Some sponsored products were placed on top of search results (e.g., Amazon Shopping, 
Allegro, Deliveroo) but it was not always clear that this was because companies paid for 
their improved position in search results, so this practice could amount to disguised 
advertising. There were also cases of ads inserted between two search results with the 
same design (e.g., below the ad for the Ford Puma), which could confuse consumers.  

Figure 5 Example of disguised ad - Subito 

 

Source: Mystery shopping 

In some cases, marketplace or e-commerce websites/apps used messages that were 
toying with emotions to incite the user to buy additional services. For example, the e-
commerce website Worten tried to sell extended warranty for the product by displaying 
this message “Did you know that repairs outside warranty can cost more than 100€?”. 
Some messages toying with emotion were also shown when the consumer wanted to 
deactivate their account to make them feel bad and reconsider their decision (e.g., 
Amazon Shopping, Corte Ingles “we are very sad to say goodbye to you!”).  

Mystery shoppers also identified some cases of bait and switch (e.g., Bol, Amazon) 
where the website recommended additional complementary products other than the ones 
that were being searched for.  

On Amazon Shopping, a mystery shopper placed furniture in her cart and when she went 
to the basket view to check, she was surprised to see a furniture-warranty item sneaked 
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to the basket, costing EUR 7.49. If consumers did not pay attention, they may have 
ended up purchasing things that they did not want. 

Figure 6 Example of sneak into basket - Amazon 

 

Source: Mystery shopping 

Among other practices identified by mystery shoppers that did not belong to one of the 
classic dark pattern categories, one peculiar practice from Leroy Merlin was to “discount” 
some prices to the initial price, which could trick consumers into making a purchase 
although the product was not discounted at all. 

Figure 7 Example of other practice – Leroy Merlin 

 

Source: Mystery shopping 

When comparing the practices of Amazon and Aliexpress on their respective website and 
app, mystery shoppers identified some differences. The Amazon website and app both 
included roach motel, hidden subscription and low stock and limited time messages. On 
the Amazon Shopping app, mystery shoppers identified several additional dark patterns 
compared to the website, including sneak into the basket, bait and switch, preselection 
and forced registration. The Aliexpress website and app both included nagging, activity 
messages, low stock, and limited time messages. On the app, mystery shoppers also 
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identified roach motel, preselection, and while on the website, bait and switch and hidden 
costs were found. 

In general, it seems that traders were consistent in their practices across websites and 
apps. The differences could have reflected the different actions or searches undertaken 
by the mystery shoppers. 

Social media  

The most common dark patterns identified on social media platforms were preselection, 
hidden information/false hierarchy, disguised ad, and roach motel. 

Figure 8 Dark patterns found – social media 

 

Sample: 14 websites / apps including communication, dating, social media, social network. The data 
show the number of websites displaying each practice.  

Source: Authors’ elaboration 

In some social media (e.g., Facebook, Instagram, Pinterest, Twitter, TikTok), sponsored 
content appears like content shared by users while it is in fact an ad that redirects to a 
third-party website, amounting to disguised ads. Depending on the degree of clarity of 
the disclosure labels, mystery shoppers could have been misled into thinking that it was 
content from other consumers. 

Pinterest and Instagram required forced registration to browse content. On Facebook, 
the app features were very limited without creating an account. On Badoo, a mystery 
shopper could not access many options without uploading a profile picture and tried to 
upload a random image of an animal to bypass this, but the app said that that picture 
was not permitted.  

Roach motel practices were common across social media, with non-intuitive and 
burdensome processes to delete an account, requiring to click through many different 
pages, provide justifications and confirm the choice several times. On Facebook, a 
mystery shopper was struggling so much to find the relevant pathway that they had to 
look for a tutorial on another website. On Instagram, a mystery shopper did not identify 
an account cancellation option but only the possibility to disable the account temporarily, 
and the procedure was anything but quick (asked to justify this choice, enter the 
password, and confirm the choice again).  
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Figure 9 Example of roach motel - Instagram 

 

Source: Mystery shopping 

Furthermore, it was impossible to delete a Google account if the consumer had an 
Android operational system. For some apps (e.g., Instagram, Netflix), cancelling an 
account required going to the website version.   

In some social media (e.g., TikTok, Snapchat, Badoo), in-app purchases were possible 
via an intermediate currency. In the case of TikTok, users could buy tokens that could 
have been used to purchase “virtual gifts” to be exchanged among users. The economic 
value of these tokens was not easily comparable to European currencies and once 
bought, the token could not have been changed back to any other currency. While the 
use of intermediate currency is not necessarily a dark pattern, depending on their use, 
mystery shoppers could have been misled into making transactional decisions without a 
clear understanding of the main characteristics and price of the items.  

When comparing the websites and apps of Facebook and Instagram, mystery shoppers 
identified broadly similar practices. For Instagram, roach motel, preselection and forced 
registration were identified in both the app and the website, while on the website 
mystery shoppers also found nagging, activity messages and hidden information, and on 
the app, disguised advertising was identified. Similarly, the dark patterns that stood out 
as common in the Facebook website and the apps (both Facebook and Facebook 
Messenger) were roach motel and hidden information, while mystery shoppers also 
identified toying with emotions and activity messages on the website but not on the 
apps. The minor differences identified between the websites and apps could have 
reflected the different actions or searches undertaken by the mystery shoppers. 

  



Behavioural study on unfair commercial practices in the digital environment:  
dark patterns and manipulative personalisation 

 52 

Arts and entertainment 

The most common dark patterns identified on arts and entertainment websites/apps 
were preselection, hidden information/false hierarchy and forced registration. 

Figure 10 Dark patterns found - Arts & entertainment 

 

Sample: 13 websites / apps including arts & entertainment, hobbies & leisure, user review for film and 
games. The data show the number of websites displaying each practice.  

Source: Authors’ elaboration 

For arts and entertainment websites/apps, forced registration was one of the most 
common dark patterns found by mystery shoppers. This was the case for example for TV 
and news websites (e.g., Prosieben) or movie streaming (e.g., Netflix), limiting accessing 
to content to registered users or paid members. A few examples of hidden 
subscription/forced continuity were also identified. One common example was the 
request for payment details to start a free trial, with automatic renewal afterwards if the 
consumer forgets to cancel (e.g., YouTube, Spotify). Some cases of roach motel were 
also identified. On YouTube, where the account was linked to the Google account, a 
mystery shopper was surprised to see that he had to delete his Google account in order 
to delete his YouTube account, which would have been inconvenient. 

Nagging was also common, for example to push for registration (e.g., on Prosieben, 
YouTube) or to get a premium account (e.g., Spotify). Mystery shoppers identified some 
cases of websites/apps toying with emotions (e.g., Allocine, Netflix) and 
confirmshaming (e.g., Netflix), especially when the consumer chose to deactivate their 
account.   

The practices identified by mystery shoppers on the YouTube app and website were 
generally similar, both using nagging, roach motel, preselection and forced registration. 
On the website, mystery shoppers also identified hidden subscription and hidden 
information while disguised advertising and hidden costs were found in the app. The 
differences could have reflected the different actions or searches undertaken by the 
mystery shoppers. A mystery shopper also said that he preferred the website to the app 
because it enabled him to avoid most ads through an ad blocker, which was not possible 
in the app version. 
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Health and fitness 

The most common dark patterns identified on health and fitness websites/apps were 
nagging, forced registration and preselection. 

Figure 11 Dark patterns found – Health and fitness 

 

Sample: 6 websites / apps including health, health & fitness. The data show the number of websites 
displaying each practice.  

Source: Authors’ elaboration 

Nagging was common, for example to incite the consumer to upgrade to a premium 
account (e.g., Fitbit, MyFitnessPal, Lifesum), or to ask the consumer to share activity and 
data to count steps, synchronize sleep, measure heart rate, etc., and to allow the app to 
track the consumer’s activity (e.g., on MiFit). On MiFit, the app also asked a mystery 
shopper to use the Bluetooth function in order to match a smart device (even though he 
never asked the app to match a device), and frequently asked the consumer to add 
friends. These different nagging requests aimed to collect personal data and activity data 
which could be used for personalised services or practices, but consumers are not always 
aware of how this data would be used. On MiFit, a mystery shopper did not understand 
why a simple fitness app would require so many allowances from the user beyond the 
location (GPS), such as phone contacts, call status, call history, audio and photos gallery, 
and he felt scammed since the consequences of such data sharing were unclear and the 
terms and conditions were so extensive that they discouraged the consumer from 
reading them.  

Forced registration was common for several health and fitness apps. On MyFitnessPal, 
after downloading and opening the app, a mystery shopper was guided into a pathway 
that forced him to register, enter his data and finally pay for subscription, with no options 
and no alternative pathways. On Fitbit, the user had to select the premium plan even 
when only being on the trial month, and a message in small print said that it would be 
automatically renewed unless the user cancels the subscription, amounting to a hidden 
subscription/forced continuity. Similarly, MyFitnessPal highlighted the option “Try a 
plan for free” but to actually try the plans, consumers would have had to subscribe to the 
premium version, which gave them one month for free before paying. 

MyFitnessPal and Lifesum showed testimonials of people that successfully lost weight to 
convince consumers to use the app or sign up to the premium version. MyFitnessPal even 
displayed pictures with the testimonials, while for Lifesum, the reviews and written 
testimonials (only positive ones) could not have been verified by the mystery shoppers. 
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Transport and travel 

On transport and travel websites/apps, the most common dark patterns identified were 
preselection, disguised ad, hidden information, roach motel, activity message and 
nagging. 

Figure 12 Dark patterns found – Transport and travel 

 

Sample: 5 websites / apps including transport, travel and tourism, user review for travel. The data show 
the number of websites displaying each practice.  

Source: Authors’ elaboration 

On tourism websites (e.g., TripAdvisor, Booking, Expedia), it was common to find 
sponsored content placed on top of search results, but since consumers could not always 
clearly identify them as advertising or as being boosted due to paid commissions, 
mystery shoppers considered them as disguised ads.  

Roach motel practices were also common (e.g., Airbnb, Expedia). On Expedia, 
cancelling an account required making a telephone call which is burdensome for most 
consumers.  

On Expedia, mystery shoppers found a striking example combining confirmshaming 
and toying with emotion with a testimonial, where the website used a manipulative 
example of Mary and her sick husband to convince consumers to buy travel insurance. 

Figure 13 Example of confirmshaming, toying with emotion and testimonial - 
Expedia 

 

Source: Mystery shopping 
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Activity messages, testimonials and low stock/high demand messages were 
displayed on several tourism websites (e.g., Booking, Airbnb, Expedia) to urge the 
consumer to make a decision, however, these were not necessarily dark patterns if the 
information displayed was true. It was not possible for mystery shoppers to verify the 
veracity of these claims.  

Gambling and games 

The most common dark patterns identified on gambling and games websites/apps were 
intermediate currency and nagging. 

Figure 14 Dark patterns found - Gambling and games 

 

Sample: 5 websites / apps including gambling and games. The data show the number of websites 
displaying each practice.  

Source: Authors’ elaboration 

The most common practice identified in games and gambling websites/apps was the use 
of intermediate currency (e.g., Braw Stars, Roblox, Coin Master) to access additional 
services or unlock some options. In Brawl Stars, the consumer could earn some 
intermediate currency by playing the game, but mostly it was designed to be bought with 
real currency. According to mystery shoppers, intermediate currency in games was 
problematic as the consumer lost awareness of the real value of the content being 
purchased and may have been induced to spending more unconsciously. This could have 
been especially harmful in games aimed at children (e.g., Roblox).  

Forced registration was common on gambling websites in order to start playing (e.g., 
Norsk Tipping). Nagging was frequent, for example in case of pop-ups with gambling 
proposals or to invite friends (e.g., Coin Master). On Bet365, each time the consumer 
logged into the website, a pop-up appeared, showing the current account balance, and a 
button to deposit more money.  
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Figure 15 Examples of nagging – Bet365 

 

Source: Mystery shopping 

On some websites/apps (e.g., Bet365, Roblox), mystery shoppers could not find how to 
delete their account, nor a clear tutorial on the internet, which amounted to a roach 
motel practice.  

Search engine and internet browser 

On search engines/internet browsers, the main dark patterns identified were disguised 
ads, hidden information/false hierarchy, and price comparison prevention. 

Figure 16 Dark patterns found – search engines 

 

Sample: 3 websites / apps including internet browser & search engine. The data show the number of 
websites displaying each practice.  

Source: Authors’ elaboration 

Google showed ads at the top of its search results as if they were part of the search 
results, but with a small “Ad” caption. Although this caption could prevent ads from being 
fully disguised ads, consumers could still click on ads without being aware, especially in 
mobile environments where consumers must scroll more to get to the organic search 
results.  

Mystery shoppers also considered that Google Shopping offers limited price 
comparison, as consumer had to click on each offer one by one to know the conditions.  

When trying to delete a Google account, the process was rather straightforward but at 
the end of the process, mystery shoppers were presented with a scary statement toying 
with emotions about the potential threat to the consumer’s financial situation, which 
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must be acknowledged before proceeding (“I am still responsible for any charges 
incurred (...)”, “(...) my earnings won't be paid out”) and aims to make the consumer 
seriously reconsider their decision. 

By comparison, mystery shoppers found fewer dark patterns in the Google app than on 
the website. Both the app and the website contained hidden information, disguised 
advertising, and price comparison prevention, while mystery shoppers identified many 
other dark patterns on the website, including hidden costs, forced registration and toying 
with emotions. The differences could have reflected the different actions or searches 
undertaken by the mystery shoppers.  

2.4.3. Prevalence on national websites 

In addition to the mystery shopping conducted by BDI on the top 30 European websites 
and the top 30 mobile apps, we also conducted an additional investigation of national 
websites, which are available only at national level, in order to verify whether they used 
similar unfair commercial practices or other practices that have not been identified in the 
review. Overall, the dark patterns identified were generally similar across countries. For 
example, false hierarchy, especially in cookie consent forms, was identified in the 
websites of all the countries, and in 11 out of the 15 websites reviewed. Targeted 
advertising, preselection and forced registration/action were also quite common across 
country websites. There was variability in the usage of dark patterns among national 
websites, but the most used ones were generally similar. A summary of these results by 
country is reported below, and the detailed results can be found in Annex section 11. 

France  

Three French websites were covered. In Allocine.fr, a webpage giving information on 
recent cinema releases and TV shows, confirmshaming, toying with emotion, and false 
hierarchy were identified when deleting the account. In fact, when deleting the account, 
the message that appears warns you about the fact that you’ll lose all your data on the 
films you saved to watch, your favourite cinemas, etc. and it ends up with a sentence 
saying “and if you deactivate your account your family will be cursed”. While browsing, 
tailored advertisements were also shown once the account had been active for some 
time. In Leboncoin.fr, a second-hand marketplace for France, only false hierarchy was 
detected, both in the cookie consent form and when deleting the account. Similarly, in 
Vinted, which is a webpage where users can sell their clothes and buy second-hand 
clothes, false hierarchy both in the consent form and when deleting the account was 
detected. In Vinted, mystery shoppers also detected hidden costs, and the personalised 
ranking of adverts. Therefore, from the exploration of these three websites, it seems that 
false hierarchy is the most commonly used dark pattern in these French websites.  

Ireland 

One Irish website, Adverts.ie, was included in the mystery shopping. As shown in the 
Figure below, false hierarchy was detected when accepting the cookies. In addition, there 
was a difference between the relative easiness to create an account and the more 
complex process to delete it; that is, a “roach motel” dark pattern was identified.  

Figure 17 Example of false hierarchy - Adverts.ie 

 

Source: Mystery shopping 
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Germany 

The website of a German TV channel, Prosieben.de, was covered. Mystery shoppers 
detected forced registration to watch videos, constant nagging to register, and false 
hierarchy when selecting the cookies setting and in the form of a push-message to 
receive more content at a later stage. In addition, targeted advertising was present 
throughout the website, but not targeting vulnerabilities.  

Austria 

One Austrian news website, Der Standard.at, was covered. Two forms of interface 
interference were found: false hierarchy to encourage consumers to stay in the website 
version with commercial content (vs a version with abonnement) and in additional 
notifications. Preselection was also used to receive additional notifications and to support 
the website. Furthermore, the mystery shopper was forced to accept cookies for 
advertising, and social proof (testimonials) were used on the support and abonnement 
page. Finally, targeted advertising was used while browsing through the website content, 
but not targeting vulnerabilities.  

Netherlands and Belgium 

In Bol.com, an online marketplace in the Netherlands and Belgium, mystery shoppers 
detected several possible dark patterns. When first entering the website, false hierarchy 
was present to accept the cookies setting. When buying products, a countdown timer was 
shown for the products that the mystery shopper wanted to buy, activity messages (a 
form of social proof) were used suggesting what others had bought previously and, at the 
end, other products which had not initially been searched were added to the basket (bait 
and switch). In addition, targeted advertising was identified while browsing through 
content, but not targeting vulnerabilities. Dumpert.nl, an online video and image sharing 
website, was also covered. In this case, mystery shoppers detected false hierarchy at the 
beginning to accept cookies, and preselection to some content.  

Italy 

Two Italian websites were covered. First, Trovaprezzi.it, the most common price 
comparison website in Italy. Mystery shoppers detected forced action and false hierarchy 
to force acceptance of cookie consent, and preselection to receive additional notifications 
and offers from the website. Furthermore, following subscription, the mystery shopper 
received targeted advertising via email, but not targeting vulnerabilities. Conversely, in 
the second website, Mypersonal-trainer.it, the most popular Italian website of health and 
wellbeing, no dark patterns were identified. 

Norway 

Three Norwegian websites were reviewed. In the case of NRK.no, a public radio and TV 
broadcasting company, no dark patterns were detected. However, in the case of Norsk-
tipping.no, a website offering a wide range of lottery, sports and instant games in the 
Norwegian market, registration was forced to navigate the website, and false hierarchy 
was used in the cookie consent notice at the beginning. As for Finn.no, Norway's largest 
online marketplace, forced registration was again detected, as was forced action to 
accept cookies for advertising. In addition, some options were pre-selected. 

Portugal 

In Worten.pt, a Portuguese ecommerce website, mystery shoppers detected urgency (low 
stock messages in the product list pages and countdown timer the home page) and 
interface interference (false hierarchy in the cookie consent form, preselection in 
communication preferences, and toying with emotion trying to sell extended warranty). 
In addition, “roach motel” was identified, as the mystery shopper could not delete their 
account. In Continente.pt, a Portuguese supermarket chain, “roach motel” was yet again 
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detected, as the account could not be deleted, and there was preselecting giving consent 
to product substitution. 

2.4.4. Manipulative personalisation practices and future trends 

In the mystery shopping exercise, mystery shoppers generated different data (e.g., 
cookies) by browsing and searching online, and repeated specific tasks on different days 
to see if the results had been modified due to the personalisation of the service. 
Following these activities, they found personalised practices such as targeted advertising, 
personalised ranking and recommended offers, and some cases personalised pricing.  

Targeted advertising was identified mostly on social media, marketplaces/e-commerce, 
and arts & entertainment websites/apps. Personalised ranking and recommendations 
were identified mostly on marketplaces/e-commerce and to a lesser extent on arts & 
entertainment and social media websites/apps. Personalised pricing was identified on 
some marketplaces but it was generally linked to personalised offers and discounts. 

The personalisation practices identified by the mystery shoppers were mainly based on 
their navigation history and identified interests. For example, a mystery shopper 
saw that Facebook was serving him certain ads because the platform had identified that 
he was using the gaming app Steam. Sometimes the mystery shoppers perceived the 
targeted advertising or recommendations as aggressive or irritating (e.g., on Amazon a 
mystery shopper said: “The website is constantly at every possible moment aggressively 
trying to sell you anything and everything related to what you were browsing earlier or 
what you had in your cart”). On some websites/apps (e.g., Google, Zalando, Expedia, 
Shein), mystery shoppers felt that sometimes the ads and recommendations were not 
tailored to their search but to the website/app interests (e.g., on Google a mystery 
shopper said: “In fact they even show you advertising that rejects your search in order to 
get you to buy what they want”). However, mystery shoppers considered that it was a 
common practice for large online companies to gather personal information to offer a 
“personalised experience” to the user and that most people were used to it and did not 
find it problematic. The cases of personalised advertising, ranking and 
recommendations identified did not exploit specific vulnerabilities of the mystery 
shoppers, thus they could not have been considered as manipulative. However, a 
mystery shopper noted that being conscious of the tracking and personalisation could 
have inhibited certain actions (e.g., commenting or sharing content), if consumers knew 
that this would have been recorded and used by the website/app.  

In some cases, recommender systems were considered helpful in making a decision 
among a myriad of choices (e.g., on Uber Eats, Netflix, Twitch). On Uber Eats however, a 
mystery shopper noted that “Depending on your search history, the site offers you 
products personally, so it always offers you something you are likely to want and you end 
up buying things you didn't originally intend to buy". The practice could arguably be 
compared to brick and mortar supermarkets placing specific products close to the cash 
desk to trigger some last minute purchases. On YouTube, a mystery shopper felt that the 
recommender system and auto-play mode had the ability to lead the consumer to 
watching what the platform incites them to watch or to maintain them in a bubble on 
specific topics: “The more the user watches about a specific subject/trend, the more 
imprisoned inside this bubble the user gets and it's hard to see that you are inside one”. 
The personalisation kept the mystery shopper engaged on the website/app, thereby 
seeing more ads and generating more revenue for the platform.  

Only a few examples of potential personalised pricing were identified by mystery 
shoppers, where it was also unclear whether the website/apps exploited any 
vulnerabilities of the consumers. For example, on YouTube, the terms and conditions 
explained that the same product could have had different prices depending on the 
consumer (in addition to different prices offered to students or families), without giving 
further details, which made a mystery shopper wonder whether this could be based on 
their browsing history. On UberEats, frequent users of the app got discounts, which 
incentivised them to always use the app to keep getting discounts. The lack of evidence 
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about the widespread use of personalised pricing is consistent with the findings of the 
Commission’s 2018 market study on the subject.18 

Overall, an important concern for mystery shoppers was not knowing for sure how 
the websites/apps used their personal data, and with which other companies they 
would share it. They noted that some websites/apps were asking them for a lot more 
personal data than what was considered useful for the functioning of the service (e.g., 
gender, birthdate, astrological sign, etc). 

Looking at future trends, most of the experts interviewed agreed that traders are 
moving more towards personalisation practices, and a key problem is the 
widespread collection of personal data across multiple platforms. In addition, with the 
increased use of AI and big data, it is possible to improve the effectiveness of targeted 
messages and dark patterns, depending on the consumer’s characteristics and the 
specific situation. The combination of “classic” dark patterns with personalisation 
techniques has also been identified in the literature as a new frontier of unfair digital 
commerce leading to commercial practices that are more difficult to recognise and 
regulate. As noted by Einstein (2020), new personalisation techniques are “deceptive in 
their purposeful invisibility”. During the first online workshop with the Consultative Group 
of Experts, another expert also raised the issue of new trends in advertising, which are 
no longer limited to search or display advertising but include “native ads” embedded in 
content from influencers or content creators. Social commerce practices constitute a new 
type of behavioural manipulation that should, in the expert’s view, be further addressed. 

Furthermore, one expert argued during the interview that personalisation and 
“segment of one” practices will disrupt the typical strategies used to enforce 
competition, since compared to the previous segmentation by a group of similar 
consumers, traders can now segment to the level of the individual and provide 
personalised prices and offers. The consensus was that those practices are not yet 
widely adopted but will become more prevalent in a few years. However, as 
shown in the previous section, the mystery shopping revealed that these personalisation 
practices are increasingly used, even if for now this personalisation is at group level 
rather than at the level of the individual. Whether personalisation practices can be 
considered an improvement of the digital service, or a manipulation is still under 
discussion and depends on the circumstances of the case, but these practices will make 
enforcement even more challenging due to the difficulty of re-tracing the 
ranking, price or advertising that the consumer was exposed to as it was only 
visible for them.  

Moreover, developments in the area of virtual or blended/augmented reality 
environments, such as the metaverse, generate additional potential for more immersive 
dark patterns and manipulative personalisation, which may differ significantly from the 
classic dark patterns or personalisation techniques used to date, and may have profound 
implications for consumer decision-making in the digital environment. 

 

 

  

                                                 

18 EC, Consumer market study on online market segmentation through personalised pricing/offers in the 
European Union (2018) https://ec.europa.eu/info/publications/consumer-market-study-online-market-
segmentation-through-personalised-pricing-offers-european-union_en. Price differences between 
personalisation and ‘no personalisation’ scenarios were observed in only 6% of situations with identical 
products. Where observed, price differences were small, the median difference being less than 1.6%. 

https://ec.europa.eu/info/publications/consumer-market-study-online-market-segmentation-through-personalised-pricing-offers-european-union_en
https://ec.europa.eu/info/publications/consumer-market-study-online-market-segmentation-through-personalised-pricing-offers-european-union_en
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3. Legal assessment 

In the EU legislative framework, the definition of and rules on unfair business-to-
consumer commercial practices in the digital environment are mainly set out in the Unfair 
Commercial Practices Directive (UCPD). However, this framework is complemented by a 
range of relevant EU legislation, and falls at the intersection of consumer protection, 
privacy and data protection, advertising and commercial communication, and competition 
rules. The following sections present an overview of the relevant legislation in order to 
better define, assess and sanction unfair commercial practices.  

3.1. Overview per practice 

The following table summarises the relevant legislation and provisions applicable to the 
practices identified under this study, including examples of enforcement cases. The table 
covers classic dark patterns, the main types of data-driven personalisation practices that 
may be used in a manipulative way, and several interface design features and 
functionalities identified in section 2.1 that are not commonly found in dark pattern 
taxonomies. The table provides an overview, however, the legal status of specific 
practices by individual traders is subject to the assessment of competent courts and 
authorities, taking into account the circumstances of each case. 

Table 11 Overview of practices, legislation and cases 

                                                 

19 European Commission, press release, 27/01/2022. Available at: 
https://ec.europa.eu/commission/presscorner/detail/en/mex_22_642. For more information, see also: 
https://ec.europa.eu/info/live-work-travel-eu/consumer-rights-and-complaints/enforcement-consumer-
protection/coordinated-actions/social-media-and-search-engines_en 

20 BEUC (2021). What’s up with WhatsApp? Available at: https://www.beuc.eu/publications/beuc-x-2021-
063_report_-_whats_up_with_whatsapp.pdf  

21 GOV.UK, Press release, 06/02/2019: “Hotel booking sites to make major changes after CMA probe”. Available 
at: https://www.gov.uk/government/news/hotel-booking-sites-to-make-major-changes-after-cma-probe  

22 European Commission (2020). Behavioural study on advertising and marketing practices in travel booking 
websites and apps. Available at: https://op.europa.eu/en/publication-detail/-/publication/d79a2522-ddd4-
11ea-adf7-01aa75ed71a1 

Type of 
practice Description Relevant legislation Cases 

Nagging Repeated 
requests to do 
something that 
the company 
prefers 

UCPD Annex 1 practice 26 (Making persistent and 
unwanted solicitations by telephone, fax, e-mail or 
other remote media) 

UCPD Art. 8-9 Aggressive practice (harassment), 
including Art. 9(b) (use of threatening or abusive 
language or behaviour) 

DMA (anti-circumvention rule) 

CPC - 
Whatsapp, 
2022.19 See 
also the BEUC 
Report on the 
case20. 

Activity 
messages 

Misleading notice 
about other 
consumers’ 
actions 

UCPD Art. 6 Misleading action (availability, quantity) 

UCPD Annex 1 Practices 7 (Falsely stating that a 
product will only be available for a very limited time, 
or that it will only be available on particular terms for 
a very limited time, in order to elicit an immediate 
decision and deprive consumers of sufficient 
opportunity or time to make an informed choice) and 
18 (Passing on materially inaccurate information on 
market conditions or on the possibility of finding the 
product with the intention of inducing the consumer to 
acquire the product at conditions less favourable than 
normal market conditions) 

CMA - hotel 
booking sites, 
2019.21 

Examples 
from EC study 
on travel 
booking 
websites, 
2020.22 

https://ec.europa.eu/commission/presscorner/detail/en/mex_22_642
https://www.beuc.eu/publications/beuc-x-2021-063_report_-_whats_up_with_whatsapp.pdf
https://www.beuc.eu/publications/beuc-x-2021-063_report_-_whats_up_with_whatsapp.pdf
https://www.gov.uk/government/news/hotel-booking-sites-to-make-major-changes-after-cma-probe
https://op.europa.eu/en/publication-detail/-/publication/d79a2522-ddd4-11ea-adf7-01aa75ed71a1
https://op.europa.eu/en/publication-detail/-/publication/d79a2522-ddd4-11ea-adf7-01aa75ed71a1
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23 European Commission, Press release, 20/01/2022: “Protecting consumers from misleading reviews: 55% of 
screened websites violate EU law”. Available at: 
https://ec.europa.eu/commission/presscorner/detail/en/ip_22_394  

24 Forbrukerrådet (2021). Complaint against Amazon Prime. Available at: https://fil.forbrukerradet.no/wp-
content/uploads/2021/01/complaint-against-amazon-prime.pdf 

25 https://ec.europa.eu/commission/presscorner/detail/en/mex_21_2744 
26 BEUC (2021). TikTok without filters. Available at: https://www.beuc.eu/publications/beuc-x-2021-

012_tiktok_without_filters.pdf 

Testimonials  Misleading 
statements from 
consumers 

UCPD Annex 1 Practices 23b (Stating that reviews of a 
product are submitted by consumers who have 
actually used or purchased the product without taking 
reasonable and proportionate steps to check that they 
originate from such consumers) and 23c (Submitting 
or commissioning another legal or natural person to 
submit false consumer reviews or endorsements, or 
misrepresenting consumer reviews or social 
endorsements, in order to promote products) 

UCPD Art. 7(6) Misleading omission (Where a trader 
provides access to consumer reviews of products, 
information about whether and how the trader ensures 
that the published reviews originate from consumers 
who have actually used or purchased the product shall 
be regarded as material) 

CPC – sweep 
of 223 
websites, 
2022.23 

Roach motel Asymmetry 
between signing 
up (easy) and 
cancelling (hard) 

UCPD Art. 8 Aggressive practice (coercion), including 
Art. 9(d) (impose onerous or disproportionate non-
contractual barriers where a consumer wishes to 
exercise rights under the contract, including rights to 
terminate a contract or to switch to another product or 
another trader) 

UCPD Art. 7 Misleading omission (right of withdrawal)  

CRD Art. 6(1)(h) (right of withdrawal), Art. 10 and Art. 
14(2), (4) (consequences) 

UCTD Annex point 1(h) (Automatically extending a 
contract of fixed duration where the consumer does 
not indicate otherwise, when the deadline fixed for the 
consumer to express this desire not to extend the 
contract is unreasonably early) and point 1(i) 
(Irrevocably binding the consumer to terms with which 
he had no real opportunity of becoming acquainted 
before the conclusion of the contract) 

DMA (anti-circumvention rule) 

CPC – 
Whatsapp, 
2022. 

Norwegian 
Consumer 
Council – 
Amazon 
Prime, 
2021.24 

Price 
comparison 
prevention 

Frustrates 
comparison 
shopping 

UCPD Art. 6 Misleading action (overall presentation, 
comparative advertising) 

UCPD Art. 7 Misleading omission (price as material 
information) 

CMA - hotel 
booking sites, 
2019. 

Intermediate 
currency 

Purchases in 
virtual currencies 
to obscure costs 

UCPD Art. 6 Misleading action (price, main 
characteristics) 

UCPD Art. 7 Misleading omission (price, main 
characteristics) 

UCPD Art. 8-9 Aggressive practice (undue influence, in 
particular in case of vulnerable consumers such as 
young people) 

CRD Art. 6(1)(e) (price, main characteristics) 

CPC – TikTok, 
2021.25 See 
also BEUC 
report on the 
case26.  

Sneak into Items that 
consumers did 

UCPD Annex 1 Practice 29 (Demanding immediate or 
deferred payment for or the return or safekeeping of 

 

https://ec.europa.eu/commission/presscorner/detail/en/ip_22_394
https://fil.forbrukerradet.no/wp-content/uploads/2021/01/complaint-against-amazon-prime.pdf
https://fil.forbrukerradet.no/wp-content/uploads/2021/01/complaint-against-amazon-prime.pdf
https://ec.europa.eu/commission/presscorner/detail/en/mex_21_2744
https://www.beuc.eu/publications/beuc-x-2021-012_tiktok_without_filters.pdf
https://www.beuc.eu/publications/beuc-x-2021-012_tiktok_without_filters.pdf
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27 https://en.agcm.it/en/media/press-releases/2014/2/alias-2105  
28 European Commission, press release, 11/07/2019: “EU consumer rules: Airbnb cooperates with European 

Commission and EU consumer authorities improving the way it presents offers”. Available at: 
https://ec.europa.eu/commission/presscorner/detail/en/ip_19_3990 

29 European Commission, press release, 22/02/2019: “Online shopping: Commission and consumer protection 
authorities call for clear information on prices and discounts”. Available at: 
https://ec.europa.eu/commission/presscorner/detail/en/IP_19_1333  

30 European Commission, press release, 31/01/2020: “Online shopping: Commission and Consumer Protection 
authorities urge traders to bring information policy in line with EU law”. Available at: 
https://ec.europa.eu/commission/presscorner/detail/en/IP_20_156  

31 European Commission (2017). Study on Misleading ‘free’ trials and subscription traps for consumers in the 
EU. Available at: https://op.europa.eu/en/publication-detail/-/publication/bf621260-9441-11e7-b92d-
01aa75ed71a1 

basket not add is finally 
into the cart 

products supplied by the trader, but not solicited by 
the consumer) 

CRD Art. 27 (inertia selling consequences - consumers 
exempted from the obligation to provide consideration 
for unsolicited products; absence of a response from 
the consumer is not consent) 

Hidden Costs Costs obscured or 
disclosed late in 
the transaction 

UCPD Art. 6 Misleading action (price) 

UCPD Art. 7 Misleading omission (price, hiding or 
providing in an untimely manner) 

CRD Art. 6(1)(e) (price)  

CRD Art. 22 (trader need the consumers’ express 
consent for any extra payment in addition to the 
remuneration agreed upon for the trader’s main 
contractual obligation) 

UCTD Art. 4(2), Art. 5 (plain intelligible language; 
consumer must be put in a position to clearly 
understand the economic consequences stemming 
from the contract (e.g. Case C‑609/19)) 

AGCM - 
Ryanair and 
EasyJet, 
2014.27 

CPC - Airbnb, 
2018.28 

CMA - hotel 
booking sites, 
2019. 

CPC – sweep 
of 560 
websites, 
2019.29 

CPC – sweep 
of 481 
websites, 
2020.30Examp
les from EC 
study on 
travel booking 
websites, 
2020. 

Hidden 
Subscription / 
forced 
continuity 

Unanticipated or 
undesired 
automatic 
renewal  

UCPD Art. 7 Misleading omission (hiding, ambiguity on 
main characteristics, price, right of withdrawal and 
cancellation) 

UCPD Art. 6 Misleading action (main characteristics, 
price) 

UCPD Art. 8-9 Aggressive practice (coercion) 

CRD Art. 6 (price, main characteristics, right of 
withdrawal), Art. 8(2) (information must be provided 
in a clear and prominent manner before placing the 
order) 

UCTD Annex 1h (Automatically extending a contract of 
fixed duration where the consumer does not indicate 
otherwise, when the deadline fixed for the consumer 
to express this desire not to extend the contract is 
unreasonably early) 

Examples 
from EC study 
on misleading 
free trials and 
subscription 
traps, 2017.31 

https://en.agcm.it/en/media/press-releases/2014/2/alias-2105
https://ec.europa.eu/commission/presscorner/detail/en/ip_19_3990
https://ec.europa.eu/commission/presscorner/detail/en/IP_19_1333
https://ec.europa.eu/commission/presscorner/detail/en/IP_20_156
https://op.europa.eu/en/publication-detail/-/publication/bf621260-9441-11e7-b92d-01aa75ed71a1
https://op.europa.eu/en/publication-detail/-/publication/bf621260-9441-11e7-b92d-01aa75ed71a1
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32 Fulvia Cosattini (2019). The Italian competition authority fines Facebook EUR 10million for unfair commercial 
practices. Available at: https://blogs.dlapiper.com/iptitaly/2019/01/the-italian-competition-authority-fines-
facebook-e-10-million-for-unfair-commercial-practices/ 

33 Forbrukerrådet, press release: “Google under investigation based on complaint by the Norwegian Consumer 
Council”. Available at: https://www.forbrukerradet.no/side/google-under-investigation-based-on-
complaint-by-the-norwegian-consumer-council/  

Bait and switch Consumers is sold 
something 
different from 
what originally 
advertised  

UCPD Art. 6 Misleading action (existence and 
characteristics of the product) 

UCPD Art. 7 Misleading omission (hiding, untimely 
information) 

UCPD Annex 1 Practice 5 (Making an invitation to 
purchase products at a specified price without 
disclosing the existence of any reasonable grounds the 
trader may have for believing that he will not be able 
to offer for supply or to procure another trader to 
supply, those products or equivalent products at that 
price for a period that is, and in quantities that are, 
reasonable having regard to the product, the scale of 
advertising of the product and the price offered) 

UCPD Annex 1 Practice 6 (Making an invitation to 
purchase products at a specified price and then: (a) 
refusing to show the advertised item to consumers;or 
(b) refusing to take orders for it or deliver it within a 
reasonable time; Or (c) demonstrating a defective 
sample of it, with the intention of promoting a different 
product) 

 

Hidden 
information / 
False hierarchy 

Important 
information 
visually obscured 
or ordered in a 
way to promote a 
specific option 

UCPD Art. 6 Misleading action (characteristics, price, 
consumers’ rights, overall presentation of information) 

UCPD Art. 7 Misleading omissions (hiding, unclear, 
ambiguous, untimely) 

CRD Art. 6, Art. 8 (pre-contractual information must 
be clear and comprehensible) 

GDPR Art. 5(1) data protection principles, in particular 
of transparency, fairness, Art. 25 data protection by 
design and default 

DMA (anti-circumvention rule) 

AGCM - 
Ryanair and 
EasyJet, 
2014. 

AGCM - 
Facebook, 
2018.32 

CPC – 
Whatsapp, 
2022. 

Preselection 
(default) 

Preselected 
default option 
that is in the 
company’s 
interest  

UCPD Art. 6 Misleading action (the need of a service)  

UCPD Art. 8 Aggressive practice (coercion, undue 
influence) 

CRD Art. 22 (express consent of a consumer for 
additional charges cannot be inferred by using default 
options) 

GDPR Art. 5(1) data protection principles, in particular 
of transparency, fairness , Art. 25 data protection by 
design and default, depending on circumstances also 
Art. 4(11) and Art. 7 conditions of consent (pre-ticked 
boxes do not constitute valid consent  under the GDPR 
- C-673/17) 

DMA (anti-circumvention rule) 

EC - Google 
Shopping 
case, 2017.  

AGCM - 
Facebook, 
2018. 

CJEU Planet49 
case, 2019. 

CPC – 
Whatsapp, 
2022. 

Norwegian 
Consumer 
Council, Irish 
DPA - Google, 
2018.33 

https://blogs.dlapiper.com/iptitaly/author/fulviac/
https://blogs.dlapiper.com/iptitaly/2019/01/the-italian-competition-authority-fines-facebook-e-10-million-for-unfair-commercial-practices/
https://blogs.dlapiper.com/iptitaly/2019/01/the-italian-competition-authority-fines-facebook-e-10-million-for-unfair-commercial-practices/
https://www.forbrukerradet.no/side/google-under-investigation-based-on-complaint-by-the-norwegian-consumer-council/
https://www.forbrukerradet.no/side/google-under-investigation-based-on-complaint-by-the-norwegian-consumer-council/


Behavioural study on unfair commercial practices in the digital environment:  
dark patterns and manipulative personalisation 

 65 

                                                 

34 Noyb, press release: https://noyb.eu/en/noyb-files-422-formal-gdpr-complaints-nerve-wrecking-cookie-
banners  

35 GOV.UK, press release: “Instagram to tackle hidden advertising after CMA action“. Available at: 
https://www.gov.uk/government/news/instagram-to-tackle-hidden-advertising-after-cma-action  

Noyb – 
several 
companies, 
2021.34 

Toying with 
emotion 

Emotionally 
manipulative 
framing of the 
design 

UCPD Art. 6 Misleading action (characteristics, benefits 
and risks of product)  

UCPD Art. 8-9 Aggressive practice (coercion, undue 
influence), including Art. 9(b) (Use of threatening or 
abusive language or behaviour) and Art. 9(c) 
(Exploitation by the trader of any specific misfortune 
or circumstance of such gravity as to impair the 
consumer's judgement, of which the trader is aware, 
to influence the consumer's decision with regard to the 
product) 

UCPD Annex 1 Practices 28 (Including in an 
advertisement a direct exhortation to children to buy 
advertised products or persuade their parents or other 
adults to buy advertised products for them) and 30 
(Explicitly informing a consumer that if he does not 
buy the product or service, the trader's job or 
livelihood will be in jeopardy) 

GDPR Art. 5(1) data protection principles, in particular 
of transparency, fairness, Art. 25 data protection by 
design and default 

AVMSD Art. 9(1)(b) (bans subliminal techniques), 
9(1)(g) (bans manipulation of minors) 

CPC – TikTok, 
2021. 

Trick questions Intentional or 
obvious ambiguity 
to confuse 
consumer 

UCPD Art. 6 Misleading action (existence and 
characteristics of product)  

UCPD Art. 7 Misleading omissions (unintelligible, 
ambiguous information)  

UCTD Art. 4(2) and Art. 5 (contract terms must be in 
plain and intelligible language)  

GDPR Art. 5(1) data protection principles, including of 
transparency, fairness, Art. 25 data protection by 
design and default 

DMA (anti-circumvention rule) 

 

Disguised ad Consumer 
induced to click 
on something that 
is not clearly an 
advertisement  

UCPD Art. 6 Misleading action (marketing) 

UCPD Art. 7(2) Misleading omission (failure to disclose 
commercial intent) 

UCPD Annex 1 Practices 11 (Using editorial content in 
the media to promote a product where a trader has 
paid for the promotion without making that clear in the 
content or by images or sounds clearly identifiable by 
the consumer) and 11a (Providing search results in 
response to a consumer’s online search query without 
clearly disclosing any paid advertisement or payment 
specifically for achieving higher ranking of products 
within the search results) and Practice 28 (Including in 
an advertisement a direct exhortation to children to 
buy advertised products or persuade their parents or 

CMA – 
Instagram, 
2020.35 

CPC – TikTok, 
2021. 

https://noyb.eu/en/noyb-files-422-formal-gdpr-complaints-nerve-wrecking-cookie-banners
https://noyb.eu/en/noyb-files-422-formal-gdpr-complaints-nerve-wrecking-cookie-banners
https://www.gov.uk/government/news/instagram-to-tackle-hidden-advertising-after-cma-action
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36 European Commission, Press release, 18/12/2020. “More transparency: Following EU action, Booking.com 
and Expedia align practices with EU consumer law”. Available at: 
https://ec.europa.eu/commission/presscorner/detail/en/IP_20_2444 

other adults to buy advertised products for them) 

UCPD Art. 8-9 Aggressive practice (undue influence) 

UCPD, AVMSD, eCommerce Directive, DSA 
(advertisement and commercial communications must 
be clearly recognised) 

ePrivacy Directive Art. 13 (unsolicited 
communications) 

Confirmshaming Choice framed in 
a way that seems 
dishonest / stupid 
for consumer 

UCPD Art. 6 Misleading action (need for a service, 
results to be expected) 

UCPD Art. 8-9 Aggressive practice (undue influence), 
including Art. 9(b) (Use of threatening or abusive 
language or behaviour) and Art. 9(d) (Any onerous or 
disproportionate non-contractual barriers imposed by 
the trader where a consumer wishes to exercise rights 
under the contract, including rights to terminate a 
contract or to switch to another product or another 
trader) 

Norwegian 
Consumer 
Council – 
Amazon 
Prime, 2021. 

Forced 
registration 

Consumer tricked 
into thinking 
registration is 
necessary 

UCPD Art. 8 Aggressive practice (coercion) 

UCPD Annex 1 Practice 24 offline scenario applied to 
the digital environment (Creating the impression that 
the consumer cannot leave the premises until a 
contract is formed) 

UCTD Annex 1i (Irrevocably binding the consumer to 
terms with which he had no real opportunity of 
becoming acquainted before the conclusion of the 
contract) 

GDPR Art. 5(1) data protection principles, including of 
transparency, fairness, Art. 25 data protection by 
design and default 

 

Low stock / 
high demand 
message 

Consumers falsely 
informed of 
limited quantities 

UCPD Art. 6 Misleading action (availability, quantity) 

UCPD Art. 7 Misleading omission (hiding information)  

UCPD Annex 1 Practices 7 (Falsely stating that a 
product will only be available for a very limited time, 
or that it will only be available on particular terms for 
a very limited time, in order to elicit an immediate 
decision and deprive consumers of sufficient 
opportunity or time to make an informed choice) and 
18 (Passing on materially inaccurate information on 
market conditions or on the possibility of finding the 
product with the intention of inducing the consumer to 
acquire the product at conditions less favourable than 
normal market conditions) 

CMA - hotel 
booking sites, 
2019. 

CPC - Booking 
and Expedia, 
2020.36 

Examples 
from EC study 
on travel 
booking 
websites, 
2020. 

Countdown 
timer / Limited 
time message 

Opportunity ends 
soon with false 
visual information 

UCPD Art. 6 Misleading action (availability, quantity) 

UCPD Art. 7 Misleading omission (hiding information) 

UCPD Annex 1 Practices 7 (Falsely stating that a 
product will only be available for a very limited time, 
or that it will only be available on particular terms for 
a very limited time, in order to elicit an immediate 
decision and deprive consumers of sufficient 

Examples 
from EC study 
on travel 
booking 
websites, 
2020. 

https://ec.europa.eu/commission/presscorner/detail/en/IP_20_2444
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37 European Parliament (2020). Loot boxes in online games and their effect on consumers, in particular young 
consumers. Available at: 
https://www.europarl.europa.eu/RegData/etudes/STUD/2020/652727/IPOL_STU(2020)652727_EN.pdf  

opportunity or time to make an informed choice) and 
18 (Passing on materially inaccurate information on 
market conditions or on the possibility of finding the 
product with the intention of inducing the consumer to 
acquire the product at conditions less favourable than 
normal market conditions) 

Infinite scroll Indefinitely 
scrolling to reveal 
more content 

Depends on the context of its use and specific 
circumstances, possibly in breach of UCPD Art 6-7 
Misleading practices and Art. 8-9 Aggressive practice 
(undue influence) 

 

Autoplay Content plays 
automatically 

Depends on the context of its use and specific 
circumstances, possibly in breach of UCPD Art 6-7 
Misleading practices and Art. 8-9 Aggressive practice 
(coercion) 

 

Immortal 
account 

Account that 
cannot be deleted 

UCPD Art. 7 Misleading omission (hiding, ambiguity on 
main characteristics, right of withdrawal and 
cancellation) 

UCPD Art. 6 Misleading action (main characteristics) 

UCPD Art. 8-9 Aggressive practice (coercion) 

CRD Art. 6 (main characteristics, right of withdrawal) 

GDPR Art. 17 (right to erasure) 

 

Misleading 
referencing 
pricing  

Offers which aim 
to demonstrate to 
consumers that 
they offer good 
value by including 
a reference to 
another 

UCPD Art. 6 Misleading action (existence and 
characteristics of a product, price, overall 
presentation) 

UCPD Art. 7 Misleading omission (hiding, untimely 
information) 

 

Friend spam User is asked for 
email or social 
media 
permissions for 
legitimate 
purposes or 
desirable outcome 
(e.g. finding 
friends), but then 
the system spams 
all user’s contacts 
with messages 
allegedly from the 
user 

UCPD Art. 6 Misleading action (the motives for the 

commercial practice, need for a service) 

GDPR Art. 5(1) data protection principles, including of 
transparency, depending on circumstances Art. 4(11) 
and Art. 7 conditions of valid consent for the collection 
and processing of data 

ePrivacy Directive Art. 13 (unsolicited 
communications) 

 

Loot boxes Virtual products 
that contain 
randomised 
items; consumers 
would generally 
not know which 
item they get 
before opening 
the box. 

UCPD Art. 6 Misleading action (main characteristics, 
price) 

UCPD Art. 7 Misleading omission (main characteristics, 
price) 

UCPD Art. 8-9 Aggressive practice (undue influence, in 
particular in case of vulnerable consumers such as 

Examples 
from the EP 
study on loot 
boxes, 
2020.37 

https://www.europarl.europa.eu/RegData/etudes/STUD/2020/652727/IPOL_STU(2020)652727_EN.pdf
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38 European Commission (2018). Consumer market study on online market segmentation through personalised 
pricing/offers in the European Union. Available at: https://ec.europa.eu/info/publications/consumer-
market-study-online-market-segmentation-through-personalised-pricing-offers-european-union_en  

 

Commonly used 
in games 

young people) 

CRD Art. 6(1) (main characteristics, price, the manner 
in which the price is to be calculated) 

Personalised 
pricing 

Charge a different 
price to different 
people for the 
same good or 
service, based on 
information on 
the consumers 

In general, freedom to determine prices, however, 
must abide by specific obligations: 

UCPD Art. 6 Misleading action (price)  

UCPD Art. 7 Misleading omission (price) 

UCPD Art. 8-9 Aggressive practice (undue influence), 
including Art. 9(c) (Exploitation by the trader of any 
specific misfortune or circumstance of such gravity as 
to impair the consumer's judgement, of which the 
trader is aware, to influence the consumer's decision 
with regard to the product) 

CRD Art. 6(1)(e) (price) and Art. 6(1)(ea) (inform 
consumers about the existence of a personalised price 
that was provided on the basis of automated decision-
making) 

GDPR Art. 5(1) data protection principles,  depending 
on circumstances Art. 4(11) and Art. 7 conditions of 
valid consent for the collection and processing of data; 
depending on the circumstances also Art. 22 (Data 
subject has the right not to be subject to a decision 
based solely on automated processing, including 
profiling, which produces legal effects concerning him 
or her or similarly significantly affects him or her) 

Examples 
from the EC 
study on 
personalised 
pricing, 
2018.38 

Personalised 
ranking 

Provide different 
results when 
consumers search 
for the same 
products 

UCPD Art. 7(4a) Misleading omission (transparency 
about ranking parameters) 

UCPD Annex 1 Practice 11a (Providing search results in 
response to a consumer’s online search query without 
clearly disclosing any paid advertisement or payment 
specifically for achieving higher ranking of products 
within the search results) 

CRD Art. 6a.1(a) (transparency about ranking 
parameters) 

P2B Regulation Art. 5 (transparency about ranking 
parameters) 

DSA (transparency about recommender system 
parameters) 

GDPR Art. 5(1) data protection principles,  depending 
on circumstances Art. 4(11) and Art. 7 conditions of 
valid consent for the collection and processing of data; 
depending on the circumstances also Art. 22 (Data 
subject has the right not to be subject to a decision 
based solely on automated processing, including 
profiling, which produces legal effects concerning him 
or her or similarly significantly affects him or her) 

CMA - hotel 
booking sites, 
2019. 

CPC - Booking 
and Expedia, 
2020. 

Personalised 
advertising  

Targeted 
advertising, for 
example based on 

UCPD Art.6 (misleading advertising) 

UCPD Art. 7(2) Misleading omission (failure to disclose 

 

https://ec.europa.eu/info/publications/consumer-market-study-online-market-segmentation-through-personalised-pricing-offers-european-union_en
https://ec.europa.eu/info/publications/consumer-market-study-online-market-segmentation-through-personalised-pricing-offers-european-union_en
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 information about 
the consumers’ 
previous online 
activities  

commercial intent) 

UCPD Art. 8-9 Aggressive practice (undue influence), 
including Art. 9(c) (Exploitation by the trader of any 
specific misfortune or circumstance of such gravity as 
to impair the consumer's judgement, of which the 
trader is aware, to influence the consumer's decision 
with regard to the product) 

UCPD Annex I Practices 11 (Using editorial content in 
the media to promote a product where a trader has 
paid for the promotion without making that clear in the 
content or by images or sounds clearly identifiable by 
the consumer) and 28 (Including in an advertisement 
a direct exhortation to children to buy advertised 
products or persuade their parents or other adults to 
buy advertised products for them) 

UCPD, AVMSD, eCommerce Directive, DSA 
(advertisement and commercial communications must 
be clearly recognised) 

AVMSD Art. 9(1)(b) (ban subliminal techniques), Art. 
9(1)(c)-(g) (prohibits harmful ads) 

DSA (transparency of advertising and main parameters 
used to target consumers; limitations of targeting 
minors) 

GDPR Art. 5(1) data protection principles, depending 
on circumstances Art. 4(11) and Art. 7 conditions of 
valid consent for the collection and processing of data; 
depending on the circumstances also Art. 22 (Data 
subject has the right not to be subject to a decision 
based solely on automated processing, including 
profiling, which produces legal effects concerning him 
or her or similarly significantly affects him or her) 

ePrivacy Directive Art. 5 (access to terminal devices) 

Personalised 
communications  

Targeted 
communications 
for marketing 
purposes, for 
example email  
marketing which 
includes the 
consumers’ name 
and tailored 
content in the 
email 

UCPD Art. 6 Misleading action (marketing) 

UCPD Art. 7(2) Misleading omission (failure to disclose 
commercial intent) 

UCPD Practices 11 (Using editorial content in the 
media to promote a product where a trader has paid 
for the promotion without making that clear in the 
content or by images or sounds clearly identifiable by 
the consumer), 21 (Including in marketing material an 
invoice or similar document seeking payment which 
gives the consumer the impression that he has already 
ordered the marketed product when he has not), 26 
(Making persistent and unwanted solicitations by 
telephone, fax, e-mail or other remote media except in 
circumstances and to the extent justified under 
national law to enforce a contractual obligation) 

UCPD Art. 8-9 Aggressive practice (harassment, undue 
influence) 

ePrivacy Directive Art. 13 (prior consent requirement 
for email marketing, right to object to receiving such 
material, spam prohibited) 

UCPD, AVMSD, eCommerce Directive, DSA 
(advertisement and commercial communications must 
be clearly recognised) 

GDPR Art. 5(1) data protection principles, depending 
on circumstances also Art. 4(11) and Art. 7 conditions 
of valid consent for the collection and processing of 
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3.2. Existing EU legislation 

This section will briefly cover the most relevant existing EU legislation that regulates, 
directly or indirectly, dark patterns and other business-to-consumer unfair practices that 
manipulate consumer behavior: the Unfair Commercial Practices Directive, Consumer 
Rights Directive, Unfair Contract Terms Directive, General Data Protection Regulation, 
ePrivacy Directive, Audiovisual Media Services Directive, Platform to Business Regulation 
and eCommerce Directive. 

Unfair Commercial Practices Directive 

The Unfair Commercial Practices Directive 2005/29/EC prohibits unfair business to 
consumer (B2C) practices used before, during or after a commercial transaction in 
relation to a product. In assessing the application of the UCPD to the categories of 
commercial practices in the digital environment addressed by this study, the first step is 
to determine whether they fall under the scope of application of UCPD.  

The definition of commercial practice by Article 2(d) UCPD is particularly wide comprising 
‘any act, omission, course of conduct or representation, commercial communication 
including marketing, by a trader, directly connected with the promotion, sale or supply of 
a product to consumers’. The Court has interpreted this definition39 as laying down a 
wide scope ratione materiae which is intended to cover any commercial practice directly 
connected with the promotion, sale, or supply of a product (including services as well)40 
to consumers. A practice directly related to the promotion, sale, or supply of products 
has been interpreted as extending over any commercial before, during or after a 
commercial transaction relating to any goods or service.41 Thus, the UCPD does not 
require the existence of a contractual relationship or the purchase of a product. 
Accordingly, commercial practices aimed to capture the consumer’s attention but which 
do not result in a purchase, are covered by the UCPD. With such a broad definition, it is 
clear that the majority of business-to-consumer dark patterns and data-driven 
personalisation practices, including targeted advertising, fall under the scope of 
application of the UCPD, as they are clearly commercial practices directly related to the 
promotion of products to consumers.  

The general clause enshrined in Art. 5 covers unfair commercial practices, which breach 
the trader’s professional diligence. Furthermore, unfair commercial practices include 
misleading practices, covering misleading actions (defined in Art. 6) and misleading 
omissions (Art. 7), and aggressive practices characterised by the use of harassment, 
coercion and undue influence (defined in Art. 8 and 9).  

For a practice to be unfair for the purposes of Art. 5-9 UCPD, it must cause or be likely to 
cause a consumer to take a transactional decision that they would not have taken 
otherwise. Taking a transactional decision does not only cover the decision to purchase 
or not to purchase a product, but also the decision directly related to that decision, in 
particular, the decision to enter the shop, to access the website or to browse the content. 
This broad interpretation should also be extended to the digital environment. 

                                                 

39 Mediaprint Zeitungs-und Zeitschriftenverlag, C-540/08, EU:C:2010:660, par. 17 and par. 21. 
40 CHS Tour Services, C-435/11, EU:C:2013:574, par. 27.  
41 Perenicová y Perenic, C-453/10, EU:C:2012:144. 

data; depending on the circumstances also Art. 22 
(Data subject has the right not to be subject to a 
decision based solely on automated processing, 
including profiling, which produces legal effects 
concerning him or her or similarly significantly affects 
him or her) 



Behavioural study on unfair commercial practices in the digital environment:  
dark patterns and manipulative personalisation 

 71 

Accordingly, in the Guidance on the interpretation and application of UCPD42, the 
Commission considers that the concept transactional decision covers also decisions such 
as continuing to using the service (e.g. scrolling through a feed), to view advertising 
content or to click on a link.  

In addition, Annex I of the UCPD contains the list of those commercial practices which 
shall in all circumstances be regarded as unfair. The UCPD is a full harmonisation 
Directive and the list of prohibited practices of Annex I has to be literally transposed 
and implemented by all Member States and can only be modified by revision of the 
Directive. For example, Directive (EU) 2019/2161 amending the UCPD added new 
prohibitions to the blacklist, namely 11a which prohibits hiding sponsored/paid 
promotions in search results, and 23b and 23c which prohibit falsification or 
misrepresentation of consumer reviews or social endorsements. Given the full 
harmonisation nature of the UCPD, Member States cannot add additional practices to the 
prohibited list, even though some harmful practices may be more prevalent in specific 
countries. 

The conditions to determine that a practice is unfair are examined by a court or 
administrative authority to determine whether a breach of law has occurred. The first 
step consists in checking whether the practice is listed in Annex I of the UCPD and shall 
be prohibited in any event. If the practice does not feature in the blacklist, the 
assessment of the practice is conducted on a case-by-case approach, under the specific 
requirements for identifying misleading (Art. 6 and 7) and aggressive practices (Art. 8 
and 9).43 If the practice does not fit into these categories, the practice shall be assessed 
against the general definition of unfair commercial practice set out in Art. 5, to check 
whether the practice includes a breach of the trader’s professional diligence and 
appreciably impairs the consumer's ability to make an informed decision, thereby causing 
the consumer to take a transactional decision that he would not have taken otherwise. 
Thus, Art. 5 serves as a residual control mechanism to capture those practices that 
materially distorts or is likely to distort the economic behaviour of an average or 
vulnerable consumer. Intention for the deployment of the dark pattern or manipulative 
personalisation practice is not required.    

Despite describing mostly offline practices, Annex I could serve to prohibit several similar 
online practices, for example Bait and Switch (practices 5 and 6 of Annex I), Nagging 
(practice 26), Testimonials (practices 23b and 23c), Disguised Ad (practice 11), Forced 
Registration (practice 24), Urgency (practices 7 and 18), Sneak into the basket (practice 
29). Many other dark patterns identified could qualify as misleading or aggressive 
practices using the criteria of Art. 6 to 9 of the UCPD. On a case-by-case basis, 
misleading practices could encompass Activity messages and Testimonials, Price 
comparison prevention, Intermediate currency, Hidden Costs, Bait and Switch, Hidden 
information / False hierarchy, Preselection (default), Toying with emotion, Trick 
questions, Disguised ads, Confirmshaming, Low stock / high demand message, 
Countdown timer / Limited time message. Aggressive practices could include Nagging, 
Roach motel, Sneak into basket, Hidden Subscription / Forced continuity, Forced 
Registration. Depending on the circumstances of the case, certain personalised pricing 
and personalised ranking practices could also be considered as misleading. The recent 
amendments to the UCPD introduced by the Directive on Better Enforcement and 
Modernisation of Union Consumer Protection Rules 2019/2161 added new provisions, 
notably Article 7(4a), which oblige traders to provide consumers with general information 
about the main parameters determining ranking of search results as a result of the 

                                                 

42 Commission Notice – Guidance on the interpretation and application of Directive 2005/29/EC of the European 
Parliament and of the Council concerning unfair business-to-consumer commercial practices in the internal 
market (Text with EEA relevance) (OJ C, C/526, 29.12.2021, p. 1, CELEX: https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX:52021XC1229(05)) 

43 4finance, C-515/12, EU:C:2014:211; par. 31; Köck, C-206/11, EU:C:2013:14, par. 35; Purely Creative and 
Others EU:C:2012:651, par. 45.  

https://eur-lex.europa.eu/eli/dir/2019/2161/oj
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52021XC1229(05)
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52021XC1229(05)


Behavioural study on unfair commercial practices in the digital environment:  
dark patterns and manipulative personalisation 

 72 

consumer’s search query and the relative importance of those parameters as opposed to 
other parameters.  

The Commission’s Guidance Notice on the interpretation and application of the 
UCPD, published in December 2021 added a specific chapter on “data-driven 
practices and dark patterns” which details how principle-based provisions and 
prohibitions in the UCPD can be used to address unfair data-driven business-to-consumer 
commercial practices in addition to other instruments in the EU legal framework, such as 
the ePrivacy Directive, the GDPR or sector-specific legislation applicable to online 
platforms. 

In light of the above, the UCPD appears sufficiently broad and flexible to cover and 
sanction many of the digital unfair commercial practices that are common today and 
should be properly enforced.44 A distinction should be made between 1) online practices 
that can be considered functionally equivalent to the offline practices covered in the 
UCPD, simply applied to the online environment, and could automatically be prohibited, 
and 2) practices that are only deployed online because of the special features of digital 
activity (e.g. data-driven), for which the legal assessment must be functional, based on 
the conditions and risks defined in Art. 5 to 9 of the Directive.   

Another key element of the UCPD that is currently being debated is the definition of 
‘average consumer’ and ‘vulnerable consumer’. As a rule, commercial practices must be 
assessed from the perspective of the average consumer, who can be considered to be 
reasonably well informed, observant and circumspect45. As an exception, Article 5(3) 
states that a practice that might be acceptable from the perspective of an average 
consumer may nevertheless be deemed unfair when targeted at, and assessed from, the 
perspective of a vulnerable consumer. Article 5(3) refers to internal and permanent 
characteristics such as mental or physical infirmity, age or credulity to define 
vulnerability. Several experts and reports46 consider that a restrictive interpretation of 
vulnerability would not be well-suited for the digital age.  

First, any consumer can be temporarily vulnerable due to contextual and psychological 
aspects, for example an unstable personal situation, sickness, bad feelings, lack of sleep, 
and many other reasons. A recent report from the Swedish Consumer Agency47 described 
this as context-dependent vulnerability. The Commission stated in its Guidance Notice 
that it considers Recital 19 to further clarify the interpretation of Article 5(3): while 
Article 5(3) appears to exclusively qualify consumers as vulnerable because of their 
‘mental or physical infirmity, age or credulity’, Recital 19 provides a non-exhaustive list 
of characteristics that make a consumer ‘particularly susceptible’. Therefore, the 
Commission considers that the concept of vulnerability also covers context-dependent 
vulnerabilities, including those types of vulnerabilities that are particularly acute in the 
digital environment (e.g. based on personal or psychological characteristics, such as 
interests, preferences, psychological profile and mood). Therefore, the Commission 
concludes, the concept of vulnerability in the UCPD is dynamic and situational. That 
entails, for instance, that a consumer can be vulnerable in one situation but not in 
others. As noted below, and being of particular relevance for the assessment of data-
driven personalisation practices and dark patterns in the digital environment, certain 
consumers may be particularly susceptible to personalised persuasion practices 
compared to offline environments. Therefore, the possibility of using information about 
the vulnerabilities of specific consumers or a group of consumers for commercial 
purposes may amount to a form of aggressive commercial practice prohibited under 
Articles 8 and 9 UCPD. Insofar as exploiting such vulnerabilities with manipulative 

                                                 

44 BEUC (2022). “Dark patterns” and the EU Consumer Law acquis. Recommendations for better enforcement 
and reform. Available at: beuc-x-2022-013_dark_patters_paper.pdf 

45 See European Court of Justice, Case C-210/96 Gut Springenheide and Tusky [1998] ECR I-4657, para 31. 
46 See for example BEUC (2021). EU Consumer Protection 2.0 Structural asymmetries in digital consumer 

markets.  
47 Konsumentverket (2021). Barriers to a well-functioning digital market. 

https://oevidence.sharepoint.com/sites/OE-Unfaircommercialpractices/Documentos%20compartidos/General/03_Deliverables/04_Final%20report/02_Round/22%2004%2001%20EC%20comments/beuc-x-2022-013_dark_patters_paper.pdf
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targeted practices is likely to have an effect on the consumer transactional decisions, 
they may entail the exerting of ‘undue influence’ over the consumer under certain 
circumstances.  

Secondly, most if not all consumers are potentially vulnerable in the digital environment, 
due to the asymmetry of information whereby online traders collect a vast amount of 
data on consumers and can use this information to target their offer and exploit 
vulnerabilities. The BEUC report proposes to define ‘digital asymmetry’ as a universal 
state of defencelessness and susceptibility to (the exploitation of) power imbalances that 
are the result of increasing automation of commerce, datafied consumer-seller relations 
and the very architecture of digital marketplaces (BEUC, 2021). The concept of digital 
asymmetry embeds a new form of vulnerability that is relational (complexity of the 
digital environment), architectural (interfaces are designed by the operator), and 
knowledge-based (operator benefits from insights about the consumer). That means that 
every person can be temporarily in a vulnerable position in facing manipulative practices. 
It is then critical to interpret the average consumer benchmark of the UCPD in light of 
these new forms of digital vulnerability. When applying the UCPD, the Commission 
considers that a high level of personalisation in the commercial practice, close to a 
genuine individualisation of such practice, might modulate the benchmark of an average 
or vulnerable consumer from the perspective of a single person subject to the specific 
personalisation.48   

Overall, the UCPD can therefore be considered flexible enough to cover most unfair 
commercial practices due to its case-by-case approach based on broad criteria. However, 
some adjustments may be necessary to accommodate the list of prohibited practices to 
emerging and widespread dark patterns and to tackle data-personalisation practices 
which are so far rather assessed from the angle of the privacy and data protection 
legislative framework but could be considered unfair due to the exploitation of 
consumers’ vulnerabilities.   

Consumer Rights Directive 

The Consumer Rights Directive 2011/83/EU applies to all contracts concluded between a 
consumer and a trader, except for those expressly excluded (e.g. for financial services). 
The directive aligns and harmonises national consumer rules on the information 
consumers need to be given before concluding a contract and their right to withdrawal 
under certain conditions, wherever they shop in the EU. Article 22 stipulates that before 
a consumer is bound by a contract, the trader shall seek express consent from the 
consumer to any extra payment and that a default option that the consumer has to reject 
cannot be considered an express consent. This provision is relevant for the practices of 
Hidden costs and Preselection/Default. In addition, Article 27 exempts the consumer from 
providing any consideration (obligation to pay) in case of inertia selling as prohibited by 
Article 5(5) of the UCPD and practice 29 of the UCPD Annex I, setting out that the 
absence of a response from the consumer following an unsolicited supply or provision 
shall not constitute consent, which expressly addresses the practices of Sneak into 
basket and Default. 

The Commission’s Guidance Notice on the interpretation and application of the CRD 
explains the functioning of the Directive’s core concepts further.49  

Practices driven by dark patterns, such as misleading user interface or confusing web or 
app design, can imply in practice a circumvention of the requirements laid down in the 
                                                 

48 Commission Notice – Guidance on the interpretation and application of Directive 2005/29/EC of the European 
Parliament and of the Council concerning unfair business-to-consumer commercial practices in the internal 
market (Text with EEA relevance) (OJ C, C/526, 29.12.2021, p. 1, CELEX: https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX:52021XC1229(05)) 

49 Commission Notice - Guidance on the interpretation and application of Directive 2011/83/EU of the European 
Parliament and of the Council on consumer rights (Text with EEA relevance) 2021/C 525/01 (OJ C, C/525, 
29.12.2021, p. 1, CELEX: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52021XC1229(04)) 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52021XC1229(05)
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52021XC1229(05)
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52021XC1229(04)
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CRD. To prevent such circumventing practices, courts and authorities  could consider the 
use of dark patterns as a breach of the objectives of the CRD, undermining the 
effectiveness of its provisions. On the other hand, it has been suggested to introduce an 
amendment to the CRD in order to explicitly include an anti-circumvention clause 
preventing traders from leveraging on dark patterns to circumvent the Directive’s 
provisions.50  

The CRD has been amended by Directive (EU) 2019/2161, expanding its scope to 
contracts where the trader supplies digital content and the consumer supplies personal 
data to the trader. Furthermore, Article 6(1)(a) introduces the obligation for traders to 
inform consumers about the existence of a personalised price that was provided on the 
basis of automated decision-making. In addition, Article 6a(1)(a) obliges online 
marketplaces to provide consumers with general information about the main parameters 
determining ranking of offers as a result of the consumer’s search query and the relative 
importance of those parameters as opposed to other parameters. These two articles are 
relevant for informing consumers about the use of personalised pricing and personalised 
ranking.  

The CRD regulates in more detail the pre-contractual information requirements laid down 
in Article 7(4)51 of the UCPD, which requires that an invitation to purchase contains 
certain material information, if not already apparent from the context. Therefore, when 
providing pre-contractual information in accordance with the CRD, a trader will also 
comply with the information requirements under the UCPD. Furthermore, the UCPD 
qualifies the breach of the duty to inform consumers in accordance with the specific 
requirements of Articles 5 – 8 of the CRD as a form of unfair practice. Article 7(1) of the 
UCPD defines a practice as misleading if “it omits material information that the average 
consumer needs, according to the context, to take an informed transactional decision and 
thereby causes or is likely to cause the average consumer to take a transactional decision 
that he would not have taken otherwise.’ Article 7(5) specifies that ‘information 
requirements established by Community law in relation to commercial communication 
including advertising or marketing, a non-exhaustive list of which is contained in Annex 
II, shall be regarded as material.’ The CRD, like one of its predecessors listed in Annex 
II, the Distance Selling Directive 97/7/EC, belongs to EU law in relation to commercial 
communication that Article 7(5) refers to. Therefore, a failure to provide information to 
consumers on the use of personalised pricing and personalised ranking of search results 
on online marketplaces required under the CRD represents a misleading omission under 
the UCPD.  

Unfair Contract Terms Directive  

The Unfair Contract Terms Directive 93/13/EEC (UCTD) protects consumers from unfair 
not individually negotiated terms in consumer contracts imposed by traders (Article 3) 
and ensures that those unfair contract terms are not binding on consumers (Article 6). 
The Directive provides that terms have to be drafted in plain intelligible language and 
ambiguities are to be interpreted in favour of consumers (Article 5). This provision is 
relevant for the dark patterns using visual interference to mislead or manipulate 
consumers. The Annex to the Directive provides a list of terms (indicative and non-
exhaustive list) which may be regarded as unfair. Of those, (h) “automatically extending 
a contract of fixed duration where the consumer does not indicate otherwise, when the 
deadline fixed for the consumer to express this desire not to extend the contract is 
unreasonably early” is relevant for the practice of Forced continuity. In addition, (i) 
“irrevocably binding the consumer to terms with which he had no real opportunity of 
                                                 

50 As proposed by BEUC (2022). “Dark patterns” and the EU Consumer Law acquis. Recommendations for better 
enforcement and reform. Available at: beuc-x-2022-013_dark_patters_paper.pdf 

51 Ving Sverige, C-122/10, EU:C:2011:299. The ECJ, following the Opinion of the Advocate General (point 22), 
held that an invitation to purchase is a specific form of advertising subjected to the stricter obligation of 
information laid down in Art. 7(4). In that regard, the ECJ interpreted (par. 33) the meaning of invitation to 
purchase as per Art. 2(i) UPCD as the provision of information about the product and its price in a manner 
that is sufficient for the consumer to make a transactional decision.  

https://eur-lex.europa.eu/eli/dir/2019/2161/oj
https://oevidence.sharepoint.com/sites/OE-Unfaircommercialpractices/Documentos%20compartidos/General/03_Deliverables/04_Final%20report/02_Round/22%2004%2001%20EC%20comments/beuc-x-2022-013_dark_patters_paper.pdf
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becoming acquainted before the conclusion of the contract” could apply to the Forced 
Registration practice. The Commission’s Notice on the interpretation and application of 
the UCTD52 further explains the functioning of the Directive’s concepts and case law.  

General Data Protection Regulation  

The General Data Protection Regulation53 (GDPR) lays down rules to ensure the 
protection of personal data and privacy. The GDPR applies to all processing of personal 
data by controllers and processors established in the EU and outside the EU that offer 
services or goods to individuals in the EU or monitor their behaviour in the EU. The GDPR 
provides a set of comprehensive rules on the processing of personal data, including the 
principles and grounds of lawful processing of personal data. It also provides for a set of 
rights for data subjects and an obligation to provide information about the processing in 
a concise, transparent, intelligible and easily accessible form, using clear and plain 
language. The GDPR applies to any commercial practice that involves processing of 
personal data and is therefore applicable to the personalisation practices. It prohibits 
dark patterns incentivising the individuals to share their personal data. The GDPR 
sanctions both intentional and negligent infringements. Dark patterns can lead to a 
violation of data protection legislation and can be used in a way that infringe the 
principles underpinning and specific provisions of the GDPR. Conversely, user-friendly 
design of user interfaces and user experiences can facilitate an effective implementation 
of the GDPR. 

In 2022, the European Data Protection Board (EDPB) adopted Guidelines on dark 
patterns in social media platform interfaces54. The guidelines offer practical 
recommendations to designers and users of social media platforms on how to assess and 
avoid dark patterns in social media interfaces that infringe GDPR requirements. The 
guidelines give concrete examples of dark pattern types (which they categorise into six 
types: overloading, skipping, stirring, hindering, fickle and left in the dark), present best 
practices for different use cases and contain specific recommendations for designers of 
user interfaces that facilitate the effective implementation of the GDPR throughout the 
entire life cycle of a user account. They propose several best practices within this life 
cycle: the sign-up; the information regarding the privacy notice, joint controllership and 
data breach communications; consent and data protection management; exercise of data 
subject rights; and closing of a social media account. Best practices and 
recommendations are provided specifically for each stage of this life cycle of a user 
account. Some of the common recommendations are use of coherent wording (using the 
same wording and definition for the same data protection across the website), use of 
examples (to illustrate specific data processing in addition to mandatory information 
stating the purpose of the processing), provision of definitions (in plain language to helps 
users to better understand), facilitation of contact information for addressing data 
protection requests, or, inter alia, a Privacy Policy Overview (i.e., a collapsible table of 
contents with headings and sub-headings that shows the different sections that the 
privacy notice contains).  

Additionally, the EDPB also classifies dark patterns into content-based patters and 
interface-based patterns. Such a categorization is relevant for the GDPR-compliant 
assessment. Content-based patterns refer to the actual content provided, as well as the 
wording and the context within which the relevant information for data protection is 

                                                 

52 Commission notice — Guidance on the interpretation and application of Council Directive 93/13/EEC on unfair 
terms in consumer contracts (Text with EEA relevance.) (OJ C, C/323, 27.09.2019, p. 4, CELEX: 
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52019XC0927(01)) 

53 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection 
of natural persons with regard to the processing of personal data and on the free movement of such data, 
and repealing Directive 95/46/EC (General Data Protection Regulation), OJ 2016 L 119/1. 

54 European Data Protection Board (2022). Guidelines 3/2022 on Dark patterns in social media platform 
interfaces: How to recognise and avoid them. Available at: https://edpb.europa.eu/our-work-
tools/documents/public-consultations/2022/guidelines-32022-dark-patterns-social-media_en 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52019XC0927(01)
https://edpb.europa.eu/our-work-tools/documents/public-consultations/2022/guidelines-32022-dark-patterns-social-media_en
https://edpb.europa.eu/our-work-tools/documents/public-consultations/2022/guidelines-32022-dark-patterns-social-media_en
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delivered. Interface-based patterns are related to design aspects that define how the 
content is displayed, how the user interacts with it or how the user navigates it. Both 
patterns may impact users’ behaviour and may entail the violation of GDPR principles.  

In the assessment of the GDPR compliance by user interface design and user experience 
design, fairness serves as an overarching principle (Art. 5(1)(a) GDPR), which requires 
that personal data are not processed in a detrimental, discriminatory, unexpected or 
misleading way. Dark patterns may be classified as unfair processing insofar as they 
mean an insufficient provision of information or a misleading display or design. As further 
detailed below, besides the key principle of fair processing, dark patterns may be 
assessed under the principles of accountability, transparency and data protection by 
design and by default (Art. 25 GDPR). Additionally, dark patterns may signify that the 
consent, as per Art. 4(11) GDPR, is not freely given, and does not amount to a specific, 
informed and unambiguous indication of the data subject's wishes to the processing of 
his/her data. Dark patterns may also mean that the controller fails to provide any 
information pertaining to the processing of personal data (Recital 39 GDPR) in a concise, 
transparent, intelligible and easily accessible form, using clear and plain language as 
required in Art. 12(1) GDPR.     

a) Fairness and transparency: According to Art. 5(1)(a) and Article 12(1) of the 
GDPR, personal data must be processed in a transparent manner and relevant 
information has to be provided in a concise, transparent, intelligible and easily 
accessible form, using clear and plain language. The principle of transparency is 
infringed by a number of dark patterns. Those dark patterns are classified as 
overloading practices such as privacy maze (the user has to navigate through too 
many pages), too many options (the user needs to choose from too many possible 
settings, especially with no information available); skipping dark patterns such as 
look over there (the user is distracted with other options related or not related to 
data protection); stirring dark patterns such as emotional steering (the user’s 
emotional state is influenced by highly positive or negative statements and is led to 
make an action undermining his/her data protection interests), or hidden in plain 
sight (the user is nudged towards more invasive data options); or user interface 
design that hides information or control related to data protection (left in the dark) 
such as  language discontinuity (the data protection information is not provided in 
the official language/s of the country where the user lives), conflicting information 
(the user is confused by contradicting or conflicting information on data protection), 
or ambiguous wording (the user is unsure about how data will be processed or how 
rights are to be exercised due to vague terms). 

The above-described categories of dark patterns entail an infringement of both the 
general principle of fairness (Art. 5(1)(a) GDPR) and the transparency requirements 
(Art. 12(1) GDPR) insofar as either the content (content-based dark patterns) or 
the interface design (interface-based dark pattern) deviate from the standards of 
fairness and transparency, which ensure that the users understand how their 
personal data are processed and how to control them.   

In addition, other dark patterns infringe transparency requirements under Art. 
12(1) GDPR. Dead end (the user is deadlocked in unavailable links or inaccessible 
information), longer than necessary (the user needs to follow many steps for 
activating less data invasive options and is discouraged), or misleading information 
(the user is misled by a discrepancy between the information provided and the 
actions available) are hindering dark patterns that specifically depart from the Art. 
12(1) transparency requirements. CNIL found that Google infringed these 
provisions by not making the information regarding the processing of personal data 
easily accessible. In particular, it noted that essential information was excessively 
dispersed across several documents and accessible only after several steps, 
sometimes requiring up to six actions. Other practices consisting of designing the 
user interface in an unstable or inconsistent manner (fickle) make it hard for the 
users to understand the data protection processing options and the different 
controls. These dark patterns include lacking hierarchy (the user is confused by 
redundancy and lack of order of the information), or decontextualising (the data 
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protection information is located or presented out of context where the user does 
not intuitively look for it).   

In the dark patterns above, either the information (content) or the design 
(interface) fails to comply with the obligation to provide the relevant information in 
a manner that meet the transparency requirements of Art. 12(1) GDPR.  

b) Purpose limitation: Personal data must be processed for specified, explicit and 
legitimate purposes (Art. 5(1)(b) GDPR). Practices that force the provision of more 
personal data than necessary by overloading the user with mass and repetitive 
requests to consent or to provide data to a new purpose of processing (continuous 
prompting), especially in the sign-up phase, but as well at any subsequent stage of 
the life cycle of the user account, conflict with the principle of purpose limitation. In 
addition, the CNIL and the EDPB Guidelines (p. 15) also reported a series of dark 
patterns which defy the purpose limitation principle. For instance, getting users to 
believe that giving their phone number will be used for delivery of two-factor 
authentication, when in fact it is used for telephone prospecting purposes (Safety 
Blackmail, part of Forced disclosure, CNIL), or asking users’ email addresses to 
read an article without giving clear warning that this is actually a subscription to a 
newsletter (False continuity, part of Hidden information, CNIL).55 

c) Data minimisation: The processing of personal data must be adequate, 
relevant and limited to what is necessary in relation to the purposes for which they 
are processed (Art. 5(1)(c) GDPR). The unnecessary request of the phone number 
for account safety and authentication purposes also conflicts with the data 
minimisation principle. The CNIL reported how dark patterns can be used for 
pushing data subjects into sharing more than what is strictly necessary. Apart from 
‘Safety Blackmail’, CNIL also mentioned the use of customisation and improved 
user experience argument to encourage users to share more data (Improving the 
experience, part of Framing), and the pre-checking of information sharing options 
based on consent (Default). The EDPB addresses this latter type of dark pattern 
and classifies it as deceptive snugness, which is part of a skipping practice. It 
should be noted that the practice of pre-checked boxes constitutes an infringement 
of the GDPR only in those cases where the legal basis for data processing is consent 
(Art. 6(1)(a) GDPR). Furthermore, the maximisation of processed personal data can 
also be achieved by using trick questions, excessively long process for the user to 
activate less invasive options (longer than necessary, EDPB), or wording or visual 
display aimed to influence the emotional state of users and encourage them to opt 
for less protective data features (emotional steering, EDPB).56 

These principles are further reinforced by Article 25 which sets out that the data 
controller shall implement technical and organisational measures for ensuring data 
protection by design and by default. These requirements, as the EDPB stresses, play a 
vital role in the design of user interface and user experience. Through the 
implementation of data protection by design and default, social media providers can 
avoid dark patterns in the first place and upon the launching of the service. Best 
practices to prevent dark patterns do, in fact, crystallize in key elements to implement 
data protection by default and by design (EDPB, 2.3): autonomy of data subjects, 
interaction to communicate and exercise rights by the data subjects, processing in 
conformity with reasonable expectations of the data subject, consumer choice, power 
balance, no deception and truthful information on how personal data are processed. As 
per Art. 25 GDPR, user interface design must comply, by design and by default, with the 
GDPR. By contrast, dark patterns that are meant to mislead the user and maximise data 
collection, such as deceptive snugness, longer than necessary and dead end, are at odds 
with the principles of data protection by design and by default.  

                                                 

55 CNIL (2019). Shaping Choices in the Digital World.  
56 Berbece S. (2019). ‘Let there be light!’ Dark patterns under the lens of the EU legal framework. 
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One of the grounds for lawful processing of personal data is the consent provided by the 
data subject. In line with Article 4(11), consent shall be freely given, specific, informed, 
and unambiguous. Article 7 of the GDPR sets forth that consent shall be clearly 
distinguishable from other matters (EDPB, p. 13) and that data subjects can withdraw 
consent at any time and as easily as it was given. Several dark patterns aim at forcing 
consumers to provide their consent and fail to provide the conditions of a free, specific, 
informed and unambiguous consent, such as Default, Trick questions, Hidden 
information, Visual interference, Comparison prevention, Confirmshaming. As the EDPB 
notes, practices such as overloading, skipping, stirring, hindering or left in the dark 
amount to dark patterns infringing Art. 4(11) and Art. 7 on how consent should be validly 
obtained.   

In the Planet49 case57, the CJEU held in 2019 that a pre-ticked box does not constitute 
valid consent under Articles 4(11) and 6(1)(a) of the GDPR. The CNIL also mentions the 
techniques of seeking consent for the collection of data at a specific moment where the 
individual is in a hurry or impatient to finish (Last minute consent), the repetitive 
incentive (Nagging, or continuous prompting), making it easy to consent but complex to 
adjust the privacy setting (Roach motel, and a number of the above-referred dark 
patterns identified by the EDPB, such as, inter alia,  longer than necessary, deceptive 
snugness, dead end, too many options, privacy maze, left in the dark or language 
discontinuity) or blocking access to a service by a cookie wall or account creation while it 
is not made conditional on use the service as such (Impenetrable wall or Forced 
registration).58 In the latter case, the EDPB warns that the validity of the consent would 
be compromised if the user is supposed to provide consent by accepting cookies. The 
Norwegian Consumer Council showed that Facebook was an example of trader who 
deploys misleading practices by which users accept the linking of their WhatsApp and 
Facebook accounts, and are not presented any actual choices about what data Facebook 
collects from third parties. In a general GDPR popup, the user has the following options 
to choose: opt out of ads using data from third parties, accept or turn off face 
recognition, accept the terms (it is not evident whether these are the general terms and 
conditions or only the terms related to data protection) or delete the account. The 
choices are not clearly related to data collection and data control, and they are 
ambiguous as regards the extent of each choice. Google also forced users to consent by 
compelling them to accept location tracking, through a bundling of Google Assistant or 
Places services with Location History (‘Forced disclosure’).59  

As shown above, dark patterns and manipulative practices that mislead consumers to 
disclose more personal data would infringe the GDPR. Similar to the UCPD, there are no 
explicit prohibitions in the GDPR on personalised commercial practices, and personalised 
marketing techniques are allowed as long as the data collection and processing complies 
with the GDPR. Nonetheless, it may be argued that in some cases personalised 
advertising could amount to an automated decision as per Art. 22 GDPR. In that regard, 
Article 22 of the GDPR sets forth that “The data subject shall have the right not to be 
subject to a decision based solely on automated processing, including profiling, which 
produces legal effects concerning him or her or similarly significantly affects him or her”. 
The question is whether the personalisation practices are solely based on automation, 
and whether the requirement of producing legal effects or similar effects on the 
consumer is met by targeted advertising. The assessment of both requirements, that 
would trigger the application of Art. 22 GDPR, is conducted on a case-by-case basis and 
therefore depends on the circumstances of specific cases. In the Guidelines on 
Automated individual decision-making and Profiling, Article 29 Working Party states that 
in many cases targeted advertising does not have similarly significant effects, except 
upon specific circumstances of the case, including: the intrusiveness of the profiling 

                                                 

57 Planet49 GmbH v. Bundesverband der Verbraucherzentralen und Verbraucherverbände – Verbraucherzentrale 
Bundesverband e.V. (C-673/17) 

58 CNIL (2019). Shaping Choices in the Digital World. 
59 Forbrukerrådet (2018). Deceived by design - How tech companies use dark patterns to discourage us from 

exercising our rights to privacy. 
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process, including the tracking of individuals across different websites, devices and 
services; the expectations and wishes of the individuals concerned; the way the 
advertising is delivered; or using knowledge of the vulnerabilities of the data subjects 
targeted. Therefore, exploiting the vulnerabilities, both contextual and permanent ones, 
could be considered as having a similarly significant effect and could trigger the 
application of Article 22. However, in any case, explicit consent of the data subject is one 
of the exemptions in Article 22. 

ePrivacy Directive 

The Directive on Privacy and Electronic Communications 2002/58/EC (ePrivacy Directive) 
sets out rules on the protection of the users’ right to privacy and confidentiality of 
electronic communications. The terminal equipment of users of electronic 
communications networks and any information stored on such equipment is part of the 
private sphere of the users requiring protection under Article 7 of the Charter of 
Fundamental Rights of the European Union.60  

Article 5(3) of Directive 2002/58/EC (‘ePrivacy Directive’)61 provides that the users’ 
consent is always required, except when the storing of information or gaining access to 
information already stored in the users’ terminal equipment is done for the purpose of 
transmitting a communication, or if it is strictly necessary to provide an information 
society service, which is explicitly requested by the user. For example, the user’s consent 
is necessary for placing cookies for advertising purposes. Moreover, in accordance with 
Article 2(f) of the ePrivacy Directive and Article 94 of the GDPR, the ePrivacy Directive 
relies on the definition of consent in the GDPR, which according to Article 4(11) requires 
that consent is the freely given, specific, informed and unambiguous indication of the 
data subject's wishes. This means that all users need to consent by a clear affirmative 
act62 to the placing of cookies on their terminal equipment, except for the two purposes 
mentioned above. The methods of providing consent should be as user-friendly as 
possible.63 However, the legislation is not prescriptive as to the specific ways in which a 
provider should seek the consent of the user. It is for the competent national authorities 
to assess whether any such practice is compliant with the relevant provisions.  

By two decisions of 30 and 31 December 2021, respectively, which were made public on 
6 January 2022, the CNIL issued a fine of €150 million against Google and a fine of €60 
million against Facebook. The fines were issued for non-compliance with the French 
legislation (Article 82 of the French Data Protection Act), transposing Article 5(3) of the 
ePrivacy Directive in France. In addition to those fines, CNIL ordered the companies to 
provide the users located in France with a means of refusing cookies as simply as with 
the existing means of accepting them. If the companies do not comply with that order 
within three months, they will be subject to a daily penalty of 100,000 euros per day of 
delay. CNIL decided that Google and Facebook had infringed the national provisions on 
consent, as the users are not able to refuse cookies as easily as they can accept them. 
The specific requirement by CNIL for companies to have in place measures that allow 
refusing cookies as easily as accepting them is included in the CNIL Recommendations 
issued on 17 September 2020.64  

                                                 

60  Charter of Fundamental Rights of the European Union, OJ C 326, 26.10.2012. 
61 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the 

processing of personal data and the protection of privacy in the electronic communications sector (Directive 
on privacy and electronic communications), OJ L 201, 31.7.2002, p.37 

62 Regulation (EU) 2016/679, recital 32. 
63  Directive 2002/58/EC, recital 25. 
64   Délibération n° 2020-092 du 17 septembre 2020 portant adoption d’une recommandation proposant des 

modalités pratiques de mise en conformité en cas de recours aux « cookies et autres traceurs » : ‘ La 
Commission [CNIL] considère que cette modalité constitue un moyen simple et clair pour permettre à 
l’utilisateur d’exprimer son refus aussi facilement que son consentement.’, page 8, 
https://www.cnil.fr/sites/default/files/atoms/files/recommandation-cookies-et-autres-traceurs.pdf 
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Article 13 of Directive 2002/58/EC65 (ePrivacy Directive) provides for the rules regarding 
unsolicited communications, including direct marketing via emails or phone calls. In case 
of direct marketing that uses automatic calling machines (the calls are made by a 
machine, without human intervention), Article 13(1) requires that subscribers or users 
have given their prior consent to receive such calls. In case the unsolicited phone calls 
are made by people, Article 13(3) leaves it to Member States to choose whether to 
require the prior consent of the subscribers or users or to require the possibility for them 
to object to such calls (this has to be specified in the Member States law).  In addition, 
the practice of sending direct marketing emails disguising or concealing the identity of 
the sender (spam) is prohibited. These provisions therefore address techniques such as 
roach motel/difficult cancellations and disguised ads. 

To adapt the ePrivacy Directive to the technological developments and better align it with 
the GDPR, the Commission adopted a proposal for an ePrivacy Regulation in 2017, which 
is currently under negotiation with the European Parliament and the Council. The 
ePrivacy Regulation will modernise the current Directive and enhance the protection of 
the rights for users of all electronic communications services and ensure the protection of 
their terminal equipment, and would apply to new players providing electronic 
communications services (e.g. WhatsApp, Facebook Messenger, Skype). The ePrivacy 
Regulation will also complete and further harmonise the privacy rules and overcome the 
fragmented implementation of the Directive.  

Audiovisual Media Services Directive 

The Audiovisual Media Services Directive 2010/13/EU, as amended by Directive (EU) 
2018/1808 (AVMSD) regulates audiovisual media services, including 
traditional TV broadcasts and on-demand services. Such services may include audiovisual 
commercial communications which directly or indirectly promote goods or services to 
consumers (e.g. television advertising, sponsorship, teleshopping or product placement). 
Article 5 of the AVMSD lays down general information requirements for service providers, 
while Article 9 lays down requirements with which all audiovisual commercial 
communications must comply. Articles 10 and 11 respectively lay down the conditions 
which sponsorship and product placement in audiovisual media services must respect. 
The AVMSD also provides for other stricter criteria which apply only to television 
advertising and teleshopping (Chapter VII on television advertising and teleshopping). 
With the 2018 revision, the scope of the AVMSD was broadened to include video-sharing 
services such as YouTube. They must now comply with the requirements laid down in 
Article 9(1) with respect to commercial communications that are marketed, sold or 
arranged by themselves and take appropriate measures to ensure compliance with 
respect to commercial communications that are not marketed, sold or arranged by 
themselves. The revised Directive also includes disclosure requirements for audiovisual 
commercial communications in video-sharing platforms. Among other obligations, the 
AVMSD sets out that advertising and commercial communications shall be readily 
recognisable and distinguishable from editorial content and bans surreptitious commercial 
communications and subliminal techniques (Article 9(1)(a) and (b)). These provisions are 
relevant for disguised ads on video sharing services and social media, and for the 
disclosure of targeted advertising.  

Platform to Business Regulation 

Regulation (EU) 2019/1150 on promoting fairness and transparency for business users of 
online intermediation services (P2B Regulation) applies to relations between online 
intermediation services or online search engines and their business users. The Regulation 
includes in Article 5 the obligation to set out the main parameters for determining 

                                                 

65 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the 
processing of personal data and the protection of privacy in the electronic communications sector, OJ L 
201, 31.7.2002, p. 37.  
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ranking of goods and services, which is relevant for business users but also for 
consumers, especially in the context of personalised ranking.   

eCommerce Directive  

Directive 2000/31/EC (eCommerce Directive) sets forth several provisions which regulate 
the information provided in commercial communications, requiring information society 
service providers to make them clearly identifiable as such and accompanied by 
conditions which are easily accessible and presented clearly and unambiguously (Article 
6). The Directive also requires service providers to make pre-contractual information 
available in a clear, comprehensible and unambiguous manner to the customer (Article 
10). From the perspective of unfair practices, the eCommerce Directive addresses 
disguised ads and hidden information.  

3.3. New EU legislation 

This section will briefly cover new and forthcoming EU legislation that regulates, directly 
or indirectly, dark patterns and other unfair business-to-consumer practices that 
manipulate consumer behavior: the Digital Services Act, Digital Markets Act, Artificial 
Intelligence Act and Data Act. 

Digital Services Act 

The Digital Services Act (DSA)66, which has not yet been adopted at the time of writing 
this report, sets out a harmonised framework of rules for a safe, predictable and trusted 
online environment. In the initial proposal by the Commission, there were no specific 
provisions dealing with dark patterns, or only dealt with them indirectly. The proposed 
Article 24 required online platforms to ensure that users can identify when they are 
exposed to display advertising and who are the advertisers (therefore addressing 
disguised ads) as well as provide meaningful information about the main parameters 
used to determine the recipient to whom the advertisement is displayed. In addition, 
Article 29 required very large online platforms that use recommender systems to 
increase transparency about their use, including on the main parameters used in their 
systems and any options for recipients of the service to modify or influence those main 
parameters, including at least one option which is not based on profiling. Such provisions 
would address the transparency concerns regarding personalised recommendations and 
ranking. Furthermore, the DSA aims to tackle specific challenges with targeted 
advertising, such as the targeting of children and the use of special categories of 
personal data.  

During negotiations, the European Parliament and the Council proposed provisions 
specifically targeting dark patterns. The EP position included a new provision (Art. 13a) 
that would have applied to all providers of intermediary services. The aim of the 
provision was to prevent providers of intermediary services from using the structure, 
function or manner of operation of their online interface, or any part thereof, to distort or 
impair recipients of services’ ability to make a free, autonomous and informed decision or 
choice. This general ban of dark patterns was followed by a list of specific practices that 
would be prohibited and could be updated by the Commission by delegated acts. The list 
included prohibitions of “giving more visual prominence to any of the consent options 
when asking the recipient of the service for a decision”, “urging a recipient of the service 
to change a setting or configuration of the service after the recipient has already made a 
choice”, “making the procedure of terminating a service significantly more cumbersome 
than signing up to it” as well as practices related to obtaining consent for data 
processing.  

                                                 

66 Proposal for a Regulation of the European Parliament and of the Council on a Single Market for Digital 
Services (Digital Services Act) and amending Directive 2000/31/EC, COM/2020/825 final. 
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The rationale and wording of the general ban is similar to the prohibition of unfair 
commercial practices under Art. 5 UCPD (‘materially distorts or is likely to materially 
distort the economic behaviour’). The general ban was further refined by two 
parameters. First, the type of practice is clearly described as ‘the design or the structure 
of the online interface’. Thus, it is not the purpose or the context that qualifies the 
practices falling under the proposed ban, but the technical, design, and structural action 
or practice per se. That may raise the question of whether the scope of the proposed Art. 
13a is indeed complementary or equivalent to the material scope of the UCPD. There are 
unfair commercial practices that are not strictly based on interface design, and not all 
online interface design impairing the ability to adopt informed decisions would qualify as 
commercial practices. Second, the proposed provision would have applied to providers of 
intermediary services (including, platforms and very large platforms) vis-à-vis recipients 
of service. The scope of the UCPD is broader, covering all traders, regardless of size or 
area of activity.  

The Council’s position included two new provisions on dark patterns, which would apply 
only to certain service providers. The first provision (Art. 24b) was located in a new 
Section 3A (online marketplaces), while Art. 29(3) was under Section 4 with an amended 
scope (providers of very large online platforms and very large search engines). The 
proposed Art. 24b followed a similar wording to the EP proposal (Art. 13a) but included 
both purported or in-effect impairing of the recipients’ autonomy: “Providers of online 
marketplaces shall not design, structure, or organise their online interface in a way that 
either purposefully or in effect deceives or manipulates recipients of the service, by 
subverting or impairing their autonomy, decision-making or choices”. As in the EP 
proposal, the targeted practices were related to interface design, structural or 
organisational aspects. Art. 29(3) on recommender systems aimed to prevent providers 
of very large online platforms from designing, structuring or organising the online 
interface for the options offered to the recipients of the service under Art. 29(1) in a 
manner that subverts or impairs the autonomy, decision-making or choices.   

While the DSA has not yet been adopted at the time of writing this report, the expected 
interplay between the DSA and the UCPD is of one complementarity.  

Digital Market Act 

The Digital Markets Act (DMA)67 regulates the practices of the largest gatekeeper 
platforms, which offer platform services such as online intermediation, social media, 
operating systems, cloud services or search engines. In the initial proposal by the 
Commission, there were no specific provisions dealing with dark patterns, or only dealt 
with them indirectly.  

During negotiations, both the European Parliament and the Council proposed new 
provisions specifically tackling dark patterns. Both proposals contained a general ban of 
dark patterns formulated as an ‘anti-circumvention’ rule – expanding the rule of existing 
Art. 11 DSA in the Commission’s proposal. The EP proposed a new Art. 6a that would be 
the current Art. 11 relocated and amended, whereas the Council proposal amends the 
existing Art. 11 ('anti-circumvention) with new paragraphs 1a and 1b, and 4 and 5. With 
both proposals, the aim was to prevent gatekeepers from engaging in any behaviour or 
practice of a contractual, commercial, technical or any other nature that attempt to 
circumvent any of the obligations laid down in Articles 5 or 6 or the quantitative 
thresholds laid down in Art. 3(2) DMA. Additionally, the EP proposal addressed 
‘behaviours discouraging interoperability by using technical protection measures, 
discriminatory terms of service, subjecting application programming interfaces to 
copyright or providing misleading information’ (Art. 6a(1b)). The personal scope of both 
proposed provisions was naturally limited to the sphere of application of the DMA, 
namely the gatekeepers.  
                                                 

67 Proposal for a Regulation of the European Parliament and of the Council on contestable and fair markets in 
the digital sector (Digital Markets Act), COM/2020/842 final. 



Behavioural study on unfair commercial practices in the digital environment:  
dark patterns and manipulative personalisation 

 83 

The negotiations concluded68 with an anti-circumvention rule in Article 7a DMA, tackling 
dark patterns with a general ban of circumventing the quantitative thresholds and a ban 
of circumventing the obligations in Art. 5 and 6 through behaviours “regardless of 
whether this behaviour of a contractual, commercial, technical or any other nature, 
including the use of behavioural techniques or interface design”. Furthermore, 
gatekeepers are prohibited from degrading the conditions or quality of their core platform 
services that are provided to users that avail themselves of the rights or choices in Article 
5 and 6, or to “make the exercise of those rights or choices unduly difficult, including by 
offering choices to the end-user in a non-neutral manner, or by subverting end-users and 
business users’ autonomy, decision-making, or free choice via the structure, design, 
function or manner of operation of a user interface or a part thereof”. A subtle but 
relevant difference from the earlier formulations is an emphasis on dark patterns that 
impair the recipients’ autonomy, decision-making and free choice, not just the technical 
circumvention of the legal obligations in the DMA.  

The expected interplay between the DMA and the UCPD is one of complementarity, with 
the concurrent or additional application of the UCPD’s provisions. The UCPD would also 
serve to fill the gaps as regards the types of platforms and practices that are not covered 
by the DMA.  

Artificial Intelligence Act  

The AI Act, which has not yet been adopted at the time of writing this report, provides 
for harmonised rules for the placing on the market, the putting into service and the use 
of artificial intelligence systems in the EU. Following a risk-based approach, the AI Act 
classifies certain uses of AI systems as prohibited, and sets out requirements for high-
risk AI systems and other AI systems. The Commission’s proposal from April 2021 
included two bans of specific manipulation practices carried out via the use of an AI 
system that may be labelled as dark patterns. The EP and the Council have not adopted 
their positions on the AI Act yet. 

Dark pattern related practices are included in Art. 5 of the COM proposal as prohibited 
uses of AI systems - Art. 5(1)(a): “deploys subliminal techniques beyond a person’s 
consciousness in order to materially distort a person’s behaviour in a manner that causes 
or is likely to cause that person or another person physical or psychological harm” and 
Art. 5(1)(b): “exploits any of the vulnerabilities of a specific group of persons due to their 
age, physical or mental disability, in order to materially distort the behaviour of a person 
pertaining to that group in a manner that causes or is likely to cause that person or 
another person physical or psychological harm”. The formulation of the prohibitions is 
very similar to the UCPD, with the use of the expression ‘to materially distort a person’s 
behaviour’. However, there are certain limitations of the scope: the practices are only 
prohibited when carried out via the use of an AI system; the type of vulnerabilities 
covered in Art. 5(1)(b) are limited to age, physical and mental disability; and both Art. 
5(1)(a) and (b) do not cover economic harm. That means that the UCPD would 
complement the AI Act with respect to the deployment of dark patterns through other 
technological means, as well as for the vulnerabilities unaddressed and for economic 
harm. However, compared to the UCPD, the AI Act is not limited by a requirement of 
having a connection to a commercial, promotional or trade purpose, as it covers a wide 
range of practices, going beyond business-to-consumer transactions.  

In the area of personalised practices, the AI Act classifies as a high risk system (Annex 
III): “AI systems intended to be used to evaluate the creditworthiness of natural persons 
or establish their credit score, with the exception of AI systems put into service by small 
scale providers for their own use”. Personalised creditworthiness assessments would 
therefore be subject to a more comprehensive set of obligations, including transparency 
requirements towards authorities and having in place risk management systems. For 

                                                 

68 https://ec.europa.eu/commission/presscorner/detail/en/ip_22_1978  

https://ec.europa.eu/commission/presscorner/detail/en/ip_22_1978
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other types of AI systems, such as chatbots, the AI Act proposed certain transparency 
obligations towards the affected people. 

Data Act  

The Data Act aims to maximise the value of data in the economy by ensuring that a 
wider range of stakeholders gain control over their data from connected devices, to share 
such data with third parties and that more data is available for innovative use, while 
preserving incentives to invest in data generation.  

The Commission’s proposal from February 2022 refers to dark patterns in Article 5, which 
concerns the right to share data with third parties, and states that third parties should 
only access additional information that is necessary for the provision of the service 
requested by the user, and they should process it exclusively for the purposes agreed 
with the user, without interference from the data holder. Article 6(2)(a) stipulates that 
the third party should not “coerce, deceive or manipulate the user in any way, by 
subverting or impairing the autonomy, decision making or choices of the user, including 
by means of a digital interface with the user”. As explained in Recital 34, it should be as 
easy for the user to refuse or discontinue access by the third party to the data as it is for 
the user to authorise access, and traders should not rely on dark patterns, which are 
defined as follows: “Dark patterns are design techniques that push or deceive consumers 
into decisions that have negative consequences for them. These manipulative techniques 
can be used to persuade users, particularly vulnerable consumers, to engage in 
unwanted behaviours, and to deceive users by nudging them into decisions on data 
disclosure transactions or to unreasonably bias the decision-making of the users of the 
service, in a way that subverts and impairs their autonomy, decision-making and choice. 
Common and legitimate commercial practices that are in compliance with Union law 
should not in themselves be regarded as constituting dark patterns.”  

The expected interplay between the Data Act and the UCPD is one of complementarity, 
with the concurrent or additional application of the UCPD’s provisions (see Recital 9 of 
the Data Act).  
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4. Measuring the impact of unfair practices 

In order to assess and quantify the impact of the unfair commercial practices examined 
in this study on consumers, it is first paramount to evaluate the extent to which 
consumers can detect these practices, as this influences the extent to which the practices 
can impact consumers, as well as the manner in which they are impacted. The first sub-
section explores the consumers’ level of awareness and how they perceive and 
experience these practices. The next sub-sections present evidence regarding the impact 
of these practices on consumer behaviour, including the results of the two behavioural 
experiments conducted for this study.   

4.1. Consumer awareness and experiences 

Consumer awareness of dark patterns is limited, which inevitably affects whether they 
can respond to these practices in digital environments. Consumer awareness and 
experiences with unfair commercial practices were evaluated through several activities, 
namely the expert interviews, digital ethnography and mystery shopping exercises 
conducted as part of Task 1, and the behavioural experiments of Task 2. The main 
findings of these activities are summarised below. 

The interviews conducted with experts revealed that a key issue is the lack of consumer 
awareness and the lack of consumer complaints. Dark patterns are hidden, subtle 
and manipulative in nature, so it is difficult to spot and report them. During the 
mystery shopping exercise conducted in this study, mystery shoppers found that on 
some websites/apps it was relatively easy to find the manipulative practices because 
they were fairly obvious (e.g., Google, eBay, Expedia, Aliexpress) but in other cases, 
mystery shoppers had to perform a lot of tasks and spend more time trying to identify 
them (e.g., Fitbit app). In one case, a mystery shopper was not able to identify any 
manipulative practices, despite their presence (Pazarujav, WhatsApp and Samsung 
Health). Therefore, the identification of such practices is not an easy task for most 
consumers, even in situations where they are given instructions and specifically asked to 
identify such practices. Even if a consumer identifies an unfair practice, they will 
generally not raise a complaint. The consumer may give little importance to what 
happened because they are used to such issues and do not want to spend time raising 
problems. Another possibility is that a consumer who has been manipulated is 
embarrassed about being tricked and does not want to draw more attention to the 
problem.  

Based on the digital ethnography exercise conducted in this study, the main category of 
consumers that regularly reports such issues already have some expertise in UX design 
or a greater awareness of dark patterns. They generally use dedicated accounts, 
hashtags, and forums for this purpose. The results of the ethnography69, presented in 
Annex section 5, confirm that the highest levels of awareness tend to concern 
individuals who are already involved or educated on dark patterns, either from 
the side of the industry, policymaking, academia or consumer associations. Awareness 
regarding dark patterns is thus lower for the ordinary consumer who has no prior training 
or information on the concept of dark patterns. The analysis of blogs, forums and social 
media posts and comments about dark patterns, unfair commercial practices and 
manipulative data personalisation showed that the users engaged in these posts appear 
aware of these practices to some extent, but with different backgrounds and levels of 
expertise. On Twitter, the relevant posts commenting or analysing unfair practices or 

                                                 

69 The most informative sources for this digital ethnography exercise were social media accounts (such as the 
Twitter account @darkpatterns, the hashtag #darkpatterns and the Reddit subreddit r/dark ptterns), 
groups, and feeds, where we could observe and analyse the posts and comments from users about dark 
patterns and unfair commercial practices. The detailed methodology followed in this activity can be found in 
Annex section 8.3, and the results of the activity concerning consumer awareness specifically in Annex 
section 12.1. 
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sharing resources on relevant legislation or news, often come from individuals already 
involved or educated on the topic. On the other hand, we can assume that posts from 
individuals asking on Twitter or Reddit whether a specific practice is a dark pattern, or 
commenting about their own experience, tend to come from regular users who try to 
inform themselves to improve their critical choices, sometimes to seek for help, and often 
more generally to raise awareness about some practices in order to help other consumers 
and to shame the responsible companies. Such content also comes from individuals that 
are directly working in the UX or technology sector, as shown by a 2018 study, which 
assessed that the majority of Twitter’s #darkpatterns authors held occupations or 
education in fields related to UX design.70   

The interviews conducted with experts showed that consumers often consider unfair 
practices as part of their digital experience – as something they have to go through 
in order to access a website or an app (e.g., clicking on “accept all” to cookie consent 
notice). Consumers are often forced to accept unfair practices in order to effectively 
participate in the online environment, especially younger consumers. An expert noted 
that there is a sense of disempowerment in consumers, as they have to give up things in 
order to access digital services. Another expert argued that at the individual level, the 
negative impact is often very marginal, and consumers do not even perceive it. However, 
the sum of all the individual cases makes it a fundamental problem from a consumer 
protection perspective. As shown in the exercises conducted in this study, when 
consumers are educated on the subject and shown examples of dark patterns, 
they realise that they have often encountered such practices in the digital 
environment. Without awareness-raising, they lacked the terminology to describe the 
unfair practices and to recognise them. All the experts interviewed agreed that if these 
practices were better explained, consumers would better understand their problematic 
nature.   

However, some experts were critical about the strategic importance of awareness-raising 
campaigns as a way to address such unfair practices. Many consumers trust online 
traders and even if they become more aware of problems, consumers may believe that 
the situation cannot be changed through their actions. Furthermore, the individual impact 
on consumers may be too small compared to the high costs of filing a complaint or 
raising concerns in public about it. This is concerning, since evidence shows that mild 
dark patterns are more effective at manipulating consumers (Luguri & Strahilevitz, 
2021), but these are often the practices with a more minor impact and trigger fewer 
reactions from consumers.  

The mystery shopping exercise shed some light on consumer perceptions of dark 
patterns. Overall, mystery shoppers considered most of the websites/apps analysed as 
intuitive and easy to navigate. Only a few were considered confusing to navigate and led 
to a negative perception from mystery shoppers (e.g., app Mi Fit), in some cases 
because mystery shoppers were not used to browsing these websites/apps. Some 
websites/apps made the mystery shoppers feel overwhelmed and confused due to an 
overloaded design, with too much information and too many offers (e.g., Amazon, 
Aliexpress). On the Aliexpress website and app, the overload of information combined 
with frequent dark patterns (e.g., nagging, bait and switch, activity and low stock 
messages, countdown, hidden costs) generated mistrust and discouraged mystery 
shoppers from buying from this type of websites. In the case of Amazon, to a lesser 
extent, but considering how popular the website is, mystery shoppers also found 
themselves overwhelmed. 

In general terms, the manipulative practices were perceived as annoying by the 
mystery shoppers. In apps where they perceived a higher level of aggressiveness and 
identified many manipulative practices, mystery shoppers said they were reluctant to 
                                                 

70 Fansher et al (2018). #darkpatterns: UX Practitioner Conversations About Ethical Design 
https://doi.org/10.1145/3170427.3188553  
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stay long on the app and to share private data, and claimed to have quickly uninstalled 
the app from their mobile phone (e.g., Viber Messenger). On the other hand, other 
websites/apps, although they also use unfair practices, were considered more subtle, and 
consumers felt more comfortable navigating through them (e.g., Airbnb App: “Even 
though you know you are totally directed, you feel cared for and comfortable”). This was 
also detected by Di Geronimo et al. (2020), who measured the perceptions of dark 
patterns in mobile apps through an online survey experiment with 589 users. They found 
that some participants explained that dark patterns are so widely spread and common 
among modern applications that they become part of the normal interaction flow when 
using apps, as discussed in the prior sub-section. In fact, with certain popular and 
frequently used sites - although the unfair practices are obvious or very frequent – 
mystery shoppers were more understanding and, to a certain extent, forgiving 
(e.g. Facebook “everybody knows they make use of them, but they are fully integrated in 
a totally natural way that you even don’t notice them”, or Netflix: “although I found some 
manipulative practices, in all honesty, I think the high-quality service that the website 
and app provide are worth it”). 

The digital ethnography provided additional insights on consumer perceptions. For the 
same type of dark pattern, consumers could observe different levels of subtleness 
(distinguishing between aggressive dark patterns and milder dark patterns), which raised 
debates about whether a practice could be qualified as a dark pattern. Experiences with 
dark patterns were generally rated as frustrating and as attempts to manipulate the user. 
Several examples of posts and screenshots per type of practices are presented in Annex 
7.5.2. 

After conducting the scoping lab experiment (see Annex section 9.3 for an overview of 
the results)71, consumers were asked several questions regarding their experience, as 
shown in Box 1.  

Box 1 Post-task questionnaire 

For the following set of questions, please reply on a scale from 1 to 5.  

1. How easy was it to understand the information? 

2. Did you feel any frustration while completing the task?  

3. How transparent do you think the information (price, terms, etc.) presented in 
the task are?  

4. How trustworthy do you consider this website and the information provided to 
you?  

5. How aggressive did you perceive this website? 

6. Did you feel manipulated while completing the task? 

Each participant was then interviewed by a moderator at the end of each task. The 
questions that were asked during this phase are reported below.   

1. Did you experience any problems? Yes/No. If yes, which problems did you 
experience? 

2. Did the presence of any specific design interface (e.g., the way information was 
presented) or other commercial practice affect your decisions? If yes, how? 

3. In general, do you think there is a need for additional information displayed on 
the websites/apps? If yes, which ones? 

                                                 

71 For further details on the methodology followed in the scoping lab experiment, please refer to Annex section 
9.1. 
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Figure 18 Responses to the questionnaire after Task 1 

 

As shown in the Figure above, the results revealed that consumers felt more 
manipulated when exposed to forced action and personalisation, compared to the 
control group that was not exposed to this dark pattern. However, this difference 
between the control and treatment groups was not significant for the other two dark 
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information, they perceived information on the website to be less transparent, and 
perceived the websites to be less trustworthy compared to the control group. 63% of the 
respondents belonging to the treatment group reported that the personalised forced 
action pop-up did not allow them to view all the information, that it was not clear how to 
close the pop-up, and that such features affected their decisions. This suggests that 
participants had generally negative perceptions of websites containing this dark pattern 
when comparing these to websites with no unfair practices. 

Figure 19 Responses to the questionnaire after Task 2 
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Interestingly, when exposed to confirmshaming, the treatment group reported less 
frustration, perceived website aggressiveness to be lower (tendency close to the 
significance level) and felt less manipulated (tendency close to the significance level) in 
comparison to the control group. This may indicate some sort of habituation towards 
confirmshaming practices by consumers and is in line with Luguri & Strahilevitz’s (2021) 
results, who found that mood levels were similar between a control condition and a 
condition where participants were exposed to confirmshaming. At the same time, the 
treatment group reported that they perceived information to be less transparent in 
comparison to the control group. The answers given in response to open questions 
showed a slightly higher percentage of subjects reporting that the confirmshaming 
practice affected their decision in the treatment group (31%) in comparison to the 
control group (17%).  

Figure 20 Responses to the questionnaire after Task 3 
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problematic from different perspectives. Adopting their distinction between individual 
welfare, collective welfare, and right-based perspectives, in this section we present the 
main findings from the literature regarding the impact of such practices on consumers. 

The primary concern in the literature is individual consumer welfare, which can be 
divided into three main categories (Mathur, 2021): (i) economic harm (when dark 
patterns cause a financial loss as a consequence of a purchase that the consumer would 
not have done); (ii) invasion of privacy (when dark patterns undermine consumers’ 
privacy, for instance through default options and cookies consent), and (iii) cognitive 
burden (when dark patterns cause them to expend unnecessary time, energy, and 
attention).  

Economic harm is a key focus of EU consumer protection policy and of the UCPD in 
particular, which stipulates as its material scope “unfair commercial practices harming 
consumers' economic interests” (Article 1 UCPD). There are two potential sources of 
economic harm in the context of manipulative practices (Susser & Grimaldi, 2021). First, 
dark patterns and manipulative personalisation practices may induce consumers to 
purchase products which they may have otherwise not chosen to purchase, leading to an 
inefficient allocation of products. Secondly, these practices may allow sellers to charge 
more for products than what consumers would be willing to pay. While this targeted 
pricing has been used by marketers for long, it is undeniable that the use of data for 
price customisation is developing quickly, and increasingly worries consumers.  

Studies have also explored various cognitive burdens. For example, Conti and Sobiesk 
(2010) measured the level of frustration users felt with eight common malicious interface 
techniques. However, as noted by Mathur (2021, p.21), there is currently insufficient 
evidence on individual cognitive burdens and neurophysiological indicators. The present 
study will make a contribution to fill this gap (see the results of the scoping lab 
experiment). Cognitive burdens associated with dark patterns can sometimes lead to 
additional consumer detriment in the form of mental health harms (e.g., in the case of 
gambling addictions or social media). There is a risk of developing recognised disorders, 
like internet and gaming addictions, animated by traditional symptoms of dependency, 
such as excessive use, withdrawal, and tolerance. Cognitive burdens can also lead to 
other problems, such as loss of opportunity, as the attention is bound somewhere else. 

When measuring the impacts of dark patterns, a key challenge is to establish the 
baseline standard. The UCPD uses the ‘average consumer’ (reasonably well informed, 
observant, and circumspect) as a benchmark. The UCPD adopted this notion to strike a 
balance between the need to protect consumers and the promotion of free trade in a 
competitive market. The Directive is based on the idea that, for instance, a national 
measure prohibiting claims that might deceive only a very credulous, naive or cursory 
consumer would be disproportionate and create an unjustified barrier to trade. However, 
as noted by some authors (e.g., Trzaskowski, 2011), the practical workability of the test 
of the average consumer is dubious, as it requires of consumers an overly demanding 
standard of rationality and information without paying much attention to actual consumer 
behaviour. For instance, Purnhagen (2017) claimed that recent interpretations of the 
Court of Justice of the EU on the average consumer should be considered as a first step 
to deviate from a strict application of such a benchmark and to implement behavioural 
insights for a more realistic description of human behaviour. Nonetheless, as stated in 
expert interviews, the concept of the average consumer, which has been criticised as not 
being realistic enough, is not describing the reality on purpose. The concept tries to 
balance what can be reasonably expected from consumers and traders in a market 
environment.  

These considerations are even more relevant when considering the concept of the 
‘vulnerable consumer’ provided by the UCPD. The Directive is based on the idea that, 
whilst it is appropriate to protect all types of consumers from unfair commercial 
practices, consumers who qualify as members of one of the groups considered vulnerable 
(i.e., mental or physical infirmity, age or credulity) should be ensured of a higher level of 
protection. Legal scholars have criticized the rigidity of the distinction between either the 
average or the vulnerable consumer (Howells et al., 2018). Certainly, some categories of 
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consumers are still more vulnerable than others also in the online context, as suggested 
by El Shamy (2017), who identified older adults as one of the most vulnerable groups in 
the e-commerce sector. This was also corroborated by Bongard-Blanchy et al (2021) 
more recently through an online survey, which detected an inverse correlation between 
people’s age and their awareness of the influence of online designs on themselves. 
However, the expansion of the digital environment has made the distinction between 
vulnerable and average consumer even more unfit to protect consumers from the 
widespread online commercial practices. As BEUC (2021) pointed out, the vulnerable 
consumer is no longer the exception, nor is the ordinary or average consumer the rule. 
In fact, Bongard-Blanchy et al (2021) found that, even if younger individuals identify 
dark patterns online more easily, they are not as knowledgeable regarding the effect that 
these may have on them. Those who identified manipulative online designs were actually 
those who perceived themselves as being less likely to be influenced by them. The new 
persuasion techniques enabled by the digital environment can be directed, very 
purposefully, at making consumers – even those that do not belong to the typical 
categories of vulnerable consumers listed above – vulnerable, in the sense of affecting 
their ability to rationally deal with a particular practice. For example, there have been 
cases reported of gambling apps profiling users on their personal vulnerabilities and 
addictions, to show them ads and marketing material to win back users who had stopped 
gambling.72 In conclusion, in digital marketplaces, most if not all consumers are 
potentially vulnerable and, to counter this reality, BEUC (2021) has proposed a new 
concept of “digital asymmetry” that describes a universal state of defencelessness and 
susceptibility to (the exploitation of) power imbalances that are the result of increasing 
automation of commerce, datafied consumer-seller relations and the very architecture of 
digital marketplaces. 

This view was also shared by most of the experts interviewed, who agreed that the 
current definition of ‘vulnerable consumer’ provided in the UCPD is not effective for the 
digital context, or at least it is insufficient. An expert stated that a more psychological 
analysis of consumer behaviour would bring a more nuanced perspective, for example 
checking if people are prone to risks or conform to social norms, but it would require a 
lot of tests on consumers. Other experts even stated that the vulnerable consumer is 
something that does not reflect the reality. The findings from behavioural economics 
show that everyone is exposed to biases and cognitive limitations. This is not a sign of a 
particular vulnerability due to certain socio-economic characteristics, as everyone shares 
a sort of bounded rationality. Everyone is potentially influenced and manipulated, 
especially in the digital context. Any consumer may be found vulnerable in certain 
circumstances in the digital environment. For instance, one expert reported an anecdote 
about a Minister for Digital Affairs who downloaded an app and inadvertently shared all 
the personal contacts with the app (including very sensitive ones, as the Prime Minister’s 
phone number). In this case, even a person that is very knowledgeable on digital policy 
fell victim to dark patterns.  

A second concern, less explored in the literature, relates to the impact of unfair 
commercial practices on collective welfare. Again, Mathur et al. (2021) present three 
main examples of collective welfare impacted: (i) competition (dark patterns harm 
competition by generating switching costs to consumers or even obstructing their 
choices); (ii) price transparency (dark patterns hide the true costs of products from 
consumers and prevent them from comparison shopping), and (iii) trust in the market 
(dark patterns can undermine consumer trust in markets and hurt companies who 
engage in legitimate and honest practices). In relation to trust, for instance, Luguri et al. 
(2019) point out that consumers overestimate the extent to which the legal system 
protects their interests in privacy and security, and they may be trusting third parties 
with their data on the basis of such mistaken assumptions. Moreover, both Maier & Harr 
(2020) and Gray et al. (2021) argue that the excessive use of manipulative techniques 
                                                 

72 Satariano A. (2021). What a Gambling App Knows About You. The New York Times. 
https://www.nytimes.com/2021/03/24/technology/gambling-apps-tracking-sky-bet.html  

https://www.nytimes.com/2021/03/24/technology/gambling-apps-tracking-sky-bet.html
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weakens the trust that users have towards a company and can compromise the 
company’s credibility, which can also affect their trust in digital products more broadly. 
Other authors (Day and Stemler, 2020) discussed whether dark patterns are 
anticompetitive and conclude that the key in making this judgement should be “whether 
the design was meant to enhance addiction and manipulate usage while providing 
consumers with a qualitatively worse product.” Overall, there is little attention on the 
impact on collective welfare, but it is nevertheless important in the broader discussion 
from the consumer protection perspective. Although individual consumers may tolerate 
dark patterns in some cases, condoning manipulative practices is associated with 
significant risks and costs to society, going beyond the context of business-to-consumer 
practices. 

In addition to the welfare perspectives, negative impacts on consumers should also be 
considered from a rights-based perspective. Under this lens, a dark pattern is a 
practice that undermines individual decision-making and autonomy. Given their 
manipulative nature, most dark patterns attempt to undermine individual autonomy, in 
particular those patterns that promote addiction. On this point, Day (2020) argues that 
through online manipulation, platforms can reduce a user’s autonomy by invading 
individual decision-making, and such tactics implicate so called “decisional privacy”. This 
type of privacy is comparable to autonomy, and it is eroded when manipulation invades 
internal thought processes, reduces free will, or interferes with a user’s self-interest. For 
autonomy to be possible, users must enjoy reasonable means to select among options to 
achieve their goals. However, the attention cycle that is designed to increase the amount 
of time spent on the platform, can invade such decisional privacy. In conclusion, there 
are tangible negative impacts when analysing these practices through a rights-based 
perspective. However, the main challenge of this perspective is the measurement of the 
extent to which a practice violates individual autonomy.  

As flagged throughout the interviews with experts, the impacts on consumers vary case 
to case, and are very difficult to quantify. The experts identified negative impacts such as 
financial loss, loss of choice, loss of privacy, loss of autonomy, waste of time, frustration, 
and distrust. In addition, one expert stressed the importance of considering both the 
impact on the individual consumer and on society. For example, being locked into a 
service has an individual financial impact (paying more for a service), as well as a 
societal impact (cannot shop around, less competition). Similarly, this happens in the 
case of privacy violation. Individually, the consumer’s privacy is violated, but privacy is 
also a public good and individual consumer data may also reveal something about the 
people around them.  

Even though the measurement of the effectiveness of such practices remains challenging, 
existing literature provides some empirical evidence. Online traders conduct A/B 
testing73 to compare the impact of different variants on consumer behaviours to optimise 
engagement in their websites (Grimmelmann, 2015). While many online traders 
continuously test small modifications of user interface with classic A/B testing, sometimes 
going beyond what is permissible (Kramera et al., 2014), it is more difficult for 
researchers to conduct large scale experiments. However, there are relevant examples in 
the literature.  

As part of another study for the European Commission investigating advertising and 
marketing practices in travel booking websites and apps74, a  behavioural experiment 
was conductedin 10 Member States with 700 participants per country to test the 
effectiveness of seven commercial practices from five categories: social proof (“Review”- 
Displaying a high review score of 9.2 and “Recommended” – indicating that an offer was 

                                                 

73 A/B testing is a way to compare two versions of something to figure out which performs better. While it is 
most often associated with websites and apps, the method is almost 100 years old and it is one of the 
simplest forms of a randomised controlled experiment.  

74 https://op.europa.eu/en/publication-detail/-/publication/623f1ae8-1356-11eb-9a54-
01aa75ed71a1/language-en  

https://op.europa.eu/en/publication-detail/-/publication/623f1ae8-1356-11eb-9a54-01aa75ed71a1/language-en
https://op.europa.eu/en/publication-detail/-/publication/623f1ae8-1356-11eb-9a54-01aa75ed71a1/language-en
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recommended); discount claim (“Reference pricing”- indicating an offer was on sale 
relative to a reference price and “Best Price Guarantees” - guaranteeing the offer had the 
best price); pressure selling (“Limited time offer”, such as ”Only two seats remaining”, 
and a limited offer) and hidden charges (drip pricing). Participants in this experiment 
conducted three purchase tasks (flight ticket; hotel room; holiday package) covering 16 
conditions: the seven commercial practices (plus one control condition) and the price 
level, which was two-fold (large +15% and small difference +8%), in a full factorial 
design.  

Some commercial practices were found to impact consumer decisions. The study found 
that “Review” increased the likelihood of selecting the target option (which was the one 
targeted by the commercial practice) by 25% in the case of the holiday package and by 
29% in the case of the hotel room. This commercial practice did not apply for the flight 
ticket. In the case of the “Recommended” practice, the likelihood of selecting the target 
option was increased by 24%, 18% and 21% for the flight ticket, holiday package, and 
hotel room respectively. In the case of “reference pricing”, this increased the likelihood of 
buying the target option by 4%, 5% and 7% in the case of the flight ticket, the holiday 
package, and the hotel room respectively. “Best price guarantees” increased the 
likelihood of buying the target option by 19%, 17% and 14% in the case of the flight 
ticket, the holiday package, and the hotel room respectively. However, the effect of the 
other practices was not as significant. For example, “Scarcity claims” had no effect for 
any of the tasks, “Pressure selling” only had a significant effect on the likelihood of 
buying the target option of 3% for the hotel room only, and “Drip pricing” had a 
significant effect on the likelihood of buying the target option for the flight ticket and the 
holiday package of 3% and 7% respectively. 

Luguri et al. (2019) tested the effects of aggressive and mild dark patterns on consumer 
decision-making with a randomised control trial of some 2000 participants. The authors 
conducted an online experiment, which deceived participants of an online survey about 
privacy into believing that because they expressed a strong interest in privacy (as 
respondents typically do in surveys) they had been subscribed into costly identity-theft 
protection service and would give them the opportunity to opt out. Participants were then 
allowed to either accept or decline the identity-theft protection program. But the steps 
that were required to do so varied by the level of the dark pattern manipulation (control 
group, mild dark pattern condition and aggressive dark pattern condition). The authors 
also included a personality test to control whether certain personality traits would predict 
susceptibility to dark pattern manipulation.  

The experimental results showed that in both the mild and aggressive conditions, dark 
patterns are effective at influencing consumer choices. Though only a small percentage of 
participants were truly interested in the identity-theft protection program, a much larger 
percentage decided to accept the program after being exposed to dark patterns. 
Interestingly, the assessment of participants’ emotions suggests that if companies go too 
far and present customers with very aggressive dark patterns designed to nudge them, it 
might result in a backlash and the loss of good will. As for the mental harm, the study 
suggested that overexposure to dark patterns can irritate people. Respondents in the 
aggressive dark pattern condition reported being more aggravated and were more likely 
to express anger spontaneously. In addition to mood, another potential kind of backlash 
that dark patterns might elicit is disengagement. Results show that people might 
negatively react because they feel pressured, leading them to want to avoid the dark 
patterns either in the moment or be hesitant to interact with the entity that employed 
the dark patterns in the future.  

The effects of user interface design on the choice of privacy settings have been explored 
both in the academic literature and in other studies launched by consumer associations. 
The Norwegian Consumer Council (2018) analysed a sample of settings in Facebook, 
Google, and Windows 10, and showed how default settings and dark patterns, techniques 
and features of interface design meant to manipulate users, are used to nudge users 
towards privacy intrusive options. The findings include privacy intrusive default settings, 
misleading wording, giving users an illusion of control, hiding away privacy-friendly 
choices, take-it-or-leave-it choices, and choice architectures where choosing the privacy 
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friendly option requires more effort for the users. The results of this and other similar 
studies raise questions whether these practices are in accordance with important data 
protection principles in the GDPR, such as data protection by design and data protection 
by default.  

The effect of dark patterns on privacy settings were also tested in an experimental study 
(Utz et al., 2019). This study provided empirical evidence on the influence of the 
position, type of choice, and content framing in cookie consent notices through three 
experiments involving a total of 80,000 users of an e-commerce website. The 
experimental evidence showed that seemingly small implementation decisions can 
substantially impact whether and how people interact with consent notices. For instance, 
the results showed that nudging (highlighting “Accept” buttons or pre-selecting 
checkboxes) substantially affects people’s acceptance of cookies, providing clear 
evidence for the interference of such dark patterns with people’s consent decisions. 
Moreover, the survey answers showed that participants think that no data is collected 
unless they make a decision, showing that privacy by default is the expected 
functionality, although this is not the current practice. In line with these findings, Graßl 
et al. (2021) provided additional experimental evidence supporting the persuasive power 
of design nudges on users consent choices. The authors conducted two experiments. In 
Experiment 1 (featuring dark patterns that people are used to) the results were 
inconclusive. However, in Experiment 2 (featuring bright patterns, i.e., nudges towards 
privacy-friendly options), two out of the three tested design nudges substantially affected 
people’s consent choices in the hypothesised direction. Overall, the findings suggest that 
many current implementations of cookie consent requests do not enable meaningful 
choices by internet users. Regarding the surprising results of the first experiment, the 
authors argue that form of conditioning may happen, ultimately leading people to behave 
in a certain way even in absence of a dark pattern.  

More recently, the Chilean National Consumer Service (SERNAC) sought to explore what 
factors influenced consumer acceptance of additional cookies through a field experiment 
run on the SERNAC website with 70,208 users (SERNAC, 2022). They tested how the 
aesthetic manipulation of consent requests and the manipulation of default options 
affected the extent to which consumers accepted or rejected additional cookies. They 
found that by highlighting the options where consumers could reject additional cookies 
and by requiring by default the explicit consent of consumers, they increased the 
probability of consumers rejecting additional cookies by 94 and 86 percentage points 
respectively. In addition, they found that even the provision of links to website cookie 
policies can lead to consumer detriment if combined with the automatic preselection of 
additional cookies, as only 1.4% of users actually accessed this link.  

On the same topic, Nouwens et al. (2020) analysed how the most prevalent consent 
management platforms (CMP) designs affect people’s consent choices. The authors also 
found that dark patterns and implied consent are ubiquitous; only 11.8% of the CMP 
analysed meet the minimal requirements set based on European law. The authors also 
conducted a field experiment with 40 participants to investigate how the eight most 
common designs affect consent choices. The experimental results indicate how two of the 
most common consent interface designs – not showing a “reject all” button on the first 
page; and showing bulk options before showing granular control – make it more likely for 
users to provide consent, violating the principle of “freely given”. The qualitative 
reflections of the participants, however, call into question the entire notice-and-consent 
model not because of specific design decisions but merely because an action is required 
before the user can accomplish their main task and because they appear too frequently if 
they are shown on a website-by-website basis.  

Another relevant contribution is provided by Di Geronimo et al. (2020), who measured 
the perceptions of dark patterns in mobile apps through an online survey experiment 
with 589 users. During the experiment, the majority of users were either not able to 
detect dark patterns or were not sure about them. Some participants explained that dark 
patterns are so widely spread and common among modern applications that they become 
part of the normal interaction flow when using apps. The authors conclude that 
pervasiveness may be one of the reasons why dark patterns are hard to spot. However, 
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the experimental results show that users perform better when they are more 
knowledgeable on the topic or primed on the issue, thus indicating that knowing about 
dark pattern does help to detect them. 

Furthermore, Blake et al. (2020) contributed to the research on “drip pricing” - where 
mandatory fees are disclosed at a later stage in the consumer’s purchasing process than 
the base price of a good – with a large-scale field experiment on the secondary 
marketplace for event tickets StubHub.com. Previous studies have demonstrated that 
consumers are more likely to purchase goods when fees are obfuscated. The authors of 
the paper involved millions of online consumers to confirm what small-scale studies have 
shown, and they used detailed data to expose behaviours along the purchase funnel. 
Second, and more novel, they showed that price salience affects not only whether a 
consumer chooses to purchase any product, but also affects their choice of which product 
to purchase. In the experimental setting, more expensive tickets were associated with 
better (higher quality) seats. The authors show that when fees are less salient consumers 
are more likely to select and purchase more expensive tickets.  

Finally, Luguri & Strahilevitz (2021) conducted two large-scale experiments on 
representative samples of American consumers to quantify the influence of dark patterns. 
The first online survey focused on measuring the influence of aggressive versus mild 
forms of dark patterns, while the second survey sought to isolate the influence of 
different dark patterns. The first experiment revealed that, compared to a control group 
where consumers were not exposed to dark patterns, those exposed to mild dark 
patterns were twice as likely to subscribe to a dubious service, while those exposed to 
aggressive dark patterns were four times more likely. Regarding the second experiment, 
the authors found that hidden information, trick question, and obstruction strategies 
were the most likely to nudge consumers to make decisions that they were likely to 
regret or misunderstand. Other dark patterns, such as confirmshaming and social proof, 
only had a moderate impact on this likelihood, while others such as messages pushing 
consumers to act now so as to receive a free trial (i.e., scarcity condition) had no 
influence. Overall, the key result of these two experiments is that decision architecture, 
and not price, often drives the purchasing decisions of consumers. 

4.3. Behavioural experiment 1: physiological and psychological impacts 

As reported in the previous section, Mathur (2021, p.21) suggested that it would be 
interesting to measure individual cognitive burden with surveys or experiments 
employing various neurophysiological measures. The first behavioural experiment – the 
scoping lab experiment – was designed to attempt the latter, measuring the impact of 
three dark patterns on the neurophysiological and psychological states of consumers. It 
tested the impact of three dark pattern scenarios: forced action and personalisation, 
confirmshaming, and interface interference (preselection and trick question). All the 
objectives of this experiment, as well as the methods used, are detailed in Annex 7.2.7.  

The added value of the scoping lab experiment is to gather data associated with the 
emotional and behavioural reactions of consumers in several European countries exposed 
to unfair commercial practices, in comparison to a control condition. In this way, it 
addressed one of the objectives of the study (i.e., the reactions elicited in consumers) 
and one specific research question (R.Q.6. What are the perceived and actual benefits 
and costs, including potential consumer detriment, of these practices for consumers?). 
Consumer detriment was thus measured in terms of psychological and emotional impacts 
as a response to the different practices used. It also presented a novel approach to the 
research on unfair commercial practices and dark patterns, which, as to our 
knowledge, was the first experiment using neurophysiological measurements to 
understand the elicited reactions.  
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This section reports the results of this experiment, referring to the influence of 
commercial practices on the physiological and psychological states of participants75. The 
results confirmed the influence of unfair commercial practices on consumers and 
showed that the integration of neurophysiological and traditional methods can help shed 
more light on how users process dark patterns. It also built on prior findings regarding 
emotional responses to dark patterns (for example, Luguri et al.’s (2019) findings 
reported in the previous section). Nevertheless, it is important to bear in mind that this 
experiment was of a scoping/exploratory nature, and thus the results can only be 
considered indicative of how dark patterns may influence consumers, yet cannot be 
extrapolated to the general population since country differences were too large for the 
statistical tests to be considered externally valid. As such, the second behavioural 
experiment - the online experiment - which will be described in the following section 
sought to translate and expand the findings of the scoping lab experiment by testing 
similar practices on a larger sample so as to confirm the findings presented below.  

Considering the evidence reported before and the importance of allowing the reader to 
consider the context, we structure the following paragraphs by dark pattern tested, 
providing the discussion related to the main findings. The experiment was conducted in 
three countries (Italy, Germany, and Spain) and involved 120 participants in 
total. The sample was divided into two experimental groups (60 participants each). The 
control group was exposed to three web tasks showing no dark patterns, while the 
treatment group was exposed to the same three web tasks showing dark patterns. In 
Task 1, participants in the treatment group were exposed to a personalised 
advertisement with a “forced action” dark pattern while choosing a restaurant. In Task 2, 
participants in the treatment group were steered away from making a certain choice 
using “aggressive” language and emotion (shame). In Task 3, participants in the 
treatment group were exposed to an “interface interference” involving checkboxes (with 
default selections) and a trick question. We then investigated differences in the collected 
neurophysiological and behavioural responses during these three tasks between the 
control and treatment groups.  

4.3.1. Forced action and personalisation 

The results showed that the “forced action and personalisation” unfair practice strongly 
affected consumer behaviour.  

Figure 21 Forced action and personalisation (treatment group, left, control 
group, right) 

 

Source: Authors’ elaboration 

                                                 

75 This section focuses on the most notable results. For the full reporting of the scoping lab results, please refer 
to Annex section 9.3. 
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In particular, the features of the interface available for the treatment group contributed 
to generate a lower “success rate”76, in comparison to the control group. This is in line 
with the findings of the behavioural experiment we conducted as part of a study 
investigating advertising and marketing practices in travel booking websites and apps77, 
which found that commercial practices which involved “pressure selling” effectively 
influenced consumer decisions.  

Subjects exposed to the treatment in this task, in the attempt to skip the pop-up, 
generated a higher number of mouse clicks and most of them, being unable to skip the 
pop-up, performed actions like refreshing the page, downloading the app, clicking the 
“back” button of the browser that led to the abandonment of the task. For this reason, a 
higher percentage of subjects belonging to the treatment group downloaded the app 
through the “Google Play” and “Apple Store” buttons in comparison to the control group. 
In addition, the control group also needed less time to complete the task. 

Eye tracking data confirmed and extended such evidence, showing that, for the 
treatment group, participants were generally unable to skip the pop-up and thus paid 
more attention to most of the pop-up elements in comparison to the control group. In 
this direction, time spent looking at the pop-up and its features (the image, the x-icon, 
the title, the greeting (i.e., “Hi”), the pop-up text, and the AppleStore and Google Play 
icons) showed higher values for the treatment group in comparison to the control group. 
Heat maps78 of subjects belonging to the treatment group showed a wider distribution of 
attention across the websites in comparison to the control group, whose attention was 
mainly focused within the pop-up, indicating the attempt of the treatment group to find a 
solution to skip the pop-up made them carefully process the entire interface. Therefore, 
the results of this task demonstrate the attention-grabbing nature of this dark 
pattern. 

Moving the focus to the percentage of users that saw a specific area of interest, the 
results showed a higher percentage of subjects viewing a specific area of interest related 
to the pop-up’s image, the greeting, the text and the Google Play icon in the treatment 
group in comparison to the control group. On the other hand, a lower percentage of 
participants viewed the pop-up x-icon in the treatment group in comparison to the 
control group. This may be due to the nature of the interface for the treatment group, 
which made it harder for subjects to see the x-icon, that represented the only useful 
element to close the pop-up. This also suggests that in the treatment group, given the 
inability to find the x-icon, many participants may have unwantedly downloaded 
the app or given up on the task given that they could not find a way to move 
forward with the task. In addition, the treatment group took longer to look at certain 
pop-up elements (the title and the text) in comparison to the control group, most likely 

                                                 

76 The success rate (completed with ease, completed with difficulty, failed to complete) was indicated for each 
subject by the moderator, who rated the difficulties experienced by the subject during the task. If the task 
was completed without any concern, it be classified as “completed with ease”, if some concerns were 
spotted and the task was completed, the task was be classified as “completed with difficulty”. In the case 
that the subject was not able to complete the task, it was classified as “Failed to complete”. The moderator 
was aware of the hypotheses, but if the task was completed without any concern or hesitation, it was 
marked as “completed with ease”, while if the user was not able to complete the task it was marked as 
"not completed". All the other cases fell in the category "completed with difficulties". For this reason, we 
believe that the moderator was not influenced in their evaluation by the hypotheses, they were only 
focused on classifying the user behavior considering the aforementioned cases. In addition, the entire 
study across three countries was handled by the same moderator, with +10 years of experience in user 
testing and usability evaluation. 

77 https://op.europa.eu/en/publication-detail/-/publication/623f1ae8-1356-11eb-9a54-
01aa75ed71a1/language-en  

78 The visual representation of attention, by means of heat maps, provides a quick overview of the distribution 
of the visual attention in terms of the number of fixations and it usually aims to identify the region of 
interest that is worth to be explored in the quantitative analysis. In addition, in the current study, data 
presented through heat maps was associated with the country-level analysis, requiring additional effort by 
the researcher in order to identify qualitative insights at the European level.  Therefore, the heat maps 
were complementary to the eye tracking quantitative analysis conducted. 

https://op.europa.eu/en/publication-detail/-/publication/623f1ae8-1356-11eb-9a54-01aa75ed71a1/language-en
https://op.europa.eu/en/publication-detail/-/publication/623f1ae8-1356-11eb-9a54-01aa75ed71a1/language-en
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because, as shown by the time spent looking at each feature, the treatment group spent 
more time looking at stimuli that were located at the top of the pop-up.  

Regarding the neurophysiological measures, the comparison performed between the 
average level of the emotional index, skin level conductance and heart rate (averaged for 
the Task 1’s total duration) associated with the two independent groups showed no 
significant differences. However, an interesting finding was obtained when running more 
detailed analyses. In particular, results showed a statistically significant increase in 
heart rate while subjects belonging to the treatment group were dealing with 
the pop-up in comparison to the entire experience, while no significant differences 
were detected running the same test within the control group. Such HR increase could be 
linked to the activation of the sympathetic nervous system, probably due to the 
occurrence of anxiety and alertness.  

The investigation related to the occurrence of a moderating effect of the health 
dimension and of the agreeableness dimension on the relationship between app 
downloads and experimental group did not show any significant effects. Additional 
investigation of moderating effects showed an almost significant effect on the number of 
clicks during Task 1, where the control group behaved in a similar way independently 
from agreeableness, while within the treatment group a low agreeableness was 
correlated with a significantly higher number of clicks. Such a result could be linked to an 
increased uncertainty induced by the unfair practices on participants with low 
agreeableness, resulting in a higher heart rate (generally associated with states of 
anxiety and alertness) and, in terms of explicit behaviour, more mouse clicks, a common 
behaviour in people who are feeling anxious and shaken.  

Based on these findings, this scoping lab experiment provided an indication that the 
personalisation of advertisements combined with a forced action has an impact 
on the neurophysiological state of individuals as well as the manner in which 
they navigate and interact with a website. Therefore, the second behavioural 
experiment - the online experiment - aimed to further investigate the impact of 
personalisation on user behaviour in order to obtain more reliable, statistically significant 
backing for the impact that personalisation can have on consumers.   

4.3.2. Confirmshaming 

Task 2, which for the treatment group was based on the “confirmshaming” unfair 
practice, provided some surprising results.  

Figure 22 Confirmshaming (treatment group, left, control group, right) 

 

Source: Authors’ elaboration 

First, the features of the interface available for the treatment group did not contribute to 
generate a lower “Success Rate”, in comparison to the control group. All subjects were 
able to complete the task without any difficulties within each group. Regarding 
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the “discount acceptance”, defined as the percentage of people who accepted the 
discount proposed by the pop-up and that was representing the most important 
behavioural outcome in this context, no significant differences between the treatment 
and control groups were detected.   

Nevertheless, eye tracking data highlighted different patterns of attention between the 
treatment and control groups. In particular, heat maps of subjects belonging to the 
treatment group showed that participants spent more time looking at the button saying 
“Yes” in comparison to the control group’s heat maps. In the case of the treatment 
group, this button reported the text “Yes, I love saving money”, while in the case of the 
control group it reported only the text “Yes”. While this could be because participants 
required more reading time, the eye tracking quantitative analysis supports the idea that 
this was because the “Yes” button in the treatment group was more effective at grabbing 
subjects’ attention. In fact, results showed that a higher percentage of subjects noted the 
“Yes” button in the treatment group when compared to the control group.  

In addition, a tendency was detected regarding the time spent viewing different features, 
indicating that the treatment group spent more time processing the “Yes” button 
in comparison to the control group. Regarding the “No” button that in the case of the 
treatment group reported the text “No, I don’t like to save money” and was slightly 
hidden, while in the case of the control group it reported only the text “No” and it was 
designed with the same level of saliency of the first call to action (“Yes”), no differences 
were found while comparing the heat maps associated to the treatment and control 
groups. 

Despite that, a tendency showing longer time to look at the “No” button was detected in 
the treatment group in comparison to the control group. Such a result is likely due not 
only to the different style of the “No” button that was more salient for the control group, 
but also to the longer time spent looking at the “Yes” button in the treatment group in 
comparison with the control group.   

The investigation related to the occurrence of moderating effects of the financial literacy 
dimension and of the agreeableness dimension on the relationship between accepting the 
discount and experimental group did not show any significant effects. Additional 
investigation of moderating effects showed an almost significant moderation effect of the 
financial literacy dimension on the link between emotional index (EI) and experimental 
group. The performed analysis showed that, while people in the control group reacted in 
a very similar way independently of their financial literacy (FL), emotional reactions of 
the treatment group were modulated by their attitude: only participants with medium 
levels of FL reacted in some way positively in term of EI, even if with small deviations, 
that could be due mainly to a higher engagement, while both low and high levels of FL 
were both related to neutral reactions.  

Overall, the findings regarding time spent, time to first fixation and eye tracking suggest 
that the “confirmshaming” unfair practice impacts the way in which consumers 
interact with a website by affecting the areas to which participants pay 
attention. Nonetheless, it is worth considering that the fact that the emotional index, 
galvanic skin response and heart rate were unaffected by the “confirmshaming” 
dark pattern may indicate some sort of immunity towards the practice. Indeed, 
as an increasing number of websites employ messages triggering emotions, it is plausible 
that consumers are increasingly getting used to these practices, thereby explaining the 
lack of emotional reaction. Therefore, the second behavioural experiment – the online 
experiment - tested the impact of a similar practice, “toying with emotions”, in order to 
confirm or disconfirm whether these practices significantly impact the way in which 
consumers behave in online environments, even if emotional reactions do not seem to be 
triggered.  
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4.3.3. Interface interference (preselection and trick question) 

The results showed how the “interface interference (preselection and trick question)” 
unfair practice strongly affected user behaviour.  

Figure 23 Interface interference (treatment group, left, control group, right) 

 

Source: Authors’ elaboration 

In particular, the features of the interface available for the treatment group 
contributed to generate a lower “success rate”, in comparison to the control 
group79. The treatment group showed a higher time on task in comparison to the control 
group, attributable to a higher need to process and understand information presented. In 
addition, the treatment group used a higher number of mouse clicks in comparison to the 
control group, although such results can be explained by the further interactions with the 
additional pop-ups that were designed only for the treatment group. However, 
considering the most important behavioural outcome, it is crucial to highlight that a 
higher percentage of subjects, with respect to the total sample, accepted to 
receive (by only email, by only SMS, by both) extra information in the treatment 
group (33.3%) in comparison to the control group (15%). This suggests that the 
treatment may have had an impact on the behaviour of participants by tricking them into 
accepting to receive more information. 

Eye tracking results highlighted different patterns of visualisation between the treatment 
and control groups. In particular, heat maps related to subjects belonging the treatment 
group showed that participants spent more time looking at the tricky sentence (“Check 
the specific box if you do not wish to receive sales information and other information 
related to Next”), in comparison to the control group, that was exposed to the same 
sentence without any negation (“Check the specific box if you wish to receive sales 
information and other information related to Next”). In addition, the treatment group 
showed more attention (in terms of number of fixations) to the bottom texts reporting 
details about the privacy policy of the website (“Next”), reflecting a higher need to read 
carefully and understand the privacy policy specifications than participants in the control 
group. Such results are further confirmed by eye tracking quantitative data, which 
showed that the treatment group spent more time looking at the main sentence that was 
differently designed across groups and on the first privacy block when compared to the 
control group. In addition, they spent more time looking at the SMS checkbox than the 
control group. The same evidence was not obtained for the email checkbox and, 
considering that subjects exposed to a tricky question seem to be more sensitive to extra 
information delivered by SMS in comparison to subjects exposed to a control condition, it 
could be interesting to investigate in future research if such a pattern of results could be 

                                                 

79 It is important to note that apparently no differences were clearly visible while comparing the “Success Rate” 
between groups, but performing a deeper investigation, it was possible to detect specific details that have 
been taken into account for the analysis. 
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explained by the different level of perceived invasiveness of the two channels, email and 
SMS, where the latter one may be perceived as more invasive.  

Furthermore, in the treatment group, participants on average took longer to look at the 
second privacy block in comparison to the control group. The underlying causes of such 
evidence could be attributable to participants in the treatment group spending more time 
on the areas of interest that were located above the second privacy block in comparison 
to the control group. Previously, we reported that a higher percentage of subjects 
accepted to receive (by only email, by only SMS, by both) extra information in the 
treatment group in comparison to the control group (which was not exposed to a tricky 
sentence).  Interestingly, a higher percentage of subjects stated after the task that they 
wanted to accept extra information via email/SMS in the treatment group in comparison 
to the control group. Even if the same group (treatment group) reported a lower 
understanding of the information in comparison to the control group, a high percentage 
of subjects, both in the treatment and control groups, did not report any issues, did not 
think that the underlying practices affected their decisions, and did not feel the need to 
integrate additional information in the interface.  

The investigation related to the occurrence of moderating effects of the need for 
cognition (NFC) dimension and of the agreeableness dimension on the relationship 
between “extra information acceptance” and the experimental group did not show any 
significant effects. However, additional investigation of moderating effects showed a 
significant moderation effect of the Need for cognition dimension on the relation between 
emotional index (EI) and experimental group. In particular, while in the treatment group 
as the NFC scores increased, the EI scores associated to the task also increased in a 
linear way, the EI associated with the control group was differently modulated by their 
attitude: participants with a medium need for cognition reacted negatively, with an EI 
significantly lower than those with a low need for cognition (Fisher post-hoc test), while 
both low and high levels of need for cognition caused mainly neutral reactions similarly to 
the treatment group. Regarding the agreeableness dimension, a significant effect on the 
time on task during the Task 3 was found. Such effect was due to a difference within the 
treatment group, where people with more agreeable personalities (i.e., high in 
agreeableness) was correlated with a significant increase in time on task (while the 
control group behaved in the opposite way but not significantly). 

The differences in visualisation patterns detected indicate that consumers exposed to 
the dark pattern spent more time reading the privacy policy and conducting the 
task. While the impact of this dark pattern could initially be interpreted as positive for 
the consumer, since it encourages reflection, the fact that more participants in the 
treatment group were tricked into accepting extra information which they had previously 
said they did not want suggests otherwise. In fact, the lack of difference in terms of 
issues reported in both groups suggests that those in the treatment group which were 
tricked were also oblivious to the impact of the interface interference in their 
decision. Thereby, the results of this task suggest that this sort of practices may be 
detrimental to consumers by impacting their decision-making abilities, and further 
support the notion that awareness of these practices is limited, as discussed earlier. 

4.4. Behavioural experiment 2: behavioural impacts on decision-making 

The online experiment built upon the findings of the scoping lab experiment. The 
experiment was broader in scope and enabled us to investigate several specific research 
questions (R.Q.4 What is the impact of these practices on the (economic) behaviour of 
consumers?; R.Q.5 What is the impact of these practices on vulnerable consumers?; and 
R.Q.7 Which possible remedies are proposed in academic literature, by experts or 
stakeholders, for the problematic practices identified by this study?),80 while allowing us 

                                                 

80 The results of this experiment concerning this research question are discussed in the section 5 on remedies. 
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to maximise the external validity of our findings. The online experiment was run in six 
countries (Bulgaria, Germany, Italy, Poland, Spain, Sweden), via an online 
panel, with 7430 participants in total. As such, the online experiment served to 
investigate the actual behavioural impact of practices, moving beyond the exploration of 
emotional and psychological reactions to them. 

Participants were required to choose between two different digital entertainment 
service packages. If their choice was consistent with their stated preferences, they 
received 10 points, otherwise they received 1 point. In the main task, where the choice 
between the two packages was presented, the participants were assigned to the 
experimental conditions. Package 1 is the default, which did not share data with third 
parties for marketing purposes, and included a given price. Package 2 is identical to 
Package 1 except for two features: it did share data with third parties, and it offered a 
discount that is 2.5 euro less than what participants declared as the minimum discount 
required for sharing their data. Thus, choosing Package 2 corresponds to a violation of 
the consistency of preferences, what in the economists’ jargon is called a violation of 
rationality. In order to contextualise the discussion of the findings, it is first important 
to discuss the main methodological choices made: 

• The outcome variable was a measure of violation of the consistency of 
choices, which formalises the transaction test (“a consumer agrees to a 
transaction that would not have occurred otherwise”) that the UCPD suggests as a 
criterion to evaluate the material effectiveness of unfairness of commercial 
practices. Previous literature on the violation of rationality is extensive, surveys 
are provided in Varian (2006) and Echenique, Lee, and Shum (2013). We 
innovated by inducing value (Smith, 1976; 1982) on preference consistency: we 
combined stated preferences with a partial incentivised elicitation (Diaz et al. 
2021) and a choice task where participants are paid if they are consistent. 
Therefore, the main outcome variable was the likelihood to select Package 2: it 
was equal to one if Package 2 was selected and zero if Package 1 was selected 
instead. The dark patterns used were intended to encourage the choice of 
Package 2. While the packages are referred to as 1 and 2 throughout this 
document, these numbers were randomised in the online experiment.  

• The second methodological choice was the use of incentivised time pressure 
vs motivated delay (Alós-Ferrer and Garagnani, 2020) to implement an 
incentive compatible state of situational vulnerability. This allowed us to 
separate the results for vulnerable consumers and average consumers. According 
to the UCPD, an average consumer is a person reasonably circumspect and well-
informed, whereas a vulnerable consumer requires special protection. Our time 
pressure proxies the vulnerable consumer and the motivated delay proxies the 
average consumer.  

• The third methodological choice consisted in using a choice architecture which had 
additional elements that cause confusion and information overload. This 
was done to test dark patterns in a setting close to real life, but without losing 
experimental control (as these further elements are randomly allocated across 
treatments). 

The online experiment was also designed in a manner that the practices investigated 
were similar to those in the scoping lab experiment, in order to facilitate the triangulation 
of the results. There were eight experimental conditions: three dark patterns, four dark 
patterns with protective measures, and a control group, which enabled the assessment of 
consumer behaviour in the absence of dark patterns.81 While a brief overview of the 
experimental design and the justification for its choice has been provided above, for 
                                                 

81 Therefore, this was a between-subjects incomplete design (8 (combinations of dark patterns and protective 
measures) x 2 (motivated delay vs time pressure).  
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further details on the objectives and methodology followed in the main online 
experiment, please refer to Annex 7.2.9. 

Overall, in the control condition (i.e., no exposure to dark patterns), the probability of 
making a choice inconsistent with one’s preferences (by selecting Package 2) was 
37.80% for an average consumer, and 45.47% for a vulnerable consumer. In 
turn, for both average and vulnerable consumers, the presence of any of the three dark 
patterns (hidden information, toying with emotions, and personalisation) increased the 
likelihood of inconsistency (this impact was statistically significant), as presented in 
the next sub-sections for each practice in more detail.  

The results reveal that, for both average and vulnerable consumers, exposure to dark 
patterns increased the degree of preference inconsistency. That is, when comparing the 
effect of the treatment (i.e., exposure to dark patterns) to the control condition, the 
inconsistency of both average and vulnerable consumers was higher. The probability of 
making an inconsistent choice increased when exposed to dark patterns 
(average figure rising to 50.89% for vulnerable consumers and 47.24% for 
average consumers). The percentage point increases for each dark pattern are further 
explained in the following sections. As such, these results imply that dark patterns 
have an influence on how consumers interact in the online environment and the 
decisions they make online.  

Vulnerability in this case represents situational vulnerability, which was induced 
through time pressure. There are other forms of vulnerability, denominated structural 
vulnerability, which are inherent to the characteristics of particular consumers (i.e., 
socioeconomic factors). By collecting the socio-demographic information of participants, 
we also explored whether structural sources of vulnerability exacerbated the effects of 
dark patterns on all consumers. In the case of gender, there was a negative correlation 
between being female and the likelihood of inconsistency. That is, the probability of 
selecting the package inconsistent with stated preferences was significantly lower for 
females (at 10% significance level). This correlation was positive in the case of age: 
older participants were more likely to select the package inconsistent with stated 
preferences (at 10% significance level). This is consistent with the notion of structural 
vulnerabilities, which would posit that older people are more vulnerable in a digital 
environment. The correlation was yet again positive for participants who were married, 
they were more likely to show inconsistent choices (at 10% significance level). This was 
similar for participants with secondary education or less (at 10% significance level). That 
is, those with lower education levels were also more likely to be inconsistent. 
Regarding income level and labour market status, no significant correlations were found 
with choice consistency.  

We also explored the effect of vulnerability to persuasion as measured by Cialdini´s six 
“Principles of Persuasion”82. In the case of scarcity, results show that the likelihood of 
being inconsistent was significantly greater for those more susceptible to scarcity (at 1 % 
significance level). That is, those more sensitive to the notion of scarcity were also more 
likely to pick Package 2. This reaction was the same for authority, as those more inclined 
to listen to authority figures were also significantly more likely to select Package 2 (at 
1% significance level), and for social pressure, as those giving importance to fitting in 
also showed greater inconsistency (at 1% significance level). In the case of commitment, 
the correlation was negative. Those showing higher levels of commitment were less likely 
to select Package 2, thus showing consistent choices (significant at the 5% level). For 
                                                 

82 The persuasion techniques identified by Cialdini (2009) are reciprocity (consumer’s motivation to repay 
generous or helpful actions), scarcity (items becoming more valuable if less is available), authority (the use 
of advice from an authority figure), commitment (the need of consumers to be consistent with prior 
commitments), social pressure (the fact that consumers determine what is correct or acceptable based on 
what others do or think), and likeability (decisions being more easily influenced by someone to whom a 
consumer is favourably disposed). Many commercial practices commonly used play on these persuasion 
principles to influence consumer behaviour in digital environments.  
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reciprocity and likeability, no significant correlations with likelihood of inconsistency were 
detected. 

It is also worth noting that the results are consistent with recent empirical findings. 
Hidden information increased the degree of inconsistency to a larger extent 
than the other practices, which is consistent with the findings of Luguri & Strahilevitz 
(2021), who found that hidden information is substantially more effective in influencing 
consumer choice than other practices such as confirmshaming (which is comparable to 
toying with emotions, which we tested). This finding is particularly relevant when 
considering that the outcomes of our mystery shopping exercise (reported in section 
2.1.2) suggested that hidden information is one of the most prevalent practices. This 
means that such practice calls for attention from policymakers, given the high potential 
for consumer detriment that this prevalent practice presents.  

Overall, the main finding of our online experiment was that the dark patterns tested had 
a significant, substantial effect on the inconsistency of choices shown by participants83. 
That is, exposure to dark patterns was shown to lead consumers to make 
decisions that they may have not made otherwise. This finding is consistent with 
the existing evidence, both theoretical and empirical, on the impacts of dark patterns 
presented in section 4.2 and serves to justify the need to find potential remedies to 
address the problem, which are further discussed in the next section.  

Taking into account the limited awareness of dark patterns, the generally negative 
perceptions of them, and the apparent influence on consumer behaviour that they 
generate, this chapter concludes that dark patterns are evident sources of 
consumer detriment, and as such, justifies the need for developing additional remedies 
to address the problem. The following sections provide additional information on each 
dark pattern tested. 

4.4.1. Hidden information 

During the experiment with the hidden information dark pattern, the participant was 
asked to choose between Package 1 and Package 2, but the options that characterised 
Package 2 were partly hidden and could only be accessed through clicking on three dots. 
In this way, at a first sight, Package 2 was made more appealing than it actually was if 
all the options were visible, given that the presentation concealed that the participant’s 
data was shared with third parties. 

                                                 

83 For a detailed presentation of all the findings of the main online experiment, please refer to Annex section 
10.3. 
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Figure 24 Hidden information condition, showing the three dots below Package 
2 which had to be clicked to reveal the information on data sharing 

 

Source: Authors’ elaboration 

Hidden information increased the likelihood of inconsistent preferences by 12.25 
percentage points for the average consumer and by 5.80 percentage points for 
the vulnerable consumer. Both these increases were statistically significant and, as 
such, provide sufficient evidence to suggest that hidden information can lead individuals 
to make choices that they may not have made in a “neutral” online setting. This finding 
is in line with the results of an experiment we conducted exploring the impact of 
advertising and marketing practices in travel booking websites and apps84. For example, 
another Commission study explored the impact of “drip pricing”, which involves hidden 
information regarding the price, and found that it increased the likelihood of selecting the 
target option by 4% in the case of a flight ticket, 6% for a holiday package, and 3% in 
the case of a hotel room. 

4.4.2. Toying with emotions 

During the experiment with the toying with emotions dark pattern, the participant was 
asked to choose between Package 1 and the Package 2, with a salient message trying to 
favour the purchase of Package 2 through the emotional manipulation of the participant.  

                                                 

84 https://op.europa.eu/en/publication-detail/-/publication/623f1ae8-1356-11eb-9a54-
01aa75ed71a1/language-en 
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Figure 25 Example of the time pressure condition and “toying with emotions” 
dark pattern 

 

Source: Authors’ elaboration 

Toying with emotions increased the likelihood of inconsistent preferences by 6.02 
percentage points for the average consumer and by 4.16 percentage points for 
the vulnerable consumer, and yet again these increases were statistically significant. 
While the use of emotional manipulation (i.e., confirmshaming) in the scoping lab 
experiment did not provide sufficient evidence to show that consumers were deceived by 
such practice, the results of the online experiment suggested otherwise. Indeed, the use 
of toying with emotions prior to an online purchase led a significantly higher number of 
participants to choose a product inconsistent with their stated preferences. This is also in 
line with Luguri & Strahilevitz’s (2021) findings, who found that confirmshaming led to a 
statistically significant increase in preference inconsistency (which they measured 
through acceptance rates of an identity theft protection programme), although to a 
modest degree. 

4.4.3. Toying with emotions and personalisation 

During the experiment which combined the toying with emotions dark pattern and 
personalisation, the participant was asked to choose between Package 1 and the Package 
2 and there was a salient message accompanied by an image, trying to favour the 
purchase of Package 2. This image was personalised according to a personality profiling 
made at the beginning of the experiment (one dimension, extraversion/introversion, 
based on Matz et al., 2017) and the introversion-based images also differed depending 
on whether the participant identified as male or female. 
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Figure 26 Personality profiling questions used for the “toying with emotions and 
personalisation” practice 

  

Source: Authors’ elaboration 

Toying with emotions and personalisation increased the likelihood of inconsistency by 
9.84 percentage points for the average consumer, and by 5.50 percentage points 
for the vulnerable consumer (both statistically significant). However, results did not 
show that personalisation outperformed toying with emotions (which could be calculated 
as personalisation had an additional dimension on top of toying with emotion) in 
influencing preference inconsistency. The fact that personalisation had limited additional 
impacts on the likelihood of inconsistency of participants could have been a result of the 
type of personalisation applied in this experiment. In fact, we did not employ particularly 
sensitive data to exploit consumer vulnerabilities in this personalisation. This experiment 
had to pass an ethics board, which explains why the personalisation technique used did 
not seek to exploit vulnerabilities. However, as explored in section 2.3, practices which 
do employ such sensitive data and intentionally target consumer vulnerabilities may be 
considered more problematic, and it is plausible to assume that such forms of 
personalisation have a more effective influence on the likelihood of inconsistency of 
consumers. While this is an area which is difficult to research given the ethical issues that 
it raises, future studies could explore other forms of personalisation, using similar 
personality traits to personalise content without invasively using sensitive data nor 
exploiting vulnerabilities. This further research would help validate the findings of this 
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study. To conclude as regards personalisation, the study therefore identified, on the one 
hand,  a limited additional effect of personalisation in the behavioural experiments, and, 
on the other hand, limited examples of manipulative personalisation in the mystery 
shopping exercise.  

Figure 27 Examples of the images used to reflect extraversion or introversion 
for the “toying with emotions and personalisation” practice 

  

Source: Authors’ elaboration 
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5. Remedies 

In this section we provide an overview the current approaches to addressing unfair 
commercial practices, grouping the main findings on the current regulatory responses to 
unfair commercial practices and the possible approaches that businesses and consumers 
may take, including through the use of technological solutions. Finally, we present the 
results of the remedies tested in the behavioural experiment, which suggest that 
transparency-based remedies are ineffective against dark patterns and consideration 
should be given to different remedies, such as neutral/fair design obligations and 
prohibitions of the most harmful practices.  

5.1. Regulatory responses 

An overview of the application of the relevant EU legislative framework was provided in 
section 3. The analysis in this section goes beyond the assessment of the current legal 
framework and attempts to identify additional regulatory responses that could further 
help to address unfair practices. 

Existing literature discusses how existing laws and regulations address dark commercial 
patterns in different jurisdictions, in particular in the US and in the EU. Luguri et al. 
(2019) analysed whether the US federal law prohibits dark patterns. Although not 
directly relevant for the EU consumer protection policy context, the authors proposed an 
innovative method to identify potential breaches of the law - offering a quantitative 
approach which states that, where the use of a dark pattern technique more than 
doubles the rate of acceptance compared to neutral choice architecture, the law 
should regard the dark pattern’s use as per se unlawful. Furthermore, the topic of 
dark patterns has recently attracted the attention of policymakers in the US85 and there 
are several examples of legislative initiatives that specifically aim to address such 
practices. In 2019, two senators introduced the Deceptive Experiences to Online Users 
Reduction (DETOUR) Act86, a bipartisan legislation to prohibit large online platforms from 
using deceptive user interfaces to trick consumers into handing over their personal data. 
The Act aims to curb manipulative dark pattern behaviour by prohibiting the largest 
online platforms (those with over 100 million monthly active users) from relying on such 
techniques. Among other elements, the legislation introduces: (i) the creation of a 
professional standards body that will act as a self-regulatory body, and (ii) the 
prohibition of segmenting consumers for the purposes of behavioural experiments, unless 
with a consumer’s informed consent. This Act was reintroduced by the two senators in 
December 202187. At the state level, the 2021 updated California Consumer Privacy Act 
(CCPA) bans companies from using those dark patterns that have “the substantial effect 
of subverting or impairing a consumer’s choice to opt-out” of schemes where their 
personal data is being sold88. In addition, the same Act requires companies to include in 
their website a link with the words “do not sell my data” to enable users to exclude 
transmission of their data to third parties. Based on this, Sartor et al. (2020) argue that 
the choice of rejecting all processing of personal data that are not needed for a service 
being delivered should be clearly offered as a default option to all users, at least in those 
cases in which access to a service cannot be conditional to tracking users and processing 
their data. 

Similarly, in the EU the topic of dark patterns has become very relevant for scholars and 
policymakers, especially in relation to the consumer protection and privacy regimes. 
Given the widespread use of dark patterns online, it may be that the current EU 
legislative framework is not fully fit for purpose. Some researchers (Helberger et al., 

                                                 

85 https://www.ftc.gov/system/files/documents/public_statements/1579927/172_3086_abcmouse_-
_rchopra_statement.pdf  

86 https://it.scribd.com/document/405606873/Detour-Act-Final   
87 https://www.warner.senate.gov/public/index.cfm/2021/12/lawmakers-reintroduce-bipartisan-bicameral-

legislation-to-ban-manipulative-dark-patterns  
88 https://oag.ca.gov/system/files/attachments/press-docs/CCPA%20March%2015%20Regs.pdf  

https://www.ftc.gov/system/files/documents/public_statements/1579927/172_3086_abcmouse_-_rchopra_statement.pdf
https://www.ftc.gov/system/files/documents/public_statements/1579927/172_3086_abcmouse_-_rchopra_statement.pdf
https://it.scribd.com/document/405606873/Detour-Act-Final
https://www.warner.senate.gov/public/index.cfm/2021/12/lawmakers-reintroduce-bipartisan-bicameral-legislation-to-ban-manipulative-dark-patterns
https://www.warner.senate.gov/public/index.cfm/2021/12/lawmakers-reintroduce-bipartisan-bicameral-legislation-to-ban-manipulative-dark-patterns
https://oag.ca.gov/system/files/attachments/press-docs/CCPA%20March%2015%20Regs.pdf
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2020) call for a need to reconceptualise the roles and cooperation between different 
authorities in order to reach common interpretations of the notions of fairness, consent, 
and undue influence. With sufficient cooperation, there is potential to exercise significant 
influence over large platforms, advertisers, and consumers. Others argue that the EU 
legislative framework is broad enough to tackle dark patterns (Berbece, 2019). Berbece 
(2019) poses the question as to whether the EU needs a specific law to prevent and 
sanction the use of dark patterns. The author notes that Annex I of the UCPD already 
provides a list of unfair practices, which includes some of the most common dark 
patterns. Furthermore, dark patterns that do not fall under Annex I can still be prohibited 
if they fit within the broad definitions of misleading or aggressive commercial practices. 
In light of the above considerations, the author concludes that the UCPD is sufficiently 
broad and flexible to prevent and sanction dark patterns as misleading and aggressive 
commercial practices. In similar vein, Leiser (2020) analysed the two main EU legislative 
frameworks: the EU regime for data protection and consumer protection. The paper also 
provides an overview of the relevant enforcement measures. The author concludes that 
the legislative framework is broad enough to cover the widespread use of dark patterns 
in the digital environment. However, he suggests that a pluralistic approach that mixes 
the strengths of one regulatory regime while compensating for its weaknesses by the use 
of the other is needed to tackle dark patterns.  

In contrast, BEUC (2021, 2022) is highlighting serious deficiencies in the proper 
handling of digital vulnerability by the current legislative framework. BEUC 
highlights the importance of better understanding and conceptualising the imbalances 
between traders and consumers in the digital environment. The assessment of potential 
or actual material distortion of economic behaviour should not be solely based on the 
hypothetical average consumer benchmark. The extraordinary complexity of the digital 
environment, the new forms of vulnerability, and the increasing use of personalisation 
invite the adoption of a more granular approach, based on behavioural studies, to 
determine the real impact on actual behaviour of consumers in each case, considering 
the specific market conditions. They advocate in favour of the introduction of new 
concepts such as digital asymmetry and digital vulnerability, the adaptation of the 
concept of transactional decision, the imposition of a duty of care for the traders and 
the concretisation of a general principle of “fairness by design” which should be 
introduced into the UCPD to mirror the principle of data protection by design and by 
default of Article 25 GDPR. There is also a need to further clarify that the assessment of 
aggressive practices should take into account structural features and circumstances 
such as the choice architecture, infrastructure, and the degree of informational 
asymmetries.  

In its 2020 report on online platforms and digital advertising, the UK CMA also proposed 
the imposition of a duty of fairness by design on platforms with strategic market status 
(CMA 2020). Although a wider application of the duty may be considered as well, the UK 
CMA views the duty as most relevant for platforms which hold the largest amount of 
consumer data and are the most difficult for consumers to avoid using.  

BEUC also proposes to blacklist additional unfair practices that accentuate digital 
asymmetry and vulnerability in the UCPD Annex: 

• use of psychographic profiles or similar approaches to exercise emotional or 
psychological pressure; 

• use of psychographic profiles or similar approaches to personalise prices; 

• use of personal data which the trader knows or should reasonably know was 
obtained unlawfully for any digital commercial practice. 

In addition, BEUC suggested that “confirmshaming” practices should be banned due to 
their use of language and emotion to influence consumer decisions. A revision of the 
blacklist was also proposed by experts participating in the first workshop, who suggested 
that the blacklist of the UCPD should be regularly updated to add specific dark patterns 
not yet covered.  
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From the enforcement perspective, practices can only be qualified as unfair practices if 
there is evidence that the data exploitation strategy is designed to infringe the collective 
and/or individual rights of consumers. BEUC recommends introducing a reversed 
burden of proof/argumentation in the UCPD, whereby traders would be obliged to 
come forward with conclusive evidence on the details of the employed practice that 
would allow authorities to establish whether the practice establishes digital asymmetries 
which are used to materially distort the choices of the consumer. The failure to provide 
such evidence could result in a presumption that the practice is indeed distorting the 
transactional decisions of consumers.  

In the same vein, some experts from the first CGE workshop advocated in favour of 
introducing general principles in the UCPD against which to assess the unfair practices. 
These could include “fairness by design”, “it should be as easy to subscribe than to 
unsubscribe”, “neutral architecture/design”, “the language should not be too 
complex”. BEUC (2022) also proposed to add a specific obligation to have a contract 
cancellation button in the Consumer Rights Directive, making the cancellation of a 
contract considerably easier. Some design requirements could also be inspired by the 
Web Accessibility Directive to create a clear path of information for consumers. 
Standardisation was also brought up by an expert in the third CGE workshop, who 
suggested that some general standards could be introduced to regulate specific designs. 
Nonetheless, another expert suggested that this may limit flexibility for designers, given 
the diversity of digital products and services. As such, this participant suggested to 
develop best practices, instead of standardisation, to still reach the same objective 
without inhibiting innovation and by leaving room for manoeuvre for designers. 

Broadening the scope of the analysis to targeted advertising, which is closely connected 
to unfair commercial practices that extract personal data, Galli (2020) considers the 
UCPD flexible enough to cover a variety of problematic practices. The author argues that 
online behavioural advertising is posing an unprecedented threat to consumers’ 
autonomy. This is happening not only because behavioural advertising intrinsically has 
the effect of restricting options for consumers but also, and especially, because it 
increasingly enables customisation of advertising messages according to psychological 
traits and vulnerabilities of consumers based on the analysis of personal data. However, 
if the meaning and the construction of the standard of the average consumer is 
improved, taking into account the evidence from behavioural science, the UCPD can still 
contribute to safeguarding autonomous decision-making of individuals in the context of 
new data and technology-driven subtle forms of manipulative advertising. However, as 
targeted advertising is a broad topic that crosses several legislative instruments, Noto La 
Diega (2018) argues that a more holistic approach is needed to address the problematic 
issues raised by targeted advertising - an approach that includes intellectual property, 
competition law and consumer protection. The author proposes that a more reasonable 
opt-out mechanism should be imposed, compared to common mechanisms used today, 
provided that the right to opt-out is actually enforced and that the information is clear, 
brief, and provided in an interactive and gamified way.  

In terms of awareness and prevention, authorities could follow the example of the 
European Commission (2021), European Data Protection Board (2022), Dutch Authority 
for Consumers & Markets (2020), French Data Protection Authority (2019) and 
Norwegian Consumer Council which released guidelines on dark patterns. The 
guidelines from the Commission and the EDPB were previously discussed in the legal 
assessment in section 3.  

For example, the guidelines from the Dutch Authority for Consumers & Markets (2020) 
contain concrete cases of unfair commercial practices and discuss the compliance with 
consumer protection law, including the UCPD. It makes clear that it is for traders to 
ensure that the design of an online choice architecture is fair and that any default 
settings must be favourable to consumers. Consumers should not be misled by the 
design and should not be tricked into a decision that they would not have taken 
otherwise. Among other provisions, such a responsibility of the trader may be based on 
the notion of “professional diligence”, which is one of the elements included in the 
general unfairness clause of Article 5(2) of the UCPD. Furthermore, the guidelines from 
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the French Data Protection Authority (2019) encourage best practices with regards to 
User Interface/Experience (UI/UX) design in the context of the GDPR. The guidelines aim 
to put the design of interfaces at the centre of the regulator’s concerns, as it is already at 
the centre of relations between individuals and service providers. They argue that 
interface design is an essential medium through which the actual implementation of the 
regulation and the conformity of services in this constrained space are played out. By 
highlighting the centrality of interface design, the regulators should develop internal 
professional skills in interface design that organise user tests with a view to raising any 
uncertainties on users’ actual understanding.  

Several authorities are also actively conducting research on dark patterns and 
manipulative personalisation practices. For example, the UK Competition and Markets 
Authority (2022) published two papers analysing and summarising the evidence on online 
choice architecture and how it potentially causes harm89. At the international level, the 
OECD (2019) published a paper discussing consumer policy issues associated with 
consumer data practices, offering examples of how consumer protection authorities have 
used their powers to protect consumers from online unfair commercial practices. The 
OECD is also working on the topic of dark patterns and consumer vulnerabilities, with 
reports forthcoming in 202290. 

In addition to clearer guidance, regulators need to boost their expertise and resources. 
The CNIL calls for the introduction of “retro-design programmes” which would allow 
regulators to investigate and reveal dark commercial patterns directly, and open 
feedback channels for abusive and deceptive design. The need for in-house expertise 
on user interface design in enforcement authorities was also echoed by several 
experts participating in the first CGE workshop. The German think tank Stiftung Neue 
Verantwortung (SNV), similarly to the CNIL, argues that besides applying and enforcing 
existing laws, policymakers should recognise that digital product design is a new and 
increasingly important regulatory field for which governments should build up expertise. 
The importance of the design of digital platforms and services should be taken into 
account when reviewing existing legislations and regulations. Expertise is also needed to 
enable regulators to discuss solutions with companies on an equal footing and to develop 
effective, practical and create countermeasures themselves (Riegers and Sinders, 2020). 

Other scholars propose some innovative ideas for regulatory options. For instance, 
Sunstein (2020) proposed that investors, employees and others, firms and private and 
public institutions should regularly conduct “Sludge Audits” to catalogue the costs of 
sludge and to decide when and how to reduce it. By sludge, the author means excessive 
or unjustified frictions (online and offline) that cost time or money and that may make 
life difficult to navigate. Similarly, BEUC (2022) calls on the Consumer Protection 
Cooperation (CPC) Network to conduct “sweep” investigations on the use of dark 
patterns. BEUC also encourages authorities to carry out their own testing of user 
interfaces with consumers in order to incorporate behavioural insights and ensure that 
the impact of dark patterns is properly assessed. A similar idea was proposed by Chugh & 
Jain (2021), who suggested the periodic auditing of digital interfaces to gauge the 
effect that dark patterns have on the decision-making capacity and agency of consumers. 
The CMA (2021) proposes the development and deployment of new analytical and 
investigative techniques, and to broaden the range of evidence and intelligence 
ongoing algorithmic monitoring by regulators. Similarly, an expert participating in 
the third CGE workshop suggested that a requirement for online traders to carry out 
impact assessments could be included in Article 5 of the UCPD, and it could also 
include ex ante mitigation measures to avoid deceiving consumers. This would need to be 
coupled with the resources and power necessary for consumer authorities to be able to 
review that the impact assessment is carried out adequately and that the mitigation 
measures adopted are relevant and effective.  

                                                 

89 https://www.gov.uk/government/publications/online-choice-architecture-how-digital-design-can-harm-
competition-and-consumers 

90 https://www.oecd.org/sti/consumer/ 
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The CNIL concludes that debating abusive or deceptive design practices in public could 
result in “market punishment” phenomena: an effective means of encouraging 
players to change their methods and inform individuals of how such practices are 
implemented. The already cited Norwegian Consumer Council has been doing important 
work in raising awareness on these topics, by conducting research, filing legal 
complaints, and participating in numerous talks and conferences. Other consumers’ 
organisations are following the example. BEUC launched a research and advocacy 
initiative, the European Union Consumer Protection 2.0 (EUCP2.0), which aimed at 
addressing the most problematic issues that affect digital consumers. Particular focus of 
the project was put on behavioural manipulation, exploitation of vulnerabilities, 
omnipresent personalisation affecting freedom of choice, as well as the rise of the largest 
digital platforms which have become an essential element in the modern society, yet 
without any responsibilities that would reflect this position. BEUC (2022) proposed to 
establish a Commission-coordinated database of unfair design practices to compile 
and publicise these cases of dark patterns. Alternatively, another remedy, suggested by 
an expert during the third CGE workshop, is the development of a repository of legally 
compliant website design features that could be used by designers. As opposed to 
having a list of what is unfair, this would give designers access to fair code that they can 
use.  

Overall, there is a need for a more robust and consistent enforcement of the UCPD 
against dark patterns as well as dissuasive sanctions, as highlighted by BEUC (2022) and 
other authors. The lack of enforcement was also raised during the expert interviews and 
the first workshop with the CGE. One participant suggested investigating further whether 
more resources are needed and whether new enforcement tools need to be developed. 
Similarly, BEUC proposed the organisation of workshops with stakeholders in the context 
of the CPC network to discuss the enforcement challenges and how to best address dark 
patterns.  

In the public enforcement area, the EU has already taken some action against 
manipulative commercial practices using the existing legislative framework. For instance, 
following a coordinated CPC action, the two large online platforms Booking.com and 
Expedia improved the presentation of their accommodation offers, aligning them with EU 
consumer law91. In the private enforcement area, consumer organisations are playing a 
key role in filing a number of legal complaints to address clear cases of dark commercial 
practices. Based on the report “Every Step You Take” (NCC, 2019), the Norwegian 
Consumer Council and other European consumer organisations filed legal complaints 
against Google for breaching the GDPR by tracking users without explicit consent92. 
Based on another report (NCC, 2021), the same organisation filed a legal complaint 
against Amazon for breaches of the UCPD, as the company puts obstacles in the way of 
consumers who wish to unsubscribe from its Amazon Prime service93. Furthermore, the 
role of collective redress could be crucial for the enforcement of consumer law in the 
digital environment. Directive (EU) 2020/1828 on Representative Actions for the 
collective interests of consumers will become applicable from 25 June 2023. The Directive 
requires Member States to appoint qualified entities that will be empowered to launch 
collective actions for injunctive and/or redress measures, including for breaches of the 
UCPD and GDPR. This mechanism has the potential to overcome the problems associated 
with the lack of consumer awareness and lack of interest in filing individual complaints. 
The use of this mechanism should be promoted through awareness-raising initiatives 
across the EU.  

In conclusion, regulators, enforcement authorities and consumer associations are actively 
working to improve the application of the current EU legislative framework and have 
proposed several improvements to increase the effectiveness of the law and its 

                                                 

91 https://ec.europa.eu/commission/presscorner/detail/en/ip_20_2444  
92 https://www.forbrukerradet.no/side/google-under-investigation-based-on-complaint-by-the-norwegian-

consumer-council/  
93 https://www.forbrukerradet.no/news-in-english/amazon-manipulates-customers-to-stay-subscribed/  

https://ec.europa.eu/commission/presscorner/detail/en/ip_20_2444
https://www.forbrukerradet.no/side/google-under-investigation-based-on-complaint-by-the-norwegian-consumer-council/
https://www.forbrukerradet.no/side/google-under-investigation-based-on-complaint-by-the-norwegian-consumer-council/
https://www.forbrukerradet.no/news-in-english/amazon-manipulates-customers-to-stay-subscribed/
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enforcement. In the next section, we will discuss the potential interventions that 
businesses and consumers can take.  

5.2. Responses by businesses and consumers 

The literature provides examples or proposals of protective approaches that are not 
coming directly from policymakers or regulators, but rather from practitioners, 
academics, businesses and individual consumers that aim to address unfair commercial 
patterns. For instance, Willis (2020) argues that businesses should be incentivised to 
take action, as the legislative and enforcement tools are not able to counteract these 
deceptive practices effectively by themselves. Algorithmic marketing simultaneously 
makes the deception of consumers inevitable and renders impotent the traditional 
methods by which deceptive trade practices claims are proven in our legal system. The 
author concludes that given the theoretical difficulty of defining deception and 
manipulation in the digital environment, as well as the volume of permutations of a 
business’s digital materials to be reviewed by courts, businesses should be 
incentivised – by negative publicity, litigations, and threats – to address the 
problem of algorithmic deception of consumers. Furthermore, an expert 
participating in the third CGE workshop suggested that both negative obligations to 
avoid unfair practices and positive obligations to have more user-friendly interfaces 
could be introduced, even if the definition of user-friendly design may require a case-by-
case assessment. In addition, two experts participating in the first CGE workshop 
suggested that co-regulatory initiatives (e.g., Corporate Digital 
Responsibility/business pledges) should be encouraged to provide digital services in line 
with key values (e.g., transparency, fairness) going beyond minimum legal requirements, 
especially to address dark patterns that fall more in the “grey area”. In similar vein, one 
expert proposed to create an (ethical) code of conduct for interface designers, similarly 
to the codes for doctors, lawyers and other professionals. The use of self-regulatory 
measures to mitigate the impact of dark patterns was also suggested by an expert of the 
first CGE workshop, who suggested that the Digital Service Act could be taken as a 
starting point to force very large platforms to help develop such codes and self- or co-
regulatory initiatives. 

Another way to respond to such unfair commercial practices is through interventions 
that empower Internet users to gain control over their digital environments, in 
part by boosting their information literacy and their cognitive resistance to manipulation. 
Kozyreva et al. (2020) argues that psychological science is indispensable in the analysis 
of the key challenges to human cognition and decision-making in the online world but 
also in the design of ways to respond to them. In their paper, they identify four entry 
points for policy intervention: (i) law and ethics, (ii) education, (iii) technological and 
self-regulatory (e.g., structural solutions introduced into online architectures), and (iv) 
behavioural and cognitive interventions informed by psychology and social science. They 
focus on the last type of intervention, which can take the form of nudging techniques, 
which involve technological solutions informed by psychological principles, or in the form 
of boosting techniques, which are considered by the authors as the most appropriate 
response to manipulative and persuasive choice architectures. Unlike nudging, boosting 
does not bypass cognition and agency — it explicitly targets them. Boosts aim to 
empower users to become choice architects of their own proximate digital environment, 
to self-restrict engagement with certain information sources, as well as to boost 
reasoning and resilience to manipulation to accurately assess content encountered 
online. Such boosts are able to break people out of automatic behaviour and to help 
them deliberate before making a choice. One example of boosting is a risk-literacy boost 
that can be applied to quickly educate people about relative versus absolute risks in, for 
instance, the health domain.  

Another solution to the vulnerability of “decision rights” suggested by Zuboff (2018) is a 
regulatory framework under which data ownership could be given back to 
consumers while still enabling services to run and innovate on behavioural surplus. 
According to the author, this could happen by decoupling “data storage” and “data 
access”, empower centralised “clearinghouses” to act as agents on behalf of consumers 
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in data transactions, and also require services aiming at accessing consumer personal 
data to interface with data bureaus in a standardised manner. In this context, Kaufman 
(2020) proposes a starting point to a framework to better protect consumers data 
privacy. The idea of a “custodial third-party agent” comes up as an entity that acts as 
an intermediary between the user and the platform, granting data access to the platform 
via an interface maintained by the platform. These third parties could evolve into a set of 
nationally sanctioned centralised data protection and transaction authorities, named data 
bureaus, which would act as clearinghouses for data permissioning. This could be positive 
for consumers as these clearinghouses would enable a centralised management of 
privacy, preferences and permissions selections across digital identifiers and services. 

On the power of the boosting approach to tackle the problem of cookie consent requests, 
Graßl et al. (2021) have a different opinion. Among the different ways that individuals 
can tackle the issue, the authors present three alternatives: nudges (or “bright 
patterns”), educational nudges and boosts. While all three strategies can be effective 
behavioural strategies, in the specific case of privacy consent discussed in the paper, 
non-educative nudges that do not require motivation from the users may be the most 
effective. However, many companies have a strong interest in using dark patterns, either 
to track people’s online behaviour or to influence them to take transaction decisions. 
Therefore, it does not seem plausible that such companies will implement effective 
nudges that protect users’ privacy. Consequently, the authors conclude the user-focused 
approaches seem unrealistic for the specific context of cookie consent requests and a 
legal approach should be taken to introduce new effective rules for companies.  

Furthermore, one key issue related to “bright patterns” has also been flagged by Terpstra 
et al. (2021). In their view, focusing on the “brightness” of dark patterns reduces 
individual choice to merely compliancy, limiting the extent to which individuals can 
become morally responsible agents. They thereby propose the use of “reflective 
patterns”, rather than “bright patterns”, which appeal to the user’s reflective abilities 
and encourage individuals to reflect regarding their privacy preferences. Using a mobile 
app for identity management in the form of a virtual wallet as a case study, Terpstra et 
al. (2021) propose several “reflective patterns”. For example, the use of real-world 
metaphors (this app uses the metaphor of a wallet and thus encourages consumers to be 
as careful regarding their personal information as they would be using a physical wallet), 
friction (this app requires the user to go through several steps to share their personal 
data, encouraging reflection on whether it is worth sharing at all) and What You See Is 
What You Share (WYSIWYS) (confronting users with their actual data to make the 
disclosure-decision as specific and visible as possible).  

Numerous platforms have adopted self-regulatory measures, such as providing short 
explanations to users, in order to mitigate the lack of transparency in targeted 
advertising and to increase the acceptance of behavioural advertising. Through an online 
experiment involving Facebook users, Dogruel (2019) examined to what degree different 
levels of transparency, operationalised as degrees of detail, delivered through advertising 
explanations impact consumers’ evaluations of behavioural targeted advertising and their 
trust in the platform presenting the advertisement. The results showed that ad 
explanations influence users’ evaluations of targeted advertising but do not have spill-
over effects on the platform as the carrier of the message. However, transparency did 
matter for the evaluation of targeted advertising, since Internet users’ evaluations in the 
medium transparency condition were more favourable than those in the high 
transparency condition. Thus, the study showed that presenting users with 
interpretable and concrete information as to why an ad was algorithmically 
selected and presented to them is most likely to foster acceptance toward online 
behavioural advertising. Nevertheless, confronting users with very detailed information, 
such as implying that advertisers or platform providers are constantly monitoring users’ 
exact position and the websites they visit, is likely to trigger reactance, resulting in even 
more negative evaluations compared to those with low transparency (Dogruel, 2019).  

In addition, a growing number of authors have called on designers to become more 
involved in protecting consumers. Narayanan et al. (2020) provides a number of 
recommendations for designers to hold them and their organisation to a higher standard, 
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and to push back against the pressure to deploy dark patterns in the industry. For 
instance, the authors recommend evaluating A/B tests on at least one metric that 
measures long-term impacts. The reason is that a design process only focused on A/B 
testing can result in dark patterns even if that is not intended. That is because most A/B 
tests are based on metrics that are relevant to the company’s bottom line, even if they 
result in harm to users. However, it appears that the design community is going through 
an ethical crisis and resolving the crisis entails far more than avoiding a simple list of 
patterns - it requires structural changes to the design process. Gray et al. (2018) 
believe that a comprehensive ethics education in HCI and UX education is critical to 
ensure that future generations of practitioners take their role in combating unfair and 
unethical dark patterns. Fansher and Chivukula (2018) identified and described 
conversations about a specific ethical phenomenon on Twitter using the hashtag 
#darkpatterns. The authors found that UX practitioners were most likely to share tweets 
with this hashtag, and that a majority of tweets either mentioned an artefact or 
“shamed” an organisation that engages in manipulative UX practices. These tweets have 
the potential to provide insight into designer practices, concerns, and potential remedies 
that could also impact ethics education for designers and computer scientists. In 
addition, one participant of the CGE first workshop suggested that university education in 
relevant fields should focus on ethical aspects of programming and design, while another 
proposed to include law classes for UI/UX students to understand better what is 
permissible and what is not. This was reiterated by one participant of the third CGE 
workshop, yet another participant flagged that design academies may not be open to the 
idea of incorporating legal education to their courses. This participant further emphasised 
that the incentives to use the practices are too high compared to the incentives to not 
use them, given that the probabilities of getting caught using a practice are quite low, 
which limits the extent to which legal education may suffice.  

However, Lobschat et al. (2021) argue that ensuring the ethical design and uses of 
digital technologies and related data is an organisational challenge. It requires 
organisations to develop a comprehensive, coherent set of norms, embedded in their 
organisational culture, to govern the development and deployment of digital technology 
and data. The authors refer to this idea as corporate digital responsibility (CDR), 
defined as the set of shared values and norms guiding an organisation’s operations with 
respect to the creation and operation of digital technology and data. A CDR culture must 
establish that designers and creators of the technology bear responsibility for 
consequences that arise from its creation, operation, impact assessment, and 
refinement. One illustrative example is provided by the German CDR initiative that 
Federal Ministry of Justice and Consumer Protection launched in 201894. Similarly, one 
expert from the first CGE workshop suggested introducing the role of a “user 
experience officer” in large online companies who would be responsible for the design, 
following the example of the Data Protection Officer from the GDPR. 

Finally, individual consumer empowerment approaches have been proposed. For 
example, after identifying the majority of websites that register positive consent even if 
the user has not made their choice or nudge the users towards accepting consent by pre-
selecting options, Matte et al., (2020) provided a browser extension to facilitate the 
manual detection of suspected violations for regular users and Data Protection 
Authorities. The browser extension called Cookie Glasses could enable users to see if 
consent is stored by Consent Management Providers (CMPs) – actors in charge of 
collecting consent from the end-user and redistributing this consent to advertisers – 
corresponds to their choice. Users can read information stored in the consent string 
provided by the CMP in a simple interface. Similarly, Kollnig et al. (2021) recently 
introduced GreaseDroid, a community-driven app modification framework enabling 
non-expert users to disable dark patterns in apps selectively, in a way that fits their 
needs. To date, this represents the first tool for non-expert smartphone users to remove 

                                                 

94 https://www.bmjv.de/DE/Themen/FokusThemen/CDR_Initiative/CDR_Initiative_EN_node.html  
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dark patterns from their mobile apps. GreaseDroid is based on a patching paradigm and 
it acts as a tool that contains the assets needed for users to act autonomously in 
improving apps for their own wellbeing. The authors claim that most of the traditional 
dark patterns (e.g., Interface Interference, Nagging, Forced Action, Obstruction, 
Sneaking) can be tackled by either control flow patches or interface patches. For 
instance, when specific practices such as pre-selection or hidden information leverage the 
attention scope of end-users, possible patches directly change the user interface of an 
app by exaggerating the attributes of user interface components to draw attention to 
them. This contribution may lead to a potential collaboration with app developers to 
make apps better.  

The last stream of research related to consumer protection measures is related to the 
potential of new AI or automation-based technologies to protect consumers from 
dark patterns. As suggested by Sartor et al. (2020) in an in-depth analysis for the 
European Parliament, consumer-empowering AI technologies can support consumers in 
protecting themselves from unwanted ads and spam. They can help enable consumers to 
identify cases where unnecessary or excessive data is being collected or where false 
information is provided. They can also enable and support consumers and their 
organisations in detecting violations of the law, assessing compliance, and obtaining 
redress. Systems can automatically extract, categorise, and summarise information from 
privacy documents and consumer contacts, and assist users in processing and 
understanding their contents. AI and automated technologies can contribute to address 
“information overload” by enabling consumers to isolate and understand relevant parts 
and act upon them. In addition, it is argued that effective countervailing powers of civil 
society (from individuals, consumer organisations) could be supported by AI: if 
individuals and their organisations are able to use AI to their advantage, they can better 
resist, and respond to the AI-powered unfair and unlawful behaviour of some companies. 

In the same vein, Thorun and Diels (2020) argue that new digital technologies can 
significantly contribute to the attainment of priority consumer policy outcomes. They 
provide some examples of consumer policy actors and academics that have explored the 
potential of these digital technologies for consumer protection. An interdisciplinary 
research project of the European University Institute (EUI) and the University of Modena 
in Italy, CLAUDETTE, developed an automated unfair clause detector (Lippi et al., 
2019). The objective of CLAUDETTE is to assess online consumer contracts and privacy 
policies from the legal point of view. Similarly, the insights and results of the research 
projects PrivacyGuard of the Universities of Bamberg and Munich show that private and 
public enforcers can complement their monitoring toolbox by using automated legal 
assessment tools and technologies. In conclusion, tools based on machine learning 
and natural language processing may be tailored to deliver a specific consumer policy 
objective such as the PrivacyScore to provide better consumer information, the 
PrivacyGuard to improve consumer advice or CLAUDETTE to assist collective law 
enforcement. 

5.3. Behavioural experiment: testing the impact of remedies 

The online experiment conducted in this study tested the impact of two versions of a 
transparency-based cool down remedy against unfair practices in six countries 
(Bulgaria, Germany, Italy, Poland, Spain, Sweden) with 7430 participants. The remedies 
to be tested were selected based on the findings of the literature review, expert 
interviews and workshop carried out for Task 1, taking into consideration the feasibility of 
testing such measures in the context of a behavioural experiment and the relevant EU 
legislative framework. Several remedies that were highlighted in the research were not 
technically suitable for testing in a behavioural experiment, such as standardisation, self-
regulation etc. Nevertheless, the online experiment enables to assess the impact of two 
additional remedies, namely the prohibition of a practice and the imposition of a 
fair/neutral design obligation, through the control condition, i.e. the behaviour of 
consumers that were presented with the same task without the presence of dark 
patterns. 
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The main remedy implemented in the experiments was a “cool down” remedy, paired 
with clear and transparent information about the transaction before the consumer 
commits to the purchase. Transparent information within a “cooling down” step may 
counteract intuitive thinking, which dark patterns foster, by asking participants to reflect 
and reconfirm their decision. Cooling-off periods are an example of a regulatory response 
to intuitive, undeliberated decision-making to prevent suboptimal decisions, which have 
been proposed and tested in behavioural studies (Camerer et al., 2003; Becher, 2018). 
The remedy tested in this experiment essentially provided a comparable option for 
participants to “cool down” and re-evaluate their choice (confirm or revise the 
transactional decision). For the accompanying information, there were two different 
versions tested. One of the versions simply gave a clear summary of the chosen offer 
and a chance to reconsider the choice (cool down with transaction information), 
while another version gave the clear summary and additionally explained that the 
practice involved the use of the consumers’ data for the personalisation of the offer (cool 
down with transaction and targeting/personalisation information). 

Figure 28 Cool down remedy 

This is a summary of the offer you selected. 

Show image 

Your data has been collected and used to prepare this personalised offer for you. 

Would you like to confirm or change your selection?  

□ Confirm □ Change selection 

Source: Authors’ elaboration 

The results of the online experiment regarding the transparency-based cool down 
remedies found no statistically significant effect on the likelihood of 
inconsistencies for either average or vulnerable consumers, as shown in the Figure 
below. Therefore, the results provided insufficient support for our third and fourth main 
hypotheses95, which posited that such protective measures would reduce the degree of 
preference inconsistency for both average and vulnerable consumers. In brief, these 
remedies were ineffective in remedying the impact of the dark patterns tested (hidden 
information, toying with emotion, toying with emotion and personalisation) on 
consumers. 

                                                 

95 The full list of hypotheses can be found in Annex section 10.1.3. 
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Figure 29 The impact of protective measures (average consumer) 

  
Source: Authors’ elaboration 

Figure 30 The impact of protective measures (vulnerable consumer) 

  

Source: Authors’ elaboration 

However, the results implied that other protective measures, namely the prohibition of 
these practices and the imposition of a fair/neutral design obligation, may have 
better potential in minimising consumer detriment. Consumers are likely to make 
inconsistent choices even in the absence of dark patterns, as shown by the high 
inconsistency of preferences of the control condition, however, given that the likelihood 
of inconsistency was notably higher when exposed to dark patterns (as shown in section 
4.4), remedies such as prohibitions and a fair/neutral design obligation may nevertheless 
offer more effective protection against consumer detriment than transparency-based cool 
down remedies.   
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6. Conclusions and recommendations 

The research conducted for this study indicates that dark patterns are prevalent and 
increasingly used by traders of all sizes, not only large platforms. According to the 
mystery shopping exercise, 97% of the 75 of the most popular websites and apps used 
by EU consumers deployed at least one dark pattern and the most prevalent were 
(1) hidden information/false hierarchy, (2) preselection, (3) nagging, (4) 
difficult cancellations, and (5) forced registration. The prevalence of dark patterns 
nonetheless varies between different types of websites and apps. For example, 
countdown timers or limited time messages are quite prevalent on e-commerce 
platforms, while the use of nagging is more customary in health and fitness 
websites/apps. However, the prevalence levels are generally similar in mobile apps and 
websites, as well as across Member States and EU/non-EU traders. Indeed, it seems that 
dark patterns are increasingly employed and widespread across different markets and 
traders, without distinction between trader type or geographical location.  

Another key finding was that unfair practices are rarely used in isolation and it is 
common to combine several dark patterns in one interface design. This trend is predicted 
to continue, with traders making increased use of personalisation practices and 
combining these with dark patterns. Although the mystery shopping exercise did not 
identify significant cases of manipulative personalisation practices on the 
websites and apps examined, the digital ethnography, literature review and expert 
interviews highlighted the particularly problematic nature of personalisation practices 
which target consumer vulnerabilities. Furthermore, personalised practices are 
notoriously difficult to detect, both by researchers and enforcement authorities, given the 
complexity of tracing which personalised ranking, offers, prices or advertising were 
presented to individual consumers at a specific time, and which criteria and data were 
used for that purpose.   

The study confirms that there is a lack of consumer awareness regarding the use of 
unfair practices by traders, but once an unfair practice is identified, consumers 
perceive these practices negatively. Dark patterns are hidden, subtle and 
manipulative in nature, so it is difficult to spot and report them. In practice, the digital 
ethnography and expert interviews conducted for this study showed that awareness 
levels appear high only for individuals who are already educated on the subject, either 
from the side of the industry, policymaking, academia or consumer associations. The 
average consumer’s ability to discern the use of these practices in the digital 
environment is rather limited. Even more concerning, consumers appear to accept the 
presence of unfair practices as part of their normal digital experience and have 
become accustomed to them.  

Dark patterns and manipulative personalisation practices can lead to financial harm, loss 
of autonomy and privacy, cognitive burdens, mental harm, as well as pose concerns for 
collective welfare due to detrimental effects on competition, price transparency and trust 
in the market. The study contributes to the existing evidence base on the impacts of 
unfair practices on consumers through behavioural experiments.   

First, a scoping lab experiment tested the consumers’ neurophysiological and 
psychological reactions to unfair practices in three Member States (Italy, Germany, and 
Spain) with 120 participants. As to our knowledge, this is the first experiment using 
neurophysiological measurements to understand the elicited reactions of dark 
patterns and manipulative personalisation practices. The experimental results show that 
“forced action combined with personalisation” not only hampered the extent to which 
participants could successfully complete a common day-to-day task online, but it also 
increased their heart rate when dealing with the pop-up feature, possibly linked to 
increased anxiety and alertness. It also led to the highest levels of manipulation and 
frustration reported by the participants. In the case of “confirmshaming”, participants 
had no issues completing the task nor any significant emotional effects, which suggests a 
degree of habituation towards such practices. In the case of “interface interference” 
(preselection and trick question), while the ability of participants to complete the task 
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was negatively affected, no significant neurophysiological effects were detected. 
However, the time spent on the task increased and their information comprehension 
levels were significantly lowered. As such, these experimental results suggest that dark 
patterns may alter consumer decision-making, but based on the data presented in this 
study, there is not sufficient evidence to suggest that the neurophysiological 
effects of these practices on consumers are significant. However, please note that 
the results of this experiment are only indicative of emotional and psychological effects 
and cannot be generalised to the general population. These limited effects may also be 
linked to the previously mentioned habituation to certain widespread practices, which 
may reduce the extent to which they affect the psychological state of consumers. 

Second, an online experiment tested the impacts of unfair practices on consumers’ 
decision-making in six Member States (Bulgaria, Germany, Italy, Poland, Spain, Sweden) 
with 7430 participants. The experiment demonstrates whether the exposure to dark 
patterns leads consumers to make choices that they would not have made otherwise, i.e. 
whether it induced a violation of rationality and satisfies the transactional decision test of 
the UCPD. The results show that “hidden information”, “toying with emotions”, and 
“toying with emotions combined with personalisation” had an impact on the 
consumers’ transactional decision and led to inconsistency with their 
preferences. Furthermore, in line with Luguri & Strahilevitz’s (2021) findings, hidden 
information increased the degree of inconsistency to a larger extent than the other 
practices.  

Furthermore, this experiment revealed that not all consumers are equally susceptible to 
the effects of these practices. Consumer can be vulnerable due to structural factors 
(inherent to some consumers, such as socio-demographic characteristics) or situational 
factors (dependent on the environment or the context). The online experiment put half of 
the participants in a state of situational vulnerability through time pressure, while 
putting the other half in a state of motivated delay, which proxies an average consumer 
who is reasonably circumspect and well-informed. The results revealed that, in general, 
vulnerable consumers were more likely to make inconsistent choices than 
average consumers. The average probability of making an inconsistent choice when 
exposed to dark patterns was very high for both vulnerable consumers (50.89%) and 
average consumers (47.24%). For “hidden information”, preference inconsistency was 
12.25 percentage point higher for the average consumer, and 5.80 percentage points for 
the vulnerable consumer compared to the control group. For “toying with emotions”, this 
was 6.02 percentage points for the average consumer, and 4.16 percentage points for 
the vulnerable consumer. Finally, for “toying with emotions” combined with 
personalisation, preference inconsistency was 9.84 percentage points higher for the 
average consumer, and 5.50 percentage points higher for the vulnerable consumer. 
These results show that there is a significant portion of average consumers making 
inconsistent choices, which may suggest that in the online context both average and 
vulnerable consumers are susceptible to unfair practices. Regarding structural 
vulnerabilities, the results showed that some sub-groups of the population may be 
more likely to make inconsistent choices. For example, older participants and those 
with lower education levels were more affected (10% significance level for both 
categories). 

The study highlighted the shortcomings of the core concepts of EU consumer protection 
legislation, namely the definition of the average and vulnerable consumer. The literature 
on psychology and industrial economics has shown that consumers violate the predictions 
of rational choice theory, and that online consent does not meet the standard of consent 
offline. Moreover, the notion of ‘vulnerable consumer’ has substantially changed in the 
online environment, leading some stakeholders to introduce a new concept of “digital 
asymmetry” as a universal state of defencelessness and susceptibility that affects all 
consumers. The experimental results of this study have contributed to this debate as 
they showed that even when consumers are well informed and given enough time 
to take a transactional decision, their choices are still often inconsistent with 
their preferences. The results showed that this happened in one third of the choices 
made by the consumer when put in a condition in which they could freely exercise their 
autonomy.  
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The legal assessment conducted for this study shows that the regulation of unfair 
commercial practices in the digital environment falls at the intersection of consumer 
protection, data protection, and other relevant instruments in the EU legal framework, 
including new and forthcoming legislation such as the Digital Services Act, 
Digital Markets Act, AI Act and Data Act. Several dark patterns and manipulative 
practices are already prohibited in all Member States through the blacklist Annex I of 
the UCPD, such as bait and switch, nagging, false testimonials, disguised ads, and 
misleading urgency/low stock/high demand/consumer activity messages. In addition, the 
principle-based Articles 5 to 9 of the UCPD concerning professional diligence, misleading 
omissions and actions, and aggressive practices provide a basis for assessing the fairness 
of most business-to-consumer practices on a case-by-case basis. The practice would 
have to meet the transactional decision test in order to be unfair, i.e. it must lead or be 
likely to lead an average or vulnerable consumer to take a transactional decision that 
they would not have taken otherwise. For example, practices such as hidden information, 
hidden costs, preselection, trick questions and the use of intermediate currency could 
amount to misleading practices, whereas confirmshaming, toying with emotion, roach 
motel/difficult cancellations, sneak into basket and forced actions could amount to 
aggressive practices. Furthermore, when assessing the overall fairness of a 
commercial practice, the standard of professional diligence may require traders to 
ensure that the design of an online choice architecture is fair and that default settings are 
neutral.  

When examining personalisation practices, their use may be considered lawful as long as 
they comply with relevant EU legislation, such as the collection and processing of 
personal data in accordance with the GDPR, the disclosure of personalised pricing in 
accordance with the CRD, transparency about ranking parameters in accordance with the 
CRD, UCPD and P2B Regulation, transparency about the nature of the commercial 
communication in accordance with the UCPD, AVMSD, eCommerce Directive, etc. 
However, the use of information about the vulnerabilities of specific consumers 
or a group of consumers for commercial purposes is likely to have an effect on the 
consumers’ transactional decision and to amount to a form of manipulation in which the 
trader exercises “undue influence” over the consumer, resulting in an aggressive 
commercial practice prohibited under the UCPD.  

Overall, the study concludes that, despite the presence of a strong EU legal framework, 
including the UCPD which is perceived as flexible enough to cover most unfair 
commercial practices, some adjustments may be necessary to better respond to dark 
patterns and manipulative personalisation practices. In particular, there may be legal 
uncertainty as to the exact obligations that traders have under the professional 
diligence standard and whether all of the identified practices are clearly prohibited or 
operate in a “grey area”. Furthermore, the effectiveness of the existing EU legal 
framework may be undermined by insufficient public and private enforcement. This 
should be remedied by improving the resources and powers of enforcement authorities 
and by the use of collective redress with the entry into application of Directive (EU) 
2020/1828 on representative actions, both for consumer protection and data protection. 

Taking into account the limited consumer awareness of these unfair practices and their 
undue influence on consumer behaviour, the study has established evidence of 
consumer detriment, which justifies the need for developing additional 
remedies to address the problem.  

Raising a complaint against an unfair practice is a “social dilemma”, which occurs when 
the cost is private, but the benefit is public. Dark patterns may affect an individual 
consumer minimally, but when aggregated across the market, such practices may 
significantly impact consumer welfare and society as a whole. In this context, the 
distribution of the burden of proof or argumentation may have to be rethought 
to rebalance systemic digital asymmetries. The onus may have to be shifted more on the 
trader to demonstrate that their commercial practice is fair and complies with the law.  

The experimental results of this study show that transparency-based remedies are 
ineffective for countering dark patterns and manipulative personalisation practices. The 
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results showed no statistically significant effect of such remedies on the likelihood of 
inconsistent transactional decisions for either average or vulnerable consumers. Instead, 
remedies that have more potential for reducing consumer detriment include the 
prohibition of the most harmful practices, which are not yet blacklisted in the Annex 
I of the UCPD or other EU legislation, and the imposition of a fair/neutral design 
obligation on traders. However, the practical implementation of such remedies should 
go beyond regulatory interventions and involve businesses and the designer community 
directly. Businesses and interface designers should have guidelines and practical 
examples, which allow them to determine ex ante whether the practices that they are 
considering may be unfair. In this context, the behavioural taxonomy proposed in this 
study may serve as a starting point to better understanding whether a practice may be 
problematic due to the choice architecture that it modifies and its impact on the 
consumer decision-making process. The combination of these measures could help to 
bolster a digital environment where traders take more responsibility towards consumers. 
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8. Annex - Methodology 

8.1. Literature review 

In this section we briefly present the steps in the literature review process, which was 
conducted following a defined protocol, designed as a roadmap detailing the objectives, 
the search procedure, and the inclusion criteria. As anticipated, in order to have a 
thorough background knowledge, the review of literature was conducted following 
systematic principles. This includes a review of literature published in academic journals 
using a pre-defined number of databases.  

In order to build our sample of papers subject to review, we proceeded as follows. First, 
in line with Task 1 objectives, relevant publications handling currently used unfair 
commercial practices, their impact on consumer behaviour and EU and international 
policy measures and potential remedies were collected. Given the broad scope of the 
review as concerns the study type and design, no limits or restrictions were set on the 
type of study design. No restrictions on settings and language of information sources 
were applied, while, as expected, most literature included was published in English 
language. Following the exclusion criteria explained in the protocol, works published 
before 2010 were not included. Then the search strings were developed according to the 
criteria for the study and a search was performed in 3 different databases, namely 
EBSCO Business Source Complete, ISI web of Science, Scopus and BASE. Three search 
strings were used in the above-mentioned databases: 

(Digital media OR social media platforms OR Internet OR online OR online platform 
OR online shop OR online shopping OR website OR e-commerce OR marketplace* 

OR search engine* OR commercial practice* OR marketing practice* OR marketing 
technique* OR selling practice* OR selling technique* OR advertising practice* OR 

advertising technique* OR recommender system* OR personalised 
communication*) AND (unfair OR targeted OR misleading OR data-driven OR dark 
pattern* OR choice architecture OR sludge OR nudge OR cyberlaw OR privacy by 
design OR unfair competition OR deceptive practice* in trade OR ux design OR 

black hat OR personali*ation) 

(e-Commerce OR online commercial practice* OR target* advert* OR misleading 
marketing OR black hat OR data-driven practice* OR dark pattern* OR choice 

architecture OR commercial algorithm*) AND (behaviour OR awareness OR bias* 
OR purchase OR perception* OR influence* OR impact* OR vulnerable consumer* 

OR vulnerable communit* OR cost* OR benefit* OR detriment OR consumer 
detriment OR consumer surplus OR attitude OR understand* OR knowledge OR 

sensitivity OR personali*ation) 

(Commercial practice* OR unfair practice* OR targeted advert* OR misleading 
marketing OR data-driven practice* OR dark pattern* OR choice architecture) AND 
(consumer law* OR data protection rule* OR consumer protection OR EU law* OR 

remed* OR polic* OR regulation* or cyberlaw* OR personali*ation) 

Besides the search on academic databases, sources were also identified through desk 
research, which allowed for the identification of additional relevant literature. Desk 
research techniques included works and publications from “grey” sources, customized 
Google search engines (i.e. time filter, Boolean operators), institutional websites and 
snowballing from identified relevant literature. For the snowballing, a team of researchers 
selected the most relevant articles and screened the bibliographies to identify additional 
relevant literature. 
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Below we present the PRISMA diagram96 showing the selection process for the articles 
that have been used for the present literature review: 

Figure 31 PRISMA diagram 

 

Source: Authors’ elaboration 

After using the keywords prepared in alignment with the objectives of the review, 5418 
articles from three databases were revised, which were short-listed to a total of 227 after 
title screening. After duplicates removal and abstract screening, 53 sources remained to 
be read in full-text, of which a total of 20 met all the inclusion criteria. Additional 78 
articles coming from desk research were added to the list of final articles to be included. 
The 98 articles meeting the objectives of the review were retrieved and uploaded to 
Mendeley. The reason for using this tool are threefold: 1) it represents an efficient 
interface to store information and interact with key academic databases, 2) it helps 
maintain a transparent track of decisions made in the review process, thereby enabling 
replication at a later stage, and 3) it enables effective collaboration and simultaneous 
work across team members. Below we present the results of the literature review. 

Following this initial literature review, a search for new findings in the field was 
conducted in preparation for the final report. This renewed search involved the 
incorporation of theoretical and empirical findings made since the initial drafting of the 
literature review.  

Main summary parameters 

Below a first descriptive synthesis of the main insights gathered from the literature are 
provided. It should be noted that a distinction has been made between “Mapping and 
taxonomy” (Dimension 1, N=17), “Impact on consumers” (Dimension 2, N=45) and 
“Remedies” (Dimension 3, N=44) to facilitate data and information extraction. Following 
the renewed search, one new article was added to the first dimension, four new articles 
were added to the second dimension, and three to the third dimension. However, works 

                                                 

96 Template from PRISMA Transparent Reporting of Systematic Reviews and Meta-Analyses.  
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assigned to the first dimension may also contribute to informing the second or the third 
dimension, and vice versa.  

Table 12 List of authors by dimension 
Descriptors Number of 

articles 
Authors 

Dimension 1: 
Mapping and 
taxonomy 

17 Bösch et al. (2016); Calo (2014); Cara (2019); Chester (2012); Choi et al. 
(2020); Conti et al. (2010); Day et al. (2020); Goanta et al. (2020); Gray 
et al. (2018); Hoepman (2014); Ibi research & Trinnovative (2021); Lee et 
al. (2017); Mathur et al. (2019); Özdemir (2020); Strycharz et al. 
(2019a); Transnational Alliance to Combat Illicit Trade (2020); Jarovsky 
(2022). 

Dimension 2: 
Impact on 
consumers 

45 Acquisiti et al. (2017); Adjerid et al. (2019); The European Consumer 
Organisation (2021); The European Consumer Organisation (2019); Choi et 
al. (2017); Cialdini (2009); Competition & Markets Authority (2020); 
Competition & Markets Authority (2021); Costa et al. (2019); Crafa et al. 
(2019); Geronimo et al. (2020); El Shamy et al. (2017); Ferreira et al. 
(2015) ; Grimmelmann (2015); The European Consumer Organisation 
(2021); Howells et al. (2018); Kollnig et al. (2021); Kozyreva et al. 
(2020); Kramer et al. (2014); Lacey et al. (2019); Luguri et al. (2019); 
Mathur et al. (2021); Matz et al. (2017); Moser et al. (2019); Norwegian 
Consumer Council (2018a); Norwegian Consumer Council (2018b); 
Norwegian Consumer Council (2021); Nouwens et al. (2020); Organisation 
for Economic Co-operation and Development (2018); Purnhagen (2017); 
Satariano (2021); Sax et al. (2018); Stajano et al. (2011); Strahilevitz et 
al. (2019); Strycharz et al. (2020b); Susser et al. (2019); Sunstein 
(2018); Thaler (2018); Trzaskowski (2016); Waldman (2020); Willis 
(2020); Bongard-Blanchy et al. (2021); Maier & Harr (2020); Gray et al. 
(2021); Luguri & Strahilevitz (2021); Susser & Grimaldi (2021). 

Dimension 3: 
Remedies 

44 Batista et al. (2020); Berbece (2019); Botta et al. (2019); 
Bundeskartellamt (2020); Commission Nationale de l'Informatique et des 
Libertés (2019); Dogruel (2019); Dudley et al. (2020); Einstein (2020); 
Fansher et al. (2018); Galli (2021); Gragg (2003); Grassl et al. (2021); 
Hajek (2020); Hartzog (2018); Helberger (2017); Jin et al. (2017); 
Kariyawasam et al. (2017); Kim et al. (2020); Konsumentverket (2021); 
Leiser (2020); Lippi et al. (2019); Lobschat et al. (2021); Matte et al. 
(2020); Narayanan et al. (2020); Natali et al. (2020); Netherlands 
Authority for Consumers & Markets (2020); Noto la Diega (2018); 
Organisation for Economic Co-operation and Development (2016); 
Organisation for Economic Co-operation and Development (2019a); 
Organisation for Economic Co-operation and Development (2019b); 
Pedreschi et al. (2020); Rieger et al. (2020); Sartor (2020); Soe et al. 
(2020); Sunstein (2020); Thorun et al. (2020); Utz et al. (2019); Which? 
(2018); Winzierl (2020); Yeung (2017); Zuboff (2018); Chugh & Jain 
(2021); Rossi & Bongard-Blanchy (2021); Terpstra et al. (2021).  

 

Source: Authors’ elaboration 

8.2. Experts’ scoping interviews 

The selection of the experts was agreed with the Commission and it included the 
following names. 

• Agustin Reyna (BEUC). Director of legal and economic affairs, coordinating 
BEUC’s policies in the area of copyright, data protection, telecommunications and 
competition. Expert in consumer rights in the digital environment. 

• Andreas Maaloe Jespersen (Danish Competition and Consumer Agency). 
Specialist on consumer behaviour, he works to improve consumer welfare through 
behavioural research and experimentation. He has a Phd from Roskilde University 
in behavioural consumer policy. 

• Quirin Weinzierl (German Research Institute for Public Administration). 
Researcher and co-coordinator of the research area "Digitalization" at the German 
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Research Institute for Public Administration. Coordinator of the Dapde project. 
Main research interests are the law of digitization, especially in the areas of 
behavioural science and platforms. 

• Finn Myrstad (Norwegian Consumer Council). Director of Digital Policy at the 
Norwegian Consumer Council (NCC). He has led the research and advocacy work 
relating to terms and conditions in digital services and has lodged several 
successful complaints against large digital companies. 

• Anne-Jel Hoelen (The Netherlands Authority for Consumers and Markets). 
Specialist on the Unfair Commercial Practices Directive and the new challenges 
arising from the digital platforms. Co-author of the ACM Guidelines Protection of 
the online consumer Boundaries of online persuasion. 

In reporting the main findings of the interviews, we did not quote any of the experts, but 
we made only anonymous references to them (e.g., Expert #1). The order of the experts 
above is not reflected in the numbering of the quotes. The experts contacted have the 
academic background to interpret the theoretical and legal implications of certain 
practices, but also the experience from the ground, as they are representatives of 
consumers’ associations and consumer protection authorities.   

We followed a semi-structured approach, starting with more general questions or topics 
which allow the interview to evolve and address issues and topics that may not have 
been foreseen in the original topic guide. The goal was to gain in depth insights from the 
tacit knowledge and experience of the interviewee, without necessarily covering all the 
questions. There was no need for the interviewee to prepare in advance for the interview, 
as the objective was precisely to gain insights on the expert’s knowledge. 

This approach allowed us to have the right balance between the collection of 
standardised evidence and personal insights that pertain to the interviewee’s unique 
profile and background. The interview guide was developed following the main research 
questions of the study.  

Below we present the scoping interview topic guide:  

1. Introduction  

First, the interviewer provides a general overview of the project and the objectives. The 
focus of this first round of interviews is the mapping of the unfair practices, the level of 
awareness among consumers and the impact on consumer welfare. 

Some commercial practices may amount to a form of manipulation or exploitation if they 
influence the consumer to take a transactional decision that they would not have taken 
otherwise. These practices may include any type of data-driven personalisation 
algorithms, such as targeted advertising, personalised pricing/offers, the ranking of 
results, and personalised communications. It may also include specific practices that 
traders implement in interface or choice architecture designs to guide consumers into 
desired decisions that go against their interest (often referred to as dark patterns or 
sludge). 

2. Mapping of practices 

#Q1: From your experience, what are the most problematic online commercial practices 
from the point of view of the consumer? 

#Q2: What is the limit between manipulation and persuasion? What can be considered 
acceptable and how unfair practices could be detected?  

#Q3: Which are the most present practices in the market? Which others are increasingly 
used by online traders and platforms? Which ones are the least known but still relevant? 
Any differences among platforms in the use of such practices? 
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#Q4: What are the major trends and potential future problematic issues? Both from the 
consumer’s and the regulator’s point of view. 

3. Consumer awareness and impact 

#Q5: Has the awareness around these issues increased among consumers? What are the 
main activities that have been done to improve consumers’ knowledge around it? 

#Q6: Which are the categories of consumers more at risk? Which factors make the 
consumer more vulnerable to such practices (behavioural, socio-demographic, or other, 
including level of education or digital literacy)?  

#Q7: Is the concept of “vulnerable consumer” clear enough?  

#Q8: What is the nature, frequency and scale of the problems that consumers report? 

#Q9: How can we quantify the costs suffered by consumers from these practices? (e.g., 
in terms of financial resources, time, psychological state, etc). 

4. Remedies 

These questions will be asked only in case there is still time available and if they have 
not been already addressed during the interview.  

#Q10: Is the Unfair Commercial Practice Directive (UCPD) adequate to address the 
practices that you described? Should it be modified? How? 

#Q11: How can the regulators detect such practices and enforce the rules? Are there any 
regulatory good practices from Member States or third countries that the EU should look 
at?  

#Q12: What are other good practices (e.g., from the industry, consumer associations) 
that can be effective to limit the expansion/proliferation of the problematic practices and 
detriment caused? 

8.3. Digital ethnography 

Our approach consisted in the following steps: 

• Identification of the forums. We first conducted desk research by using some 
key terms on search engines and social media to find the most relevant forums, 
blogs and social media groups on Twitter, Reddit and Facebook on these practices. 
Then, during the interviews with the experts, we asked for recommendations of 
additional relevant forums and social media groups to gather first-hand 
experience from consumers online. At the end of this process, we produced a list 
of forums and blogs to be analysed.  

• Analysis of the posts. Then, we reviewed the forums identified manually and 
analysed the most relevant posts from users in at least the last two years that 
highlight unfair commercial practices and dark patterns.  

• Cross-validation and reporting. The issues identified from the analysis of the 
posts will be validated with the evidence gathered during the literature review and 
the interviews with the experts. This final step will help us to identify similar 
patterns and also to fill gaps from the evidence collected so far.  
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As a first step, we conducted a search through the social networks Twitter, Reddit, and 
Facebook to find relevant accounts, pages, groups, feeds and subreddits on the topics of 
the study. We also conducted a general search on a search engine to look for relevant 
forums and blogs, including forums for UX design professionals and web designers97 or 
marketing professionals98. Both for the screening on social media and on the search 
engine, we used the following search terms one by one to identify relevant discussions 
and posts: 

Table 13 Search terms for digital ethnography sources 

unfair commercial practices, unfair consumer practices, unfair online practices, unfair 
B2C practices, unfair trading practices, misleading online commercial practices, unfair 
online marketing practice, unfair online marketing technique, misleading/unfair online 
selling practice, misleading/unfair online selling technique, misleading/unfair online 
advertising practice, dark patterns, black hat, black hat practice, black hat marketing, 
black hat techniques, black hat search engine optimization, data personalisation, data 
personalisation practices, online personalisation practices, deceptive online practice, 
misleading online practices, unfair online practices, targeted online practice, online 
sludge, sludge practice, commercial nudge, online choice architecture, misleading ux 
design, dark ux design, recommender system 

 

Based on our desk research and expert recommendations, we identified and reviewed the 
following sources. 

Table 14 Sources for digital ethnography 

Type of 
source 

Source Link Releva
nce 

Comment 

Blog Blog “Dark 
Patterns” and its 
Hall of Shame 

https://www
.darkpattern
s.org/  

High Created by Harry Brignull, who conceived the concept 
of dark patterns. Includes information on the types of 
dark patterns and a hall of shame based on the 
Twitter feed @darkpatterns. 

Social 
media 

Twitter account 
@darkpatterns  

https://twitt
er.com/dark
patterns  

High Created by Harry Brignull, tweeting about dark 
patterns issues, research, legislation and legal cases, 
and retweeting posts of users naming and shaming 
dark patterns. 

Social 
media 

Twitter account 
@ShitUserStory 

https://twitt
er.com/Shit
UserStory  

Medium Reports dark patterns and unfair commercial 
practices. 

Social 
media 

Twitter account  

@AssholeDesign 

https://mobi
le.twitter.co
m/AssholeD
esign   

Medium Reports dark patterns and malicious design. 

Social 
media 

Twitter feed 
#darkpattern  

https://twitt
er.com/hash
tag/darkpatt
ern?src=has
htag_click  

High Hashtag used by users exposing or discussing dark 
patterns. 

Social 
media 

Reddit subreddit 
r/darkpattern  

https://www
.reddit.com/
r/darkpatter

High Subreddit where users post and discuss dark patterns. 

                                                 

97 See for example lists on https://www.mockplus.com/blog/post/top-12-design-communities-for-uxui-
designers-and-developers and https://blog.fluidui.com/online-design-communities/  

98 See for example https://www.forum-marketing.com/forum.html?sid=d045b5cd0821744546622d3d75f0e6dd  

https://www.darkpatterns.org/
https://www.darkpatterns.org/
https://www.darkpatterns.org/
https://twitter.com/darkpatterns
https://twitter.com/darkpatterns
https://twitter.com/darkpatterns
https://twitter.com/ShitUserStory
https://twitter.com/ShitUserStory
https://twitter.com/ShitUserStory
https://mobile.twitter.com/AssholeDesign
https://mobile.twitter.com/AssholeDesign
https://mobile.twitter.com/AssholeDesign
https://mobile.twitter.com/AssholeDesign
https://mobile.twitter.com/AssholeDesign
https://mobile.twitter.com/AssholeDesign
https://twitter.com/hashtag/darkpattern?src=hashtag_click
https://twitter.com/hashtag/darkpattern?src=hashtag_click
https://twitter.com/hashtag/darkpattern?src=hashtag_click
https://twitter.com/hashtag/darkpattern?src=hashtag_click
https://twitter.com/hashtag/darkpattern?src=hashtag_click
https://www.reddit.com/r/darkpatterns/
https://www.reddit.com/r/darkpatterns/
https://www.reddit.com/r/darkpatterns/
https://www.mockplus.com/blog/post/top-12-design-communities-for-uxui-designers-and-developers
https://www.mockplus.com/blog/post/top-12-design-communities-for-uxui-designers-and-developers
https://blog.fluidui.com/online-design-communities/
https://www.forum-marketing.com/forum.html?sid=d045b5cd0821744546622d3d75f0e6dd
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Type of 
source 

Source Link Releva
nce 

Comment 

ns/  

Social 
media 

Reddit subreddit 
r/assholedesign  

https://www
.reddit.com/
r/assholedes
ign/  

Medium Subreddit where users post and discuss bad and evil 
design mostly in online user interface. 

Social 
media 

Reddit subreddit 
r/CrappyDesign 

https://www
.reddit.com/
r/CrappyDesi
gn/ 

Low Subreddit where users post and discuss bad design 
both of online and offline products and services. 

Social 
media 

Reddit subreddit 
r/Digital_Manipu
lation 

https://www
.reddit.com/
r/Digital_Ma
nipulation/   

Low Wide scope, with mostly posts on politics, 
disinformation, manipulation from authorities. 

Social 
media 

Reddit subreddit 
r/privacy 

https://www
.reddit.com/
r/privacy/  

Low Posts of users asking for privacy secure options of 
websites, devices and software, or report issues or 
recent legislation or cases. 

Social 
media 

Reddit subreddit 
r/Scams 

https://www
.reddit.com/
r/Scams/  

Medium Posts about scams received by emails, SMS, phone, 
ads etc. Users criticize or mock the scams, try to raise 
awareness and sometimes seek advice for help. 

Social 
media 

Facebook group 
“Discussing 
Facebook or 
YouTube's 
Unfair Practices”  

https://www
.facebook.co
m/groups/26
2595733808
042/ 

Low Last active in 2015. 

Social 
media 

Facebook group 
“Ebay free 
listing weekends 
- Unfair 
practices” 

https://www
.facebook.co
m/groups/20
7993879265
155/ 

Low Last active in 2011. 

Social 
media 

Facebook Group 
“Unfair Trade 
Practices and 
Consumer 
Awareness” 

https://www
.facebook.co
m/copraandr
ights/ 

Low Last active in 2019 and seems to be focused on India. 

Social 
media 

Facebook group 
“Consumer 
experiences” 

https://www
.facebook.co
m/groups/17
4204807436
788 

Low Created in February 2021 but more centred on offline 
products and customer experience. 

Social 
media 

Facebook group 
“International 
Consumer 
Protection 
Forum”  

https://www
.facebook.co
m/groups/65
9619281181
526/  

Low Private group to share info about unfair practices from 
companies, and find a way to complain or find 
assistance. Focused on Indian consumers and 
legislation. 

Forum Effective 
Altruism forum, 
posts on 
“Aligning 
Recommender 
Systems as 
Cause Area “ 

https://foru
m.effectiveal
truism.org/p
osts/xzjQvq
DYahigHcwg
Q/aligning-
recommende
r-systems-
as-cause-
area  

Medium Discussion about relevance of aligning recommender 
systems with goals of society. 

Blog Game review 
website “Dark 
pattern games” 

https://www
.darkpattern

Medium Focus on dark patterns in games, some of which can 
be considered unfair commercial practices. 

https://www.reddit.com/r/darkpatterns/
https://www.reddit.com/r/assholedesign/
https://www.reddit.com/r/assholedesign/
https://www.reddit.com/r/assholedesign/
https://www.reddit.com/r/assholedesign/
https://www.reddit.com/r/CrappyDesign/
https://www.reddit.com/r/CrappyDesign/
https://www.reddit.com/r/CrappyDesign/
https://www.reddit.com/r/CrappyDesign/
https://www.reddit.com/r/Digital_Manipulation/
https://www.reddit.com/r/Digital_Manipulation/
https://www.reddit.com/r/Digital_Manipulation/
https://www.reddit.com/r/Digital_Manipulation/
https://www.reddit.com/r/privacy/
https://www.reddit.com/r/privacy/
https://www.reddit.com/r/privacy/
https://www.reddit.com/r/Scams/
https://www.reddit.com/r/Scams/
https://www.reddit.com/r/Scams/
https://www.facebook.com/groups/262595733808042/
https://www.facebook.com/groups/262595733808042/
https://www.facebook.com/groups/262595733808042/
https://www.facebook.com/groups/262595733808042/
https://www.facebook.com/groups/262595733808042/
https://www.facebook.com/groups/207993879265155/
https://www.facebook.com/groups/207993879265155/
https://www.facebook.com/groups/207993879265155/
https://www.facebook.com/groups/207993879265155/
https://www.facebook.com/groups/207993879265155/
https://www.facebook.com/copraandrights/
https://www.facebook.com/copraandrights/
https://www.facebook.com/copraandrights/
https://www.facebook.com/copraandrights/
https://www.facebook.com/groups/174204807436788
https://www.facebook.com/groups/174204807436788
https://www.facebook.com/groups/174204807436788
https://www.facebook.com/groups/174204807436788
https://www.facebook.com/groups/174204807436788
https://www.facebook.com/groups/659619281181526/
https://www.facebook.com/groups/659619281181526/
https://www.facebook.com/groups/659619281181526/
https://www.facebook.com/groups/659619281181526/
https://www.facebook.com/groups/659619281181526/
https://forum.effectivealtruism.org/posts/xzjQvqDYahigHcwgQ/aligning-recommender-systems-as-cause-area
https://forum.effectivealtruism.org/posts/xzjQvqDYahigHcwgQ/aligning-recommender-systems-as-cause-area
https://forum.effectivealtruism.org/posts/xzjQvqDYahigHcwgQ/aligning-recommender-systems-as-cause-area
https://forum.effectivealtruism.org/posts/xzjQvqDYahigHcwgQ/aligning-recommender-systems-as-cause-area
https://forum.effectivealtruism.org/posts/xzjQvqDYahigHcwgQ/aligning-recommender-systems-as-cause-area
https://forum.effectivealtruism.org/posts/xzjQvqDYahigHcwgQ/aligning-recommender-systems-as-cause-area
https://forum.effectivealtruism.org/posts/xzjQvqDYahigHcwgQ/aligning-recommender-systems-as-cause-area
https://forum.effectivealtruism.org/posts/xzjQvqDYahigHcwgQ/aligning-recommender-systems-as-cause-area
https://forum.effectivealtruism.org/posts/xzjQvqDYahigHcwgQ/aligning-recommender-systems-as-cause-area
https://forum.effectivealtruism.org/posts/xzjQvqDYahigHcwgQ/aligning-recommender-systems-as-cause-area
https://www.darkpattern.games/
https://www.darkpattern.games/
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Type of 
source 

Source Link Releva
nce 

Comment 

providing 
information to 
avoid addictive 
gaming dark 
patterns  

.games/  

Blog  Website 
https://darkpatt
erns.uxp2.com/ 

https://dark
patterns.uxp
2.com/  

High Website from the UXP2 Lab (led by Colin Gray) with 
practitioner-identified dark patterns (latest examples 
from 2018) and publications (latest in 2021). 

Blog Website 
dark.privacypatt
erns.eu  

https://dark.
privacypatte
rns.eu/  

High Collaborative website to define and comment on dark 
patterns related to privacy, also proposing remedies. 
Not updated since 2016. 

Article Article: “Dark 
Patterns in Your 
Everyday Apps” 
published on UX 
Planet 

https://uxpl
anet.org/dar
k-design-
patterns-in-
your-
everyday-
apps-
3627e439a8
a1  

High List of examples of dark patterns. 

Forum Website 
https://dribbble.
com/ 

https://dribb
ble.com/  

Low UX designers’ forum to share ideas and support each 
other. 

Forum Website 

https://ux.stack
exchange.com/ 

https://ux.st
ackexchange
.com/search
?q=dark+pa
ttern  

Low UX designers’ forum to question any doubts related 
with the profession and to answer them. 

Forum Website 

https://commun
ity.uxmastery.c
om/ 

https://com
munity.uxm
astery.com/s
earch?q=dar
k%20pattern  

Low UX community that aims at helping UX professionals 
to get started and to improve their designs.  

Forum Website 

https://www.de
signernews.co/ 

https://www
.designerne
ws.co/search
?q=dark+pa
ttern&t=ever
ything  

Low Forum to share news on the UX design industry.  

Source: Authors’ elaboration 

We also found various ‘black hat’ forums99 where users, seemingly professionals from the 
industry and individuals or hackers, exchange advice on black hat practices, SEO, 
marketing, making money online and sometimes also white hat practices. Moreover, 
there are many gaming forums100, where users mainly discuss strategies and solutions 
for games and occasionally also unfair or deceptive practices.  

8.4. Market data review 

The selection of the Top 30 European websites was based on the following approach. 
First, we retrieved the list of the 30 most popular websites per country (based on SE 
traffic: number of visitors coming to a site from organic search results via Google) from 
                                                 

99 See for example https://www.blackhatworld.com/forums/ or https://www.totalblackhat.net/  or 
https://www.blackhatprotools.info/forum.php and http://blackhatseoforum.com/viewforum.php?f=12  

100 For example https://www.gog.com/forum  

https://www.darkpattern.games/
https://darkpatterns.uxp2.com/
https://darkpatterns.uxp2.com/
https://darkpatterns.uxp2.com/
https://dark.privacypatterns.eu/
https://dark.privacypatterns.eu/
https://dark.privacypatterns.eu/
https://uxplanet.org/dark-design-patterns-in-your-everyday-apps-3627e439a8a1
https://uxplanet.org/dark-design-patterns-in-your-everyday-apps-3627e439a8a1
https://uxplanet.org/dark-design-patterns-in-your-everyday-apps-3627e439a8a1
https://uxplanet.org/dark-design-patterns-in-your-everyday-apps-3627e439a8a1
https://uxplanet.org/dark-design-patterns-in-your-everyday-apps-3627e439a8a1
https://uxplanet.org/dark-design-patterns-in-your-everyday-apps-3627e439a8a1
https://uxplanet.org/dark-design-patterns-in-your-everyday-apps-3627e439a8a1
https://uxplanet.org/dark-design-patterns-in-your-everyday-apps-3627e439a8a1
https://uxplanet.org/dark-design-patterns-in-your-everyday-apps-3627e439a8a1
https://dribbble.com/
https://dribbble.com/
https://ux.stackexchange.com/search?q=dark+pattern
https://ux.stackexchange.com/search?q=dark+pattern
https://ux.stackexchange.com/search?q=dark+pattern
https://ux.stackexchange.com/search?q=dark+pattern
https://ux.stackexchange.com/search?q=dark+pattern
https://community.uxmastery.com/search?q=dark%20pattern
https://community.uxmastery.com/search?q=dark%20pattern
https://community.uxmastery.com/search?q=dark%20pattern
https://community.uxmastery.com/search?q=dark%20pattern
https://community.uxmastery.com/search?q=dark%20pattern
https://www.designernews.co/search?q=dark+pattern&t=everything
https://www.designernews.co/search?q=dark+pattern&t=everything
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the platform Semrush.101 We calculated the average traffic share of each of the websites 
across the 27 EU Member States. 

Average traffic share of the platform =  (Σ27 𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝑠𝑠ℎ𝑇𝑇𝑇𝑇𝑎𝑎)/27 

Then we weighted the traffic share by the number of internet users per country, based 
on the country population and share of internet users, and we obtained a list of the Top 
60 European websites.  

Weighted average traffic share of the platform = (Σ27 (𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝑠𝑠ℎ𝑇𝑇𝑇𝑇𝑎𝑎 ∗ 𝑇𝑇𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑇𝑇𝑐𝑐 𝑤𝑤𝑎𝑎𝑇𝑇𝑤𝑤ℎ𝑐𝑐))/27 

In parallel, we did a similar task using two other databases (SimilarWeb and Alexa), 
which do not cover all the EU27, but still the majority of Member States.  

Finally, we did the selection of the websites based on the following criteria:  

1. Relevant categories: we excluded some categories that usually do not use unfair 
practices (e.g., weather forecast websites), while keeping the most relevant for 
this study (e.g., marketplace, search engine, user reviews, social media, e-
commerce, arts & entertainment) 

2. Balance of category: we ensured a good balance of the selected relevant 
categories, including for instance a gambling website (Bet365 – Top European one 
in this category) even though it was not featured in the most popular websites.  

3. Balance between national and European/global: we ensured to include at least 5 
national websites, while the other ones are present in multiple or all Member 
States. 

In addition to the 30 websites/apps that were explored in-depth during the mystery 
shopping by BDI, Open Evidence researchers covered 15 additional national/regional 
websites internally to map the prevalence of practices. The additional list was based on 
the same strategy described above: combining the results of the most popular websites 
per country based on the traffic share from Similarweb102 and including the most relevant 
categories.  

We followed a similar approach for the mobile apps, using SimilarWeb, making sure that 
certain problematic categories identified in the literature (e.g., health, games, dating and 
social media) are well represented in the final list.  

The total list of websites and apps reviewed in the mystery shopping includes: 

• 29 marketplaces / e-commerce / price comparison websites/apps 

• 14 social media / social network / communication / dating websites/apps 

• 13 arts & entertainment / user reviews websites/apps 

• 6 health and fitness websites/apps 

• 5 transport and tourism websites/apps 

• 5 games / gambling websites/apps 

• 3 search engine / internet browser websites/apps. 

                                                 

101 https://www.semrush.com/  
102 https://www.similarweb.com/  

https://www.semrush.com/
https://www.similarweb.com/
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8.5. Mystery shopping 

One online Qualboard was held during the full duration of the mystery shopping. The 
main tasks, topics and questions were pre-programmed on the Qualboard platform that 
was moderated by an experienced moderator. The mystery shoppers received a briefing 
and specific instructions. 

Each mystery shopper recruited by BDI analysed 20 websites/apps by:  

• Actively navigating through the websites and using the mobile app as if they were 
normal users, so that they could be targeted by personalised offers and 
advertisements. 

• Doing a set of tasks to explore the different offers or features of the 
websites/apps. The types of tasks vary depending on the type of website/app and 
category (trying to buy a product or book a service, modify privacy settings, 
create an account, compare different products, unsubscribe from a service, 
playing games, etc.).  

• Trying to identify some of the manipulative commercial practices, those that have 
been described or new ones. By doing a systematic analysis of the websites/apps 
and also being investigative and keeping an open mind to spot any tricks that the 
platforms use. To try to find personalised manipulative practices, we asked them 
specifically to do the same task (a search of an hotel or apartment, a specific 
purchase, etc.) one day; and to do exactly the same task 3-4 days after, so that 
they could compare if there is any difference (in ranking, in prices, in 
advertisements) due to personalisation of the service.  

• Reporting each commercial practice found in the QualBoard, including for each 
one: description of the content and how it is shown and presented to users 
(location, context, wording, etc.), screenshots, impact and consequences for the 
user, and other comments.  

The mystery shoppers were asked to:   

• Use their personal devices: PC for websites and video games and mobile phone 
for apps. 

• Before conducting the tasks, make a number of searches on the internet and not 
to delete their search history so that they will be targeted by personalised offers 
and advertisements.  

• Include screenshots of each manipulative practice found. 

• Download an app, to record their screen while navigating in the specific 
website/app (and attach the video). 

• When exploring functionalities, if a payment was required, to stop the last step 
before paying.  

In total, 45 websites and 30 mobile apps were analysed. Most of the websites/apps were 
analysed by 2 mystery shoppers, except the national websites that are only analysed by 
the specific mystery shopper of that country. There was a total of 6 mystery shoppers 
from BDI covering 6 countries (Bulgaria, Germany, Italy, Poland, Spain, and Sweden) 
and 5 mystery shoppers from Open Evidence covering Austria, Germany, France, Ireland, 
Italy, the Netherlands, Norway and Portugal.  
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8.6. Workshops with the Consultative Group of Experts 

The first workshop was held online and gathered 23 participants, including experts 
from the CGE, representatives from the Commission and members from the study team 
from Open Evidence.  

The workshop started by an introduction from the consortium and the Commission about 
the goals of the study. Then, the consortium provided a brief update of the status of the 
activities under Task 1, and explained the aim and activities planned for the policy lab 
group discussions. Participants were divided in three balanced groups in terms of profiles, 
each group focusing on a different broad category of unfair practices. Group 1, 
moderated by Giovanni Liva, focused on misleading practices altering or hiding 
information. Group 2, moderated by Lucie Lechardoy, discussed manipulative 
personalisation practices. Group 3, moderated by Francisco Lupiañez-Villanueva, debated 
on aggressive practices forcing or obstructing consumers’ actions. In each group, 
participants completed a series of exercises and brainstorming on potential remedies for 
the practices, using Mural (www.mural.co), an online board tool where users can place 
post-its, notes, images, etc. The policy lab group discussions followed the same 
structure: 

1. Definition of the category of practices: the moderator explained the category 
of practices that the group would focus on and provided some examples, with 
screenshots, to ensure a common understanding.  

2. Dos and don’ts: the experts had to write their suggestions of elements to forbid 
and elements to change or to impose, in relation to the category of practice. Then 
the experts presented and discussed their suggestions with the rest of the group.  

3. What remedies? Based on their ideas of dos and don’ts experts had to propose 
different remedies, placing them within the categories of legislative actions, 
business initiatives and other solutions. The experts then presented their 
suggestions and placed them on a prioritization matrix based on their estimated 
importance and feasibility. Based on the prioritization matrix, the experts had to 
select one remedy for further discussion in the next steps.  

4. Time to get real: to implement the selected remedy in the next five years, 
experts had to think of key three steps including the stakeholders involved, 
actions to be taken and potential barriers to be expected.  

5. Impacts of the remedy: the last exercise of the policy lab consisted in 
estimating the positive and negative impacts of the selected remedy on individual 
consumers, broader society, and on trade and the industry.  

After the policy lab breakout sessions, all groups reunited into a plenary session and a 
rapporteur from each group presented the main suggestions discussed in the breakout 
sessions. All participants were then invited to react to the findings and suggestions in a 
plenary discussion, before the consortium and the Commission concluded the meeting. 

The second workshop was held online and gathered 22 participants, including experts 
from the CGE, representatives from the Commission and members from the study team 
from Open Evidence.  

The workshop started with an introduction from the consortium on the objectives of the 
workshop and was followed by a presentation of the status of the policy context from the 
Commission. Then, the consortium provided a presentation of the main findings of Task 
1, and explained the aim and activities planned for the group discussions.  

The third workshop was held online and gathered 25 participants, including experts 
from the CGE, representatives from the Commission and members from the study team 
from Open Evidence.  
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The workshop started with an introduction from the consortium on the objectives of the 
workshop and was followed by a presentation of the status of the policy context from the 
Commission. Then, the consortium provided a presentation of the main findings of Task 
2, and explained the aim and activities planned for the group discussions. This was 
followed by discussions on the impact and effectiveness of commercial practices, 
remedies against unfair practice, and a presentation of a proposed behavioural taxonomy 
by the consortium followed by a brief discussion.  

8.7. Analysis, triangulation, and policy recommendations 

Analysis of results 

As a first step, the analysis of the factors affecting consumer behaviour was based 
on the results of the literature review, interviews, consultation of the CGE, the survey, 
the scoping lab experiment, and the main online experiment. The analysis methods that 
we used include multi-criteria analysis, contribution analysis and Qualitative Comparative 
Analysis. As a result of the analysis, we presented the factors affecting consumer 
behaviour, with the prevalence of the different factors, and the susceptibility of 
consumers to these factors according to their socio-demographic characteristics and to 
different types of vulnerabilities. Secondly, the assessment of the effects of 
commercial practices on consumer decision-making was based on the literature 
review, interviews, consultation of the CGE, digital ethnography, mystery shopping, the 
survey, the scoping lab experiment, and the main online experiment. The analysis 
methods that we used include multi-criteria analysis, cost-benefit analysis, contribution 
analysis and Qualitative Comparative Analysis. As a result, we presented the way 
commercial practices affect consumer decision-making, distinguishing the different types 
of practices and their specific effects on consumers, including on vulnerable consumers 
according to various characteristics. Thirdly, we assessed the effectiveness of 
different proposed or implemented remedies that could help consumers make better 
decisions reflecting their long-term preferences and supported the implementation and 
enforcement of current EU consumer legislation. The analysis was based on the results of 
the literature review, interviews, consultation of the CGE, the survey, the scoping lab 
experiment, and the main online experiment. The analysis methods that we used include 
multi-criteria analysis, cost-benefit analysis, cost-effectiveness analysis, contribution 
analysis and Qualitative Comparative Analysis. In assessing which remedies were 
effective and could be recommended as policy options, we addressed the following 
questions: 

• To what extent do the remedies address the problems identified, namely how do 
they aim to mitigate the harmful effects of commercial practices on consumer 
decision making?  

• To what extent are the remedies effective in helping consumers in their decision 
making or in tackling problematic commercial practices? Which remedies are more 
effective per type of commercial practice and type of behavioural factor? 

• Are the remedies cost-efficient? Are the costs of the remedies proportionate to the 
benefits achieved? Which stakeholder group(s) would bear the costs?  

• Would the remedies be sustainable and how would they fit in the framework of EU 
consumer protection policy and enforcement? 

Triangulation 

We followed the principle of mixed-methods and data triangulation, typical of social 
science research. The expression “triangulation” is used in the relevant literature to 
indicate the practice of using different sources of data and collection methods to reinforce 
the robustness and solidity of the analysis. The purpose was to triangulate the 
quantitative and qualitative evidence gathered to corroborate findings through cross-
comparison of information. Overall, emphasis was placed on quantitative methods and 
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data, complemented by qualitative approaches and information. The analysis brought 
together quantitative and qualitative data, identifying similar trends or explaining any 
apparent contradictions. In this view, we compared and corroborated the qualitative and 
quantitative evidence collected across the different data collection methods. We also 
corroborated the findings of the preparatory phase (Task 1) with the results of the 
experimental phase (Task 2). Experiments as such provide solid evidence on the “effect 
of causes”, but not necessarily on the “causes of effects”. Similar studies in the literature 
or our qualitative research thus tackled more than the experiments the “why” and not 
only the “what” of the research questions. Finally, the final step was a critical analysis of 
the validity of the results of the experiments as to assess their potential for 
generalisation. To do that we followed the two classical approaches proposed by 
Campbell103 and Cronbach104.  

The first was to consider the extent to which our experiments were exposed to the 
classical threats to validity: a) interaction effects of testing; b) interaction of selection 
and experimental treatment; c) reactive effects of experimental arrangements; d) 
multiple-treatment interference; e) irrelevant responsiveness of measures; f) irrelevant 
replicability of treatments. The second used the Unit Treatment Observations Settings 
(widely known as UTOS approach) formulated by Cronbach (1982), which required 
answering the following questions: 

• Units: were the participants different in a fundamental manner from the 
population of interests? Do they show limited variation in terms of socio-
demographic characteristics? 

• Treatment: were there country specific unobservable factors?  

• Observations: were outcome variables measured with bias?  

• Settings: what design choices may have an impact on generalisation? 

Following this triangulation process, we provided answers and conclusions to each 
research question, structured around the three objectives of the study.  

Policy recommendations 

The first step in building policy recommendations consisted in defining the problem - 
namely problematic commercial practices and their detriment for consumer (assessed in 
Task 1) - and defining the policy objectives. Second, the empirical evidence produced in 
Task 2 on consumers’ needs, attitudes, and behaviour was compared with the underlying 
policy goal through a gap analysis. This gap analysis identified the policy implications 
that in turn shaped the final policy recommendations in two ways: a) providing 
suggestions for developing new effective forms of regulation or intervention; b) assessing 
to what extent the existing regulations or interventions should be revised to reflect the 
conclusions of the study. 

                                                 

103 Campbell, D. (1957). Factors relevant to the validity of experiments in social settings. Psychological 
Bullettin, 54(4), 297-312 

104 Cronbach, L. (1982). Designing Evaluations of Educational and Social Programs. San Francisco: Jossey-Bass 
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Figure 32 From evidence to policy implications 

 

Source: Authors’ elaboration 

To build our recommendations, we reviewed the set of remedies identified or proposed in 
the literature, by experts and stakeholders, that aim to limit the expansion/proliferation 
of the problematic practices and detriment caused. We reviewed and compared the 
assessment of remedies conducted in the previous tasks in order to define the remedies 
that are the most relevant and effective to tackle the problematic commercial practices 
and support consumer decision making, that are the most cost-efficient and that can be 
sustained in the framework of consumer protection policy and enforcement. In order to 
refine our assessment of the policy options and our recommendations, we sought the 
advice from our experts and the CGE during a last virtual workshop. In this final 
workshop, we presented the conclusions of the study and our assessment of the policy 
options and sought feedback from the CGE on the top policy options and final 
recommendations. 

We then formulated recommendations on policy options that could tackle problematic 
commercial practices and help consumer decision-making while supporting the 
implementation and enforcement of current EU consumer legislation. Our policy 
recommendations were framed in the context of a robust theory of causality and, to be 
effective, they followed these principles: 

• Focused – all aspects of the policy recommendation (from the message to the 
layout) need to be strategically focused on achieving the intended goal of 
convincing the target audience.  

• Professional and rigorous, although not academic – the common audience 
for a policy recommendation is not interested in the research/analysis procedures 
conducted to produce the evidence but are very interested to know the writer’s 
perspective on the problem and potential solutions based on the new evidence.  

• Evidence-based – the policy recommendation is a communication tool produced 
by policy analysts and therefore all potential audiences not only expect a rational 
argument but will only be convinced by argumentation supported by evidence that 
the problem exists and the consequences of adopting particular alternatives.  

• Limited – to provide an adequately comprehensive, but targeted argument within 
a limited space, the focus of the recommendation needs to be limited to a 
particular problem or area of a problem.  

• Understandable – this not only refers to using clear and simple language (i.e. 
not the jargon and concepts of an academic discipline), but also to providing a 
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well-explained and easy to follow argument targeting a wide, but knowledgeable 
audience.  

• Accessible – the writer of the policy recommendation should facilitate the ease of 
use of the document by the target audience and therefore, should subdivide the 
text using clear descriptive titles to guide the reader. 

• Practical and feasible – the policy recommendation is an action-oriented tool 
targeting policy practitioners. As such, the recommendation must provide 
arguments based on what is actually happening in practice with a particular policy 
and propose recommendations which seem realistic to the target audience. 

Only once all these elements were taken into account, we were able to deliver high 
quality policy recommendations in the Final Report of the study that are useful for policy 
makers and other stakeholders on options to tackle problematic commercial practices 
and support consumer decision-making. 
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9. Annex - Scoping lab experiment 

9.1. Methodology 

9.1.1. Background and objectives 

The two main objectives of the scoping lab experiment were the following: 

1. The scoping lab experiment aimed to gather data associated with the emotional 
and behavioural reactions of consumers in several European countries exposed to 
unfair commercial practices in comparison to a control condition. In this way, it 
addresses the key objectives of the study (i.e., the reactions elicited in 
consumers) and specific research questions in the final report [R.Q.5 (the impact 
on vulnerable consumers), R.Q.6 (benefits and costs of the practices for 
consumers)]. Consumer detriment has been measured in terms of psychological 
and emotional impacts as a response to the different practices used. 

2. The present study aimed to detect insights at European level that cannot be 
obtained by the use of traditional research methods, representing a novel 
approach to the research on unfair commercial practices and dark 
patterns as, to our knowledge, it is the first experiment using neurophysiological 
measurements to understand what reactions are elicited by certain online unfair 
commercial practices.     

As previously discussed, the design of this scoping exercise was informed by Task 1 in 
the selection of the practices and websites to be used, following the feedback received 
from the Commission. In addition, it aimed to inform the other main activity of Task 2, 
namely the main online experiment, as with the information collected, we were able to 
understand better what happens to consumers at the psychological and emotional level 
when they carry out specific tasks. This contributed to both the online experimental 
design and the final interpretation of the results. 

The design of this scoping exercise combined a qualitative and quantitative approach 
with a between-subject experimental design, with an additional questionnaire before and 
after the experiment. The following sections details the materials and methods used.  

9.1.2. Sample, recruitment, and country coverage  

The study was conducted in three countries (Italy, Germany, and Spain) between August 
and September 2021, and it involved 120 participants. In Italy, the study was conducted 
in Rome on the dates 2-5 August 2021 at the "STAF Business Center" (Via della 
Sforzesca, 1, 00185 Rome RM, Italy). In Germany, the study was conducted in Berlin on 
the dates 24-27 August 2021 at the "Schlesinger Berlin" (Tauentzienstraße 3, 10789 
Berlin, Germany). In Spain, the study was conducted in Madrid on the dates 31 August 
2021 - 3 September 2021 at the "Schlesinger Madrid Formerly BDI Research" (C. de 
Velázquez, 30, 1st, 28010 Madrid, Spain). 

The experimental sample was composed of 120 healthy participants, ensuring a balance 
in terms of gender (65 females and 55 males), age (mean age = 42.4 years, standard 
deviation = 11.9 years), nationality (40 Italians, 40 Germans and 40 Spanish), and 
educational level (for maximum educational level completed, 2 participants selected 
primary school, 21 secondary school, 31 technical school, 50 university degree and 16 
master). The participants, recruited through a research institute, reported to have no 
vision problems and to not wear glasses. After the explanation of the study, each 
participant signed a document of informed consent, which included the authorisation to 
record neurophysiological and behavioural data. 
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9.1.3. Experimental protocol 

The sample was divided into two experimental groups (60 participants each). The 
“control” group was exposed to three web tasks showing no dark patterns and unfair 
personalisation practices, while the “unfair practices” group (henceforth referred to as 
the treatment group) was exposed to the same three web tasks showing dark patterns 
and unfair personalisation practices. Each experimental session lasted around 45 
minutes, where 15 minutes were allocated for the setup and calibration of the 
technologies and 30 minutes were dedicated to the main experiment. At the beginning of 
the experimental session, each participant was randomly assigned either to the control or 
the treatment group using a computer-based randomisation procedure (“Research 
Randomizer” tool, available at the following link: https://www.randomizer.org). The 
procedure used a random assignment by blocks method in order to preserve an equal 
sample size (n = 20) for both groups within each country of interest (n=40).  

It was hard to foresee effect sizes, since these are strictly related to the eventual 
resulting effect (Garner et al, 1956; Cherubino et al, 2019). However, a total sample size 
of 60 participants per group was identified as the proper sample size to represent the 
theoretical population on the basis of our previous experience. In particular, we recently 
published a paper investigating the degree of correlation between the neurometrics 
computed over the whole experimental population (36 participants) versus different 
subsets of them. We demonstrated that from 36 to 32 subjects there are no significant 
differences, i.e., neurometrics computed on samples of 32 participants are significantly 
correlated, in all the possible combinations of participants, with neurometrics computed 
on the full sample (even if the standard deviation of measures increases). Therefore, a 
population of 60 participants was deemed sufficient to achieve low standard deviations 
and a relevant effect size (considering Cohen’s d parameter). 

The experimental protocol consisted of seven main phases as follows: 

(1) Informed consent and equipment setup. Participants were welcomed, they were 
explained the tasks, and were then asked to sign an Informed Consent declaration. Three 
electrodes were placed on their non-dominant hand to record the heart rate and the 
galvanic skin response using the ShimmerSensing equipment, while the eye movements 
were tracked using a pair of Tobii eye tracker glasses. Additionally, participants were 
informed about the mouse inputs tracking.  

(2) Eye tracking calibration. During this phase, the eye tracker was calibrated, 
performing the process whereby the geometric characteristics of a subject’s eyes were 
estimated as the basis for a fully customized and accurate gaze point calculation. 

(3) Introduction to the navigation screen. Participants were introduced to the 
“navigation screen”, the prototype “home page” containing the links to each task 
instruction and to the target web pages. Participants were asked to familiarise 
themselves briefly with the prototype “home page” and were told that soon they would 
need to perform three tasks, each one on a different web site, ”as if they were at home”.  

(4) Initial baseline. At this stage, a first “calibration” period related to heart rate and 
galvanic skin response data was collected in front of a web page (further details on the 
methods and data collected will be provided in Annex section 9.1.5). The standard 
research page of Google was adopted, since it can be considered “neutral”, i.e., without 
any content. The baseline lasted a total of 30 seconds on each participants’ screen. 

(5) User flow and task sections. Participants were asked to perform 3 tasks in 
sequence. The order of exposure to the 3 tasks was randomised using the random order 
assignment method of the “Research Randomizer” tool (available at the following link: 
https://www.randomizer.org) to avoid any systematic effect related to the presentation 
order. During each task, the communication between participant and moderator was 
allowed only if the participant stated that he/she was not able to perform the task. Such 
a constraint was designed to avoid “noise”, i.e., random effects that might affect data 
quality. Each task section was structured as follows: 

https://www.randomizer.org/
https://www.randomizer.org/
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(a) Instruction screen. Participants navigated the instruction screen, where they 
were able to carefully read the task’s instructions and ask for any clarification. 
During this subphase the researcher double-checked that the instructions were 
clear for participants and only in this case, participants were invited to start the 
task. The instructions did not uncover the research objectives. Participants, on 
request, were informed about the goals of the study only at the end of the 
experiment. 

(b) Web page interaction. This phase concerned the experimental tasks in which 
participants interacted with the specific cluster of web pages in order to achieve 
the outcome previously set out in the instruction screen. During the task 
execution, web metrics were recorded automatically by the usability software 
used. The neurophysiological measures of interest collected through eye 
tracking, heart rate and galvanic skin response were collected and monitored 
throughout the task. 

(c) Post-task interview. At the end of the task, participants were invited to 
complete a short questionnaire aimed to collect data associated with their 
experience during the previous task (please see the paragraph “Error! 
Reference source not found.” for more details about this phase). 

(6) Final baseline. Once the three task sections were completed, a second and final 30 
seconds calibration period related to heart rate and galvanic skin response data was 
collected, similarly to what was done at the beginning in front of the Google search 
webpage (please see 4. Initial baseline). This final baseline, together with the first 
baseline previously recorded, were used to estimate each individual’s standard deviation 
and median values of the heart rate and galvanic skin response in a resting state. 

(7) Removal of equipment and questionnaire. At this stage, electrodes and other 
tracking gear were removed and participants were invited to complete a questionnaire 
related to the entire experience (please see the paragraph “Error! Reference source 
not found.” for more details about this phase). 

It is important to note that, in order to further explore the results of the test and 
measure the impact of personalisation of specific practices, two weeks before the 
experimental session, participants were asked to fill in an additional questionnaire related 
to four topics. First, in order to test the personalisation of certain practices, we sent two 
questionnaires to participants two weeks before the experiment to assess their degree of 
sensitivity to health issues and their financial literacy. Both questionnaires were used as 
control for some of the results of interest, as well as to assess the impact of 
personalisation on participants’ reactions. That is, participants’ responses to these 
questions were used to personalise some of the dark patterns presented to them, as will 
be discussed in detail in the following section. Furthermore, this data was collected to 
test moderation effects. In addition, participants were also asked to answer two 
questions measuring their need for cognition (a measure of the extent to which 
individuals engage in and enjoy tasks that require thinking) and one aspect of their 
personality (agreeableness). These questions were added specifically to control for 
factors that may affect performance in Task 3, given that the degree to which a 
participant enjoys tasks that require focus and thinking, and their agreeableness may 
impact the way in which they interact with a trick question. These questions were also 
added to control for these factors as well as to test for moderation effects (please see the 
paragraph “Error! Reference source not found.” for more details about this phase). 

9.1.4. Stimuli and task details 

Participants were asked to perform 3 tasks in a row on different interfaces that were 
previously prototyped in high fidelity. Depending on whether participants were in the 
control or treatment group, participants performed the 3 tasks in which dark patterns or 
personalisation practises were respectively not present/present. The prototypes used are 
available at the following links: 
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• IT: https://kx7n86.axshare.com/#id=4oq65y&p=mainscreen&sc=1&c=1  

• DE: https://8a3tj6.axshare.com/#id=4oq65y&p=mainscreen&sc=1&c=1  

• ES: https://xy7zvk.axshare.com/#id=4oq65y&p=mainscreen&sc=1&c=1  

The following sections describe in detail each task’s rationale and objective, providing a 
clear overview of the differences associated with each interface of interest to which the 
two experimental groups were exposed to. In addition, the direct links to explore the 
interface of interest are made available within each task sections to facilitate further 
exploration and/or replication of the user experience. 

Task 1: Forced action and personalisation 

Rationale. Participants in the treatment group were exposed to a personalised 
advertisement with a “forced action” dark pattern. The control group was exposed to the 
same advertisement, without personalisation or “forced action” features. We aimed to 
investigate whether there were differences in the collected neurophysiological and 
behavioural responses in the comparison between groups.  

Task objective. Participants, by means of an instruction provided on the screen, were 
invited to visit a prototyped version of the “TheFork” website in order to choose a 
restaurant to have dinner “today” from the available list of restaurants. The “Success” 
measured in relation to this task was the actual choice of a restaurant.  

Participants belonging to the control and treatment groups were exposed to the same 
interface, except for the features highlighted below: 

• The treatment group, through the appearance of a pop-up, was exposed to a 
personalised advertisement with a problematic user interface (targeted message, 
participant’s name, difficulties in closing the pop-up as the ‘x’ to close it was not 
immediately visible).105  

• The control group was exposed to the same advertisement including no targeted 
message, no subject name, or any difficulties in closing the pop-up.106  

Task 2: Confirmshaming 

Rationale. Participants in the treatment group were steered away from making a certain 
choice using “aggressive” language and emotion (shame), with the aim of investigating 
differences in the collected neurophysiological and behavioural responses in comparison 
to the control group. 

Task objective. Participants, by means of an instruction provided on the screen, were 
invited to visit a prototyped version of the “Rayban” website in order to choose a pair of 
sunglasses from the available list of sunglasses. The “Success” measured in relation to 
this task was the actual choice of a pair of glasses. 

Participants belonging to the control and treatment groups were exposed to the same 
interface, except for the features highlighted below: 

• The treatment group, through the appearance of a pop-up, was exposed to two 
calls to actions: “Yes, I love saving money” (salient) and “No, I don’t like to save 
money” (slightly hidden).107  

                                                 

105 The reference instruction page and the access button to the interface are available at the following link (e.g., 
Italian version): https://kx7n86.axshare.com/#id=4j4ii0&p=d1_-_istr&sc=1&c=1  

106 The reference instruction page and the access button to the interface are available at the following link (e.g., 
IT version): https://kx7n86.axshare.com/#id=7vkpzf&p=c1_-_istr&sc=1&c=1     

https://kx7n86.axshare.com/#id=4oq65y&p=mainscreen&sc=1&c=1
https://8a3tj6.axshare.com/#id=4oq65y&p=mainscreen&sc=1&c=1
https://xy7zvk.axshare.com/#id=4oq65y&p=mainscreen&sc=1&c=1
https://kx7n86.axshare.com/#id=4j4ii0&p=d1_-_istr&sc=1&c=1
https://kx7n86.axshare.com/#id=7vkpzf&p=c1_-_istr&sc=1&c=1
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• The control group was exposed to the same advertisement including no targeted 
message, no subject name, or any difficulties in closing the pop-up.108  

Task 3: Interface interference (preselection and trick question) 

Rationale. Participants in the treatment group were exposed to an “interface 
interference” involving checkboxes (with default selections) and a trick question, with the 
aim of investigating differences in the collected neurophysiological and behavioural 
responses in comparison to the control group. 

Task objective. Participants, by means of an instruction provided on the screen, were 
invited to perform an account registration on an online clothing store “Next.ie”, which 
was required to be able to purchase items on the website. The “Success” measured in 
relation to this task was the completion of the account registration process. 

Participants belonging to the control and treatment groups were exposed to the same 
interface, except for the features highlighted below: 

• The treatment group, after filling out the form with personal data, was exposed to 
the tricky sentence “check the specific box if you do not wish to receive sales 
information and other information related to Next.”. The two check boxes 
available in the area below, “Email” and “SMS” were unselected by default, 
meaning that at this stage participants would automatically receive extra 
information about sales via both email and SMS. If participants did not wish to 
receive additional information by email and/or SMS, they needed first to check the 
proper box and then, after the appearance of a pop-up showing the question “Are 
you sure you don't want to receive our updates (offers, discounts, etc) via 
Email/SMS?” and two calls to action of type “NO” (more salient) and “Yes” (less 
salient), they needed to select the “Yes” call to action.109  

• The control group, after filling out the form with personal data, was exposed to 
the sentence “check the specific box if you wish to receive sales information and 
other information related to Next”. The two check boxes available in the area 
below, “Email” and “SMS”, were unselected by default, meaning that at this stage, 
participants would not automatically receive extra information about sales via 
both email and SMS.110   

9.1.5. Methods and tools 

The following section details the methods used to measure neurophysiological and 
behavioural responses of participants, which have been grouped into three different 
sections.  

The first set of measures (which involved the monitoring of autonomic activity, the heart 
rate and skin level conductance) were used to construct the emotional index, which acts 
as a proxy of the emotional state of the participant.  

                                                                                                                                                         

107 The reference instruction page and the access button to the interface are available at the following link (e.g., 
IT version): https://kx7n86.axshare.com/#id=jbv3ce&p=d2_-_task&sc=1&c=1  

108 The reference instruction page and the access button to the interface are available at the following link (e.g., 
IT version): https://kx7n86.axshare.com/#id=4qy93d&p=c2_-_task&sc=1&c=1   

109 The reference instruction page and the access button to the interface are available at the following link (e.g., 
IT version): https://kx7n86.axshare.com/#id=i18n8n&p=d3_-_task&sc=1&c=1 

110 The reference instruction page and the access button to the interface are available at the following link (e.g., 
IT version): https://kx7n86.axshare.com/#id=gwzds1&p=c3_-_task&sc=1&c=1      

https://kx7n86.axshare.com/#id=jbv3ce&p=d2_-_task&sc=1&c=1
https://kx7n86.axshare.com/#id=4qy93d&p=c2_-_task&sc=1&c=1
https://kx7n86.axshare.com/#id=i18n8n&p=d3_-_task&sc=1&c=1
https://kx7n86.axshare.com/#id=gwzds1&p=c3_-_task&sc=1&c=1
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Secondly, three eye tracking indicators (eyeball, time to first fixation, time spent) and 
heat maps based on fixations were collected in order to assess what areas of the 
interface were viewed by participants, and for how long.  

Finally, usability indicators (number of clicks in each task, time on task, success rate) 
and behavioural outcomes were collected in order to measure the extent to which 
participants were impacted by the unfair commercial practices to which they were 
exposed (i.e., whether those in the treatment group made different choices to those in 
the control group).  

Autonomic Recording, Signal Processing, and Indicators 

The Shimmer System (Shimmer Sensing, Ireland), with a sampling rate of 64 Hz, was 
employed for the recording of the Blood Volume Pulse (BVP) and Galvanic Skin Response 
(GSR), respectively by means of the placement of a pulse oximeter on the thumb and of 
two electrodes on the second and third fingers of the non-dominant hand, according to 
published procedures (Measures et al., 2012). 

Figure 33 Shimmer device 

 

Source: Courtesy of BrainSigns 

The Pan-Tompkins algorithm was used to obtain the Heart Rate signal from the BVP (Pan 
& Tompkins, 1985), while the LEDAlab software was used for estimating the tonic 
component of the skin conductance (Skin Conductance Level, SCL) (Benedek & 
Kaernbach, 2010), that was recorded with a constant voltage method (0.5 V). 

The Emotional Index (EI) was performed employing and matching both SCL and HR 
signals, taking into account the circumplex model of affect (Russell & Barrett, 1999; 
Posner, Russell, & Peterson, 2005). According to this model, emotions can be defined by 
two coordinates of a point in this plane (i.e., the circumplex model of affect) where 
valence and arousal are respectively the horizontal and the vertical axes. The EI 
computation is carried out assuming that HR is correlated with the valence dimension 
(thus Valence/x-axis has been assessed by HR) and the SCL is correlated with the 
arousal dimension (thus Arousal/y-axis has been assessed by SCL), according to 
scientific evidences (Bradley et al, 1993; Mauss & Robinson, 2009).  

At this point, each point (i.e., the measure) would result in a bi-dimensional variable, 
being on a cartesian diagram (i.e., the circumplex model of affect). By performing a 
transformation into polar coordinates, it is possible to explicate the position of the point 
as an angle. Therefore, it is possible to obtain an Index, i.e., the Emotional Index, that in 
a synthetic way takes into consideration both the Valence and Arousal dimensions. In 
particular, the EI represents a one-dimensional variable, associated with the emotional 
state of a subject (Vecchiato et al., 2014) and defined by the following formula: 
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where, 

𝛽𝛽 =  �
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2
𝜋𝜋 + 𝜋𝜋 − 𝜗𝜗 𝑇𝑇𝑇𝑇 𝑆𝑆𝑆𝑆𝑆𝑆𝑧𝑧 ≥ 0,𝐻𝐻𝐻𝐻𝑧𝑧 ≤ 0,

𝜋𝜋
2
−  𝜗𝜗 𝑐𝑐𝑐𝑐ℎ𝑎𝑎𝑇𝑇𝑤𝑤𝑇𝑇𝑠𝑠𝑎𝑎.

 
 

(2) 

HRz and SCLz respectively represent the Ζ-score variables of HR and SCL, while ϑ is in 
radians and is calculated as arctang (HRz, SCLz). The angle β and the values of EI vary 
between [−1, 1].  Negative (HRz < 0) and positive (HRz > 0) values of the EI 
respectively indicate negative and positive emotions (valence) (Vecchiato et al., 2014). 

In addition, Skin Conductance Level (SCL) and Heart Rate (HR) have been provided 
separately as measures of interest. SCL comes from the Galvanic skin response (GSR), 
which is the biosignal related to the Skin Conductance phenomenon. Physiology literature 
demonstrated that Skin Conductance is the result of two different physiological 
responses: a slow response, also named tonic, related to the sustained state of arousal, 
and a fast response, also named phasic, related to short-stimuli-specific reactions. The 
two responses result in two different Skin Conductance components, respectively the 
Skin Conductance Level (SCL) and Response (SCR). In this case the SCL was extracted 
from the GSR. This parameter has been calculated as a function in the time-domain (i.e. 
the SCL component has the same time resolution of the GSR signal, and thus equal to 
the sampling rate) and it has been normalised with respect to the baseline (defined as 
the concatenation of initial and final baseline, and by taking into consideration the mean 
and the standard deviation of the component along it) in order to avoid inter-individual 
bias. Once normalized, it was averaged during the target task in order to obtain task-
specific variations.  

The Heart Rate was extracted from the Photopletismographic (PPG) signal. As this 
parameter is a function in the time-domain as well, it has been normalised with respect 
to the baseline (as the concatenation of initial and final baseline) in order to avoid inter-
individual bias. Once normalised, it was averaged during the target task in order to 
obtain task-specific variations. Below we present the baseline normalisation formula (HR 
and SCL): 

𝑐𝑐𝑐𝑐𝑇𝑇𝑛𝑛𝑇𝑇𝑛𝑛𝑇𝑇𝑠𝑠𝑎𝑎𝑛𝑛 𝑇𝑇𝑐𝑐𝑛𝑛𝑎𝑎𝑖𝑖 =
𝑇𝑇𝑐𝑐𝑛𝑛𝑎𝑎𝑖𝑖 − 𝑛𝑛𝑎𝑎𝑇𝑇𝑐𝑐𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏

𝑠𝑠𝑐𝑐𝑇𝑇𝑐𝑐𝑛𝑛𝑇𝑇𝑇𝑇𝑛𝑛 𝑛𝑛𝑎𝑎𝑑𝑑𝑇𝑇𝑇𝑇𝑐𝑐𝑇𝑇𝑐𝑐𝑐𝑐𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏
  

 

Eye tracking Recording, Data Processing, and Indicators 

The Tobii Pro X2-Glasses 2 eye tracker, with a sampling rate of 100 Hz, was employed 
for the recording of eye tracking data. Tobii Pro Lab software was used in order to draw 
the areas of interest (AOI). The same software was employed to extract fixation data 
associated to each AOI and for each task, by means of the Tobii I-VT fixation filter 
(Olsen, 2012). 
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Figure 34 Tobii Glasses device 

 

Source: Courtesy of BrainSigns 

The following eye tracking indicators were considered for the analysis: 

• Eyeball: Percentage of subjects viewing a specific area of interest (AOI). If 
eyeball is equal to 0, it means that the AOI was not seen, while if the eyeball is 
equal to 1, it means that the AOI was seen. Thanks to this method, it was 
possible to obtain the “Percentage of subjects viewing a specific area of interest 
(AOI)”. 

• TTFF (time to first fixation): Indicates the amount of time in seconds that it 
took a participant to look at a specific AOI from stimulus onset. If the TTFF is 
equal to 1 sec, it means that the AOI was seen after 1 sec, while if the TTFF is 
equal to 10, it means that the AOI was seen after 10 sec. This method allowed us 
to obtain the “the amount of time in seconds that it takes a participant to look at 
a specific AOI from stimulus onset”. 

• TS (time spent): Indicates the amount of time in seconds that a participant 
spent looking at a specific AOI. If the TS is equal to 2 sec, it means that the AOI 
drew the user’s attention for a total duration of 2 seconds, while if the TS is equal 
to 10, it means that the AOI drew the user’s attention for a total duration of 10 
seconds. This method made it possible to obtain participant’s “total duration of all 
individual visits to an AOI”. 

In addition, we developed heat maps based on fixations on the prototypes presented 
for each of the three tasks. Such data visualisation could be performed only at country 
level because the prototypes were translated into the three different languages and 
therefore were different (i.e., it is not possible to aggregate subjects that saw different 
stimuli). These figures should be considered only as an additional presentation of the 
eye-tracking results that facilitate the comprehension of the findings. Please see below 
an example of a heat map: 



Behavioural study on unfair commercial practices in the digital environment:  
dark patterns and manipulative personalisation 

 158 

Figure 35 Example of heat map based on fixations 

 

Source: Courtesy of BrainSigns 

Usability Recording, Data Processing, and Indicators 

The Morae software was employed to conduct the user experience testing, record user 
interactions, observe the user behaviour and log markers and/or notes in real time and 
efficiently analyse results, and instantly share findings with anyone, anywhere. 

With regards to the most important “behavioural outcomes” for the three tasks, the 
following aspects were investigated: 

• App downloads (in Task 1) 

• Discount acceptance (in Task 2) 

• Acceptance to receive further info via SMS or email (in Task 3) 

it is important to mention that the unfair practices available for the treatment group were 
aimed at increasing “App downloads”, “Discount acceptance”, “Acceptance to receive 
further info via SMS or email”, in comparison to the practices available for the control 
group. In addition, the following usability indicators were investigated: 

• Number of clicks in each task. This was calculated as the count of mouse clicks 
needed by each participant to conclude the task. 

• Time on task. This was calculated as the time in seconds needed by each 
participant to conclude the task. 

• Success rate (completed with ease, completed with difficulty, failed to 
complete). This was indicated for each subject by the moderator, who rated the 
difficulties experienced by the subject during the task. If the task was completed 
without any concern, it be classified as “completed with ease”, if some concerns 
were spotted and the task was completed, the task was be classified as 
“completed with difficulty”. In the case that the subject was not able to complete 
the task, it was classified as “Failed to complete”. 

9.1.6. Performed analysis 

Given the novelty of the research conducted, hypotheses on how participants’ 
neurophysiological measures would react to the stimuli could not be developed. 
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Nonetheless, statistically significant differences in the indicators collected may have 
policy implications, given that they indicate that dark patterns may influence people’s 
neurophysiological state. In turn, if this is coupled with statistically significant differences 
in “success rates” in the tasks, which represent a failure to complete day-to-day digital 
tasks, this may also have implications in terms of consumer detriment. Thereby, the 
performed analysis seeks to analyse whether these statistically significant differences 
between those exposed to dark patterns and those not exposed occur. If they do, this 
may suggest that consumers’ ability to make decisions which are consistent with their 
preferences is hampered by the presence of dark patterns.  

The Shapiro Wilk test of normality demonstrated that data were not Gaussian, hence the 
statistical analysis was carried out through nonparametric tests (Shapiro & Wilk, 1965). 
The Mann-Whitney U test was performed for independent samples to assess differences 
among the considered test variables, taking the experimental group to which each 
participant belonged as grouping variable. This grouping variable had two levels, control 
and treatment, based on the experimental groups’ definition. 

The test variables were represented by the following indicators of interest: 

• Emotional index (positive/negative between -1 and +1), as a combination of SCL 
and HR variations, during each task.   

• Skin Conductance Level (SCL) separately for each task, as obtained by the GSR 
signal. 

• HR response separately for each task, as obtained by the PPG signal. 

• TTFF for each AOI and for each task. 

• Time spent in each ROI, for each AOI and for each task. 

• Number of clicks in each task. 

• Time on task.   

• Questionnaires’ interval scales collected through the questionnaire “Error! 
Reference source not found.”. 

In addition, the Fisher’s exact test was employed to explore differences between the two 
groups in terms of the “Eyeball” indicator (i.e. the number of users that have seen the 
area of interest (1) or not (0)), the “Success rate”(i.e., completed with ease (1), 
completed with difficulty (2), failed to complete (3)), and several other usability variables 
that we integrated for a deeper level analysis, taking into account the nature of such 
variables. The Fisher's exact test was used because, in some cases, the expected values 
were very small (below 5) and because the sample size was small. This test is a 
statistical significance test used in the analysis of contingency tables, i.e., when the data 
are categorical resulting from classifying objects into different classes (i.e. the categories 
of each specific indicator). It is therefore used to examine the significance of the 
association (contingency) between the different kinds of classification. 

The personalisation questions prior to the experiment aimed at identifying any impact of 
specific preferences of users on their actions during the experiment, such as the number 
of app downloads (Task 1) or their acceptance of discount (Task 2) or of extra 
information via SMS or email (Task 3). Where such a dependency was expected, the 
analysis of potential moderating effects was taken into consideration using the responses 
to the personalisation questions. 

In particular, according to the section “Error! Reference source not found.”, the 
following scales were taken into account for the analysis of moderating effects: 

• Health consciousness on “app downloads” (task 1) 

• Financial literacy on “discount acceptance” (task 2) 
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• Need for cognition scale on “extra information acceptance” (task 3) 

• An aspect of personality (agreeableness) on “app downloads” (task 1), on 
“discount acceptance” (task 2) and on “extra information acceptance” (task 3) 

In order to add value to the analysis of moderating effects, when possible, subjects were 
classified as (LOW, MEDIUM, HIGH) based on the score obtained on the aforementioned 
scales. In fact, in some analysis we already have the continuum independent variable 
(i.e., the investigated neurometrics). As first categorical predictor, the group variable 
(i.e., control or treatment) has been considered. In this situation, the secondary variable 
(whose possible moderating effect has been analysed) should be categorical as well, with 
a low number of degrees of freedom. Specifically, regarding the “financial literacy”, 
respondents were categorised with the following criteria:  LOW = 1-2 correct answers; 
MEDIUM = 3 correct answers; HIGH = 4-5 correct answers. Regarding the other scales 
(Health consciousness, Need for cognition, Agreeableness), respondents were 
categorised with the following criteria:  LOW = scores below the median; MEDIUM = 
scores equal to the median; HIGH = scores above the median, in order to obtain an 
almost homogeneously distributed sample among categories. 

In addition, in order to verify any shift related to the self-reported attitudes before and 
after the experimental session (for the whole sample and within each group), since the 
Shapiro Wilk test of normality demonstrated that data were not Gaussian and dependent, 
the non-parametric Wilcoxon Matched Pairs Test was performed on similar scales 
provided in the “Error! Reference source not found.” and in the “Error! Reference 
source not found.”. 

Finally, a summary of the self-reported answers to the open-ended questions 
administered by the “Error! Reference source not found.” was reported. 

9.2. Questionnaires 

9.2.1. Personalisation questions prior to experiment 

In order to test the personalisation of certain practices, we sent two questionnaires to 
participants two weeks before the experiment to assess their degree of sensitivity to 
health issues and their financial literacy. Both questionnaires were used as control for 
some of the results of interest, as well as to assess the impact of personalisation on 
participants’ reactions. 

For Task 1 on personalised advertising related to health and food, we used the health 
consciousness scale (Dutta-Bergman, 2004). This scale uses five items on a 1 to 5 scale 
with 1 representing "strongly disagree," and 5 representing "strongly agree: 

• I do everything I can to stay healthy. 

• Living life in best possible health is very important to me. 

• I actively try to prevent disease and illness. 

• Eating right, exercising, and taking preventive measures will keep me healthy for 
life. 

• My health depends on how well I take care of myself. 

This scale is (1) validated in many different contexts, (2) short and functional to include 
in a more extensive study, and (3) more importantly, there is strong scientific evidence 
using this scale for health attitudes and cognitions, health related search behaviour 
online, and actual health related behaviour among people with higher scores (Mäntyselkä 
et al, 2019). We also used these questions in an experimental study before in three 
different countries, yielding statistically significant results in all three (Lupiáñez-
Villanueva et al, 2020).  
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For Task 2 with confirmshaming related to savings, we used the following questions to 
assess the financial literacy of participants111. Prior research confirms the role that 
financial literacy can play in determining financial decisions (Ouachani  et al, 2020) such 
as accepting a discount and, therefore, we included this scale to control for this factor 
and to check for its moderating effect on participant decisions.  

1. Suppose you have some money. Is it safer to put your money into one business or 
investment, or to put your money into multiple businesses or investments? 

a. One business or investment 
b. Multiple businesses or investments  
c. I don’t know      

2. Suppose over the next 10 years the prices of things you buy double. If your income 
also doubles, will you be able to buy less than you can buy today, the same as you 
can buy today, or more than you can buy today?  

a. Less 
b. The same      
c. More             
d. I don’t know             

3. Suppose you need to borrow 100 Euro. Which is the lower amount to pay back: 105 
Euro or 100 Euros plus 3%?  

a. 105 Euro 
b. 100 Euro + 3%     
c. I don’t know             

4. Suppose you put money in the bank for 2 years and the bank agrees to add 15% 
per year to your account. Will the bank add more money to your account the 
second year than it did the first year, or will it add the same amount of money both 
years?  

a. More money     
b. The same amount    
c. I don’t know             

5. Suppose you had 100 Euro in a savings account and the bank adds 10% per year to 
the account. How much money would you have in the account after 5 years if you 
did not remove any money from the account?  

a. More than 150 Euro   
b. Exactly 150 Euro   
c. Less than 150 Euro             
d. I don’t know         

In addition, the additional measures of Need for cognition and Personality were added to 
the questionnaire, as follows: 

Need for cognition scale (updated 6 item scale NCS-6), a 5-point scale (1 = extremely 
uncharacteristic of me; 5 = extremely characteristic of me)  

                                                 

111 We have used this scale within this framework in the following study "Consumer testing and communication 
design work specifying the details of the pan- European Personal Pension Product (PEPP) Key Information 
Document (KID) and Benefit Statement (PEPP BS)" 
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• I would prefer complex to simple problems. 

• I like to have the responsibility of handling a situation that requires a lot of 
thinking. 

• Thinking is not my idea of fun. (R) 

• I would rather do something that requires little thought than something that is 
sure to challenge my thinking abilities. (R) 

• I really enjoy a task that involves coming up with new solutions to problems. 

• I would prefer a task that is intellectual, difficult, and important to one that is 
somewhat important but does not require much thought. 

Single-Item Measures of Personality - Agreeableness 

Below there is a pair of descriptions. Circle/tick one point on the scale to indicate how 
much you think each description sounds like you. How much does the description sound 
like you? “Generally, I come across as…” 

 

9.2.2. Pre-study questions  

Before participants conducted the main tasks online, they were asked - in written format 
- a set of general questions to understand the general level of their digital trust before 
completing the tasks.  

We define digital trust as the confidence users have in online websites/apps to (i) provide 
relevant and unbiased searches, (ii) protect their personal information and (iii) provide a 
safe environment for them to engage with content.  

1. About how often do you use the internet to:  

a. Search for information 
b. To compare product characteristics or prices 
c. To access national and international news 
d. To make purchases 
e. To socialise 

Response alternatives:  every day, every 3 or 4 days, about once a week, about once a 
month. Rarely or never. 

2. How much do you agree with the following sentences? Please select the number on 
the scale  

a. Websites and apps protect my privacy and data 
b. Websites and apps are designed to influence my choices 
c. Websites and apps allow me to make an informed decision (e.g., 

purchases) 
d. Websites and apps show me annoying advertisements 
e. Websites and apps show me relevant advertisements 
f. The sales techniques in online websites and apps are comparable to those 

in offline shops 
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Response alternatives: 1=strongly disagree; 2= disagree somewhat, 3= neither agree 
nor disagree, 4= agree somewhat, 5= strongly agree 

9.2.3. Questions after each task 

At the end of each task, participants were asked to reply to this written questionnaire:  

 “Did you want to receive email/SMS?” [ “Yes” or “No”] - Only for the “Task 3” section 

For the following set of questions, please reply on a scale from 1 to 5.  

7. How easy was it to understand the information? [1= very easy; 5= very difficult] 

8. Did you feel any frustration while completing the task? [1=not at all; 5= very 
frustrated] 

9. How transparent do you think the information (price, terms, etc.) presented in 
the task are? [1= not transparent at all; 5= very transparent] 

10. How trustworthy do you consider this website and the information provided to 
you? [1= not trustworthy at all; 5= very trustworthy] 

11. How aggressive did you perceive this website? [1= not aggressive at all; 5= very 
aggressive] 

12. Did you feel manipulated while completing the task? [1= not at all; 5= strongly 
manipulated] 

Each participant was then interviewed by a moderator at the end of each task. The 
questions that were asked during this phase are reported below.   

4. Did you experience any problems? Yes/No 

a. If yes, which problems did you experience? 

5. Did the presence of any specific design interface (e.g., the way information was 
presented) or other commercial practice affect your decisions? 

1. If yes, how? 

6. In general, do you think there is a need for additional information displayed on 
the websites/apps? 

a. If yes, which ones?  

9.2.4. Questionnaire at the end of the experimental session 

After the experiment (when electrodes and other tracking tools were removed), each 
participant filled out a final questionnaire, similar to the one already filled out during the 
pre-study phase.  

For the following set of questions, please reply on a scale from 1 to 5 [1= strongly 
disagree; 5= strongly agree]. 

• Online websites, apps and other online traders protect my privacy and data. 

• Websites and apps make up things to influence my choices. 

• Websites and apps carefully select advertisements that are relevant to me. 

• Websites and apps often use unfair selling techniques.  

• I sometimes feel manipulated by websites and apps – like some of my personal 
information is being used against me. 

• The commercial practices of websites and apps are comparable to that in real 
shops.  
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• I know how to recognise unfair commercial practices online just as well as in 
offline shops. 

• Personalised practices (targeted advertising, recommended ranking, personalised 
pricing) can be unfair. 

9.3. Results 

The results section has been structured by task, instead of by technique, in order to 
provide a better understanding of the main findings obtained for each task of interest. 
Statistical analyses were performed by choosing the proper statistical test depending on 
the types of data to compare, in order to point out any eventual effect. Only those results 
that are statistically significant or tend towards significance will be reported in the results 
section (insignificant results are reported in Annex section 9.3.4). The threshold of 
significance has been set to p =.05. Therefore, results (i.e., the differences between the 
treatment and control groups) will be considered strictly statistically significant (if the p-
value is less than 0.05); or tending to significance (if the p-value is less than 0.1 but 
greater than 0.05). The latter results are reported because, although significance was not 
reached, there is a trend that provides interesting insights. Beside the p-value, the effect 
size (r) and the confidence interval (CI) associated with the data distribution were 
reported for each test. In general, the exploratory nature of the study should be 
considered, as even significant findings should not be interpreted as conclusive, but as 
indicating and encouraging future research. 

9.3.1. Task 1: Forced action and personalisation 

The section below reports the main findings from Task 1. 

Emotional Index (EI), Skin Conductance Level (SCL) and Heart Rate (HR) 

Regarding Task 1 and the comparison performed through the nonparametric Mann-
Whitney U between the average level of the “EI”/ “SCL”/ “HR” (averaged for the task 1’s 
total duration), the results showed no significant differences between the two 
independent groups (control and treatment). Respondents presented similar levels of HR 
and SCL when they were exposed to the dark pattern and when they were not. In 
addition, the emotions they experienced did not significantly differ in these two 
conditions. Nevertheless, during Task 1, subjects belonging to the control and treatment 
groups seemed to face a very different experience. In particular, a high percentage 
(96%) of subjects of the treatment group spent most of the time trying to close (52 sec) 
the pop-up, while the control group spent most of the time (77 seconds in average) 
reviewing the restaurant list and deciding which restaurant would be worth choosing to 
have dinner. 

Considering the substantial differences in behaviour during this task, we performed 
additional analysis focusing only on the dwell time on the pop-up. As this time was 
extremely short for the control group (subjects quickly closed the pop-up), the results 
are not comparable across groups. Thus, we investigated within each group (treatment 
and control group) the average level of the “EI”/ “SCL”/ “HR” associated with the dwell 
time on the pop-up in comparison to the average level of the “EI”/ “SCL”/ “HR” 
associated with the entire task. 

The non-parametric Wilcoxon Matched Pairs Test was performed since the samples were 
dependent, and results showed a statistically significant increase in heart rate (HR, 
CI_HR = 77.77±2.75) while subjects belonging to the treatment group were dealing with 
the pop-up ("HR pop-up”, CI_HR_pop up = 78.31±3) in comparison to the entire 
experience (“HR”) (T = 512, r = 0.27, p = 0.047, Cohen’s D (Effect size) = 0.196). We 
found no significant differences when running the same test on the control group 
(insignificant differences are reported in Annex section 9.3.4). 
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Figure 36 Heart Rate (HR) values assumed from the treatment group (D), 
during the pop-up (HR pop up) and the entire experience (HR) 

 

Note: The Wilcoxon signed rank test revealed a significant difference between the two values (T = 512, r = 
0.27, p = 0.047, D = 0.196) 

 
Time To First Fixation (TTFF), Time spent (TS), Eyeball (EB) 

The following two figures represent the Areas of interest (AOIs) of Task 1, which were 
used as a basis to conduct this analysis.   

Figure 37 AOI – control group / Task 1 

 



Behavioural study on unfair commercial practices in the digital environment:  
dark patterns and manipulative personalisation 

 166 

Figure 38 AOI – treatment group / Task 1 

 

 

We performed the nonparametric Mann-Whitney U between the average level of the time 
to first fixation “TTFF” associated to the Task 1’s AOIs for the two independent groups 
(control and treatment). Results showed a statistically significant higher TTFF related to 
the “pop-up title” (U = 564.5, r = -0.28, p = 0.011, CI_Control: 0.64±0.28, 
CI_Treatment: 1,15±0.65) and “pop-up body text” (U = 591, r = -0.35, p = 0.001, 
CI_Control:0.86±0.31, CI_Treatment=2.02±0.92) for the treatment group in comparison 
to the control group. The “pop-up title” refers to the app name (“Lose Weight App”), 
while the “pop-up body text” refers to the text that followed the greetings. 

Figure 39 Average level of the time to first fixation “TTFF” associated to the 
Task 1’s AOIs pop-up title (on the left) and pop-up_bodyText (on the right) for 

the two independent groups, control and treatment 

 

Note: The Mann-Whitney U test revealed a significant difference between the two groups for both cases (pop-
up title: U = 564.5, r = -0.28, p = 0.011; pop-up_bodyText: U = 591, r = -0.35, p = 0.001) 

We performed the nonparametric Mann-Whitney U between the average level of the time 
spent (“TS”) associated to the Task 1’s AOIs and obtained for the two independent 
groups (control and treatment). Results showed a statistically significant increase in “TS” 
for all areas of interest for the treatment group in comparison to the control group, as 
shown in the following table. 
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Table 15 Statistical test results of time spent in areas of interest Task 1 

Areas of interest U r p CI_Control CI_Treatment 
Pop-up 43,000 -0.83 0.000 4.12±0.46 17.3±1.85 
Pop-up image 247,000 -0.76 0.000 0.29±0.19 2.76±0.65 
Pop-up x-icon 821,000 0.27 0.007 0.48±0.09 0.00±0.14 
Pop-up title 922,500 -0.28 0.004 0.35±0.13 0.68±0.20 
Pop-up Hi 351,000 -0.64 0.000 0.00±0.04 0.58±0.13 
Pop-up body text 630,000 -0.4 0.000 0.43±0.16 2.22±0.55 
Pop-up Google Play 333,500 -0.65 0.011 0.00±0.05 0.80±0.18 
Pop-up AppleStore 335,500 -0.65 0.000 0.00±0.04 0.72±0.15 

 

Figure 40 Average level of the time spent (“TS”) associated to the 8 Task 1’s 
Areas of Interests (AOIs), for the two independent groups: control and 

treatment 
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Regarding Task 1 and the comparison performed through the Fisher's exact test 
considering the Eyeball (“EB”) associated to Task 1’s AOIs, results showed a statistically 
significant difference in the “EB” associated to the different areas of interest between the 
treatment and control groups. The associated p-values are shown in the table below. 

Table 16 Statistical test results of eyeball in areas of interest Task 1 

Areas of 
interest 

Pop-up 
image 

Pop-up x-
icon 

Pop-up Hi Pop-up 
body text 

Pop-up 
Google 

Play 
p 0.000 0.000 0.000 0.000 0.000 
 

In particular, a higher percentage of subjects noted the “pop-up image”, “pop-up Hi”, 
“pop-up body text”, “pop-up Google Play” in the treatment group in comparison to the 
control group, while a higher percentage of subjects noted the “pop-up x-icon” in the 
control group in comparison to the treatment group. 

Figure 41 Eyeball (EB) associated to Task 1’s Areas of Interest (AOIs) for the 
two independent groups: control and treatment 

 

Heat maps 
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Heat maps based on fixations related to the web page of interest were produced. It is 
important to note that such data visualisation could only be performed at country level, 
because of the different translations associated to the prototypes generated for each 
country and for this reason, it should be considered only as an additional deepening that 
may not be consistent with the results obtained by the quantitative analysis performed at 
European level. Heat maps associated with each country and with each interface’s 
element of interest are reported below. 

By observing the heat map generated at country level on the dwell times of the pop-up, 
it is possible to note different patterns of visualisation between the treatment and control 
groups.  

In particular, heat maps produced on the basis of the treatment group data show a wider 
distribution of attention throughout the interface, in comparison to the control group, 
whose attention is manly focused within the pop-up.  

In addition, the treatment group showed more attention towards several elements of 
interest such as the pop-up image, the pop-up texts (title, greetings, and body text), and 
the call to actions (in particular “Google Play”). However, when reading these results, it is 
important to consider that the Task 1 features for the treatment group aimed to make it 
harder for subjects to skip the pop up than in the control group. 

Figure 42 Heat map – Task 1 / control group Italy 

 

Source: Authors’ elaboration 

Figure 43 Heat map – Task 1 / treatment group Italy 
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Source: Authors’ elaboration 

Time on Task, Number of clicks, Success rate 

We performed the nonparametric Mann-Whitney U between the “Time on Task” (in 
seconds) obtained for the two independent groups (control and treatment) during the 
entire task. Results showed a statistically significant increase in the “Time on Task” (in 
seconds) for the control group (CI_Control = 92.25±10.21) in comparison to the 
treatment group (CI_Treatment = 52.23±9.22) (U = 1165, r = 0.35, p = 0.001). 

Figure 44 “Time on Task” (in seconds) obtained for the two independent 
groups: control and treatment during the entire Task 1 

 

Note: The Mann-Whitney U revealed a significant difference between the two groups (U = 1165, r = 0.35, p = 
0.001) 

Regarding Task 1 and the comparison performed through the nonparametric Mann-
Whitney U between the “Number of clicks” obtained for the two independent groups 
(control and treatment) during the entire task, results showed a statistically significant 
increase in the “Number of clicks” for the treatment group (CI_Treatment = 6±1.63) in 
comparison to the control group (CI_Control = 4±0.62) (U = 1050.5, r = -0.30, p = 
0.001). 
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Figure 45 Number of clicks (N-Click) obtained for the two independent groups: 
control and treatment during the entire Task 1 

 

Note: The Mann-Whitney U revealed a significant difference between the two groups (U = 1050.5, r = -0.30, p 
= 0.001) 

Regarding Task 1 and the comparison performed through the Fisher's exact test focused 
on the “Success Rate”, results showed a statistically significant difference in the “Success 
Rate” obtained for the treatment group in comparison to the control group (p = 0.000). 
To review how “Success rate” was calculated, please refer to section ”Source: Courtesy 
of BrainSigns Usability Recording, Data Processing, and Indicators”. 

It is worth noting in this context that, given the features of the interface available for the 
treatment group (in particular the “x-icon”, whose features made it hard to be found in 
the treatment group), many subjects belonging to this group were not able to complete 
the task or were able to complete it with some difficulties.    

Figure 46 “Success Rate” for the treatment group in comparison to the control 
group 

  
Note: The Fisher’s exact test revealed a significant difference between the groups’ ratings (p = 0.000) 

Further behavioural measures 
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Regarding Task 1 and the comparison performed through the Fisher's exact test 
considering the “App Download”, results showed a statistically significant difference in 
the “App Download” between treatment and control groups (p = 0.001). 

In particular, a higher percentage of subjects downloaded the app through the click on 
“Google Play” or “Apple Stores” buttons in the treatment group in comparison to the 
control group. 

Figure 47 “App Download” for the treatment and control groups 

  

Note: The Fisher's exact test pointed out a difference between the two groups (p = 0.001) 

Questions after task 

Regarding Task 1 and the comparison performed through the nonparametric Mann-
Whitney U between the average level of each single scale related to the questionnaire 
“Error! Reference source not found.” obtained for the two independent groups 
(control and treatment) results showed a statistically significant increase in information 
understanding, information transparency and website trustworthy for the control group in 
comparison to the treatment group. Conversely, there was a statistically significant 
increase in frustration, website aggressiveness and perception of being manipulated for 
the treatment group in comparison to the control group.  

Table 17 Statistical test results of questions after Task 1 

Questions 
after task 

U r p CI_Control CI_Treatment 

Information 
understanding 

1256 0.26 0.004 1,10±0.19 0.53±0.20 

Information 
transparency 

1237 0.27  0.003 0.63±0.15 0.20±0.15 

Website 
trustworthy 

1272.5 0.25 0.005 0.84±0.15 0.00±0.14 

Frustration  950.5 -0.41 0.000 1.29±0.14 -0.01±0.20 
Website 
aggressiveness 

842 -0.34 0.000 -1.14±0.14 0.48±0.19 

Perception of 
being 
manipulated 

826 -0.46 0.000 -1.11±0.12 -0.01±0.17 

 

Figure 48 Average level of each single scale related to the questionnaire “Error! 
Reference source not found.” obtained for the two independent groups: control 

and treatment 
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Regarding the open-ended questions, the main results obtained can be observed in the 
figure below. The percentages of participants answering yes and no for each group are 
shown, and the main reasons provided for answering yes are shown below. 

 

It can be observed that, for the first question on whether people have encountered any 
problems during this task, 81% of the control group declared they had not had problems, 
while 19% declared that some information was missing, like menu, reviews, food photos, 
localization through the map. 

Instead, 37% of the treatment group declared that they had not had problems, while 
63% declared that the pop-up did not allow them to view all the information and it was 
not clear how to close the pop-up. 

For the second question on whether the presence of the interface's specific aspects or 
aspects related to the commercial practice underlying the website had influenced people’s 
decisions, 52% of the control group declared that they were not influenced, while 48% 
declared that the images (most of the group), pop-up, score, and discount (few users) 
influenced their decisions.  
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Instead, 43% of the treatment group declared that they were not influenced, while 57% 
declared that the pop-up influenced their decisions because it did not allow them to 
choose the restaurant. 

For the third question on whether people thought more information should be on the 
website, 50% of the control group declared that more information about prices, location, 
menu, reviews and more photos should be on the site, while 37% of the treatment group 
declared that a way to remove the pop-up (most of the 37%), a short description, prices, 
opening hours, architectural barriers and reviews should be on the website. 

Moderation effects 

Considering the most important behavioural outcomes, potential moderating effects of 
the health attitude ratings on the link between “App-downloads” and experimental group 
(control VS treatment) were investigated. Such analysis, as shown in the figure below, 
did not reveal any significant effects. 

Figure 49 Health attitude ratings on the link between “App-downloads”: 
downloaded (1) or not (0) and experimental group: control, treatment, during 

Task 1 

 
Moving to the next figure, with regards to the treatment group, the more the subjects 
were conscious about their health (higher score on the health dimension), the less 
positive the reaction (in term of Emotional Index) towards the task (selecting a 
restaurant) was. However, it was not possible to conclude that there was a moderating 
effect of the health dimension on the relation between Emotional index (EI) and 
experimental group. In any case it has to be noted that: EI variations are small on 
average, and varying between 0.3, i.e., a small engagement without any particular 
emotional response, and 0, i.e., the “neutral level”. 
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Figure 50 Emotional Index on the link between the health attitude level 
“Health”: low, medium, and high experimental group: control, treatment, during 

Task 1 

 
Further investigation of moderating effects was conducted considering the “Single-Item 
Measures of Personality” measuring agreeableness, observing the occurrence of a 
moderating effect of agreeableness in the relationship between “App-downloads” and 
experimental group. Such analysis, as shown in the figure below, did not reveal any 
significant effects. On the other hand, the agreeableness dimension had a moderating 
effect on behaviours other than app download. In fact, there was an almost significant 
effect on the number of clicks during the Task 1, where the control group behaved in a 
similar way independently from agreeableness, while within the treatment group, a LOW 
agreeableness was correlated with a significantly higher number of clicks. 

Figure 51 Agreeableness attitude scale on the link between the “App-
downloads”: downloaded (1) or not (0) and experimental group: control, 

treatment, during Task 1 

 

Figure 52 Number of clicks on the link between the agreeableness level 
“Agreeableness”: low, medium, and high experimental group: control, 

treatment, during Task 1 
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9.3.2. Task 2: Confirmshaming 

The section below reports the main findings from Task 2. 

Emotional Index (EI), Skin Conductance Level (SCL) and Heart Rate (HR) 

Regarding Task 2 and the comparison performed through the nonparametric Mann-
Whitney U between the average level of the “EI”/ “SCL”/ “HR” (averaged for the task 2’s 
total duration) associated to the two independent groups (control and treatment), results 
showed no significant differences (insignificant results are reported in Annex section 
9.3.4). 

Time To First Fixation (TTFF), Time spent (TS), Eyeball (EB) 

The following two figures represent the Areas of interest (AOIs) of Task 2, which were 
used as a basis to conduct this analysis.   

Figure 53 AOI – control group / Task 2 

 

GROUP*AGREEABLENESS
Current effect: F(2, 113)=3,0181, p=,05285

 GROUP TREATMENT
 GROUP CONTROL

LOW MEDIUM HIGH

AGREEABLENESS

0

1

2

3

4

5

6

7

8

9

10

11

12

13

N
U

M
B

ER
 O

F 
C

LI
C

K
S 

- T
as

k1



Behavioural study on unfair commercial practices in the digital environment:  
dark patterns and manipulative personalisation 

 177 

Figure 54 AOI – treatment group / Task 2 

 
 

Regarding Task 2 and the comparison performed through the nonparametric Mann-
Whitney U between the average level of the “TTFF” associated with the pop-up’s 
elements of interest, results showed no significant differences between the treatment and 
control groups. However, the results obtained for the “pop-up CTA2” (“No” or “No, I'm 
not interested in saving money”) showed a tendency (U = 371, r = -0.21, p = 0.089;) of 
increase of the of TTFF for the treatment group (CI_Treatment = 1.60±0.37) in 
comparison to the control (CI_Control = 1.22±0.28). 

Figure 55 Average level of the time to first fixation “TTFF” associated to the 
Task 2’s AOIs pop-up CTA2 ( “No” or “No, I'm not interested in saving money”) 

for the two independent groups, control and treatment 

 
Note: The Mann-Whitney U test revealed a trend toward statistical significance between the two groups (U = 

371, r = -0.21; p = 0.089) 

Regarding Task 2 and the comparison performed through the nonparametric Mann-
Whitney U between the average level of the “TS” associated to the pop-up’s elements of 
interest, results showed no significant differences between the treatment and control 
groups. However, the results obtained for the “pop-up CTA1” (Yes) showed a tendency 
(U= 1032, r=-0.19, p= 0.054) of increase of the TS for the treatment group 
(CI_Treatment=0.76±0.16) in comparison to the control (CI_Control=0.48±0.23). We 
remind that the “pop-up CTA1” refers to the first call to action available in the pop-up 
and that, by clicking on such call to action, the user could accept the discount.    
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Figure 56 Average level of the time to first fixation “TTFF” associated to the 
Task 2’s AOIs pop-up CTA1 ( “Yes”) for the two independent groups, control 

and treatment 

 
Note: The Mann-Whitney U test revealed a trend toward statistical significance between the two groups (U = 

1032, r = -0.19, p = 0.054) 

Regarding Task 2 and the comparison performed through the Fisher's exact test 
considering the “EB” associated to the pop-up’s elements, results showed a statistically 
significant difference in the “EB” behaviour associated to the “pop-up CTA1” between the 
treatment and control groups (“pop-up CTA1”, p = 0.02). In particular, a higher 
percentage of subjects noted the “pop-up CTA1” in the treatment group in comparison to 
the control group. 

Figure 57 Eye Blink “EB” behaviour associated to the “pop-up CTA1” between 
the treatment and control groups 

 

Note: The Fisher’s exact test showed a significant difference between the groups (p = 0.02) 

Heat maps 

Heat maps based on fixations related to the web page of interest were produced. It is 
important to note that such data visualisation could be only performed at country level, 
because of the different translations associated to the prototypes generated for each 
country and for this reason, it should be considered only as an additional deepening that 
could not be consistent with the results obtained by the quantitative analysis performed 
at European level. Heat maps associated to each country and to each interface’s element 
of interest are reported below. 
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Observing the heat map generated at country level on the dwell times of the pop-up, it is 
possible to note few different patterns of visualisation between the treatment and control 
groups.  

In particular, heat maps related to subjects belonging to the treatment group show 
deeper attention associated to the first call to action in comparison to the control group’s 
heat map. The first call to action in the case of the treatment group reported the text 
“Yes, I love saving money”, while in the case of the control group it reported only the 
text “Yes”.  

On the other hand, it is interesting to note how no differences can be visually spotted 
while comparing the heat maps associated to the treatment and control groups when 
considering the second call to action. The second call to action in the case of the 
treatment group reported the text “No, I don’t love saving money” and it was slightly 
hidden, while in the case of the control group it reported only the text “No” and it was 
designed with the same level of saliency as the first call to action (“Yes”).  

Figure 58 Heat map – Task 2 / control group Italy 

 

Source: Authors’ elaboration 

Figure 59 Heat map – Task 2 / treatment group Italy 

 
Source: Authors’ elaboration 

Time on Task, Number of clicks, Success rate 

Regarding Task 2 and the comparison performed through the nonparametric Mann-
Whitney U between the “Time on Task” (in seconds) / “Number of clicks obtained for the 
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two independent groups (treatment and control) during the entire task, results showed 
no significant differences. 

Further behavioural measures 

Regarding Task 2, the selection behaviour of users associated to the two available calls to 
actions (“CTA1-Yes” and “CTA2-No”) and to the “X-icon”, being all three crucial elements 
in order to skip the pop-up and for accepting/not accepting the proposed discount, was 
compared between the two independent groups (control and treatment). 

In particular, the “CTA1-Yes” refers to the first call to action and only clicking on it, 
subjects were able to accept the discount. “CTA2-No” refers to the second call to action 
and clicking on it, subjects indicated clearly that they did not want to receive any 
discount. “X-icon”, refers to the top-right icon and clicking on it, subjects were able to 
skip the pop-up without accepting any discount. 

The comparison performed through the Fisher's exact test, considering the “Pop-up 
elements’ selection”, showed no significant differences between the control and 
treatment groups. However, we report the figure below to allow the reader to view the 
users’ distribution on the “Pop-up elements’ selection” variable across groups. Please 
note that the below figure refers to the user distribution across the 3 gates (“CTA1-Yes” 
and “CTA2-No”, “X-icon”) in percentage with respect to the total sample. 

Figure 60 Users’ distribution on the “Pop-up elements’ selection” across the 3 
gates “CTA1-Yes” and “CTA2-No”, “X-icon”, in percentage with respect to the 

total sample for the treatment and control groups 

 

Note: The Fisher’s exact test showed no significant difference between the groups. 

The previous result has been further investigated, considering the general 
acceptance/not acceptance of the discount (subjects clicking on“CTA1-Yes” accepted the 
discount, while subjects clicking on “CTA2-No” or “X-icon” did not accept the discount).  

The comparison performed through the Fisher's exact test, considering the “discount 
acceptance”, showed no significant differences between the treatment and control 
groups.  

However, we report the figure below to allow the reader to view the percentage of users 
that accepted the discount across the two groups.  
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Figure 61 General acceptance/not acceptance of the discount (subjects clicking 
on “CTA1-Yes” accepted the discount, while subjects clicking on “CTA2-No” or 

“X-icon” did not accept the discount) for the treatment and control groups 

 

Note: The Fisher’s exact test showed no significant difference between the groups. 

Questions after task 

Regarding Task 2 and the comparison performed through the nonparametric Mann-
Whitney U between the average level of each single scale related to the questionnaire 
“Error! Reference source not found.” obtained for the two independent groups 
(treatment and control), results showed a statistically significant increase in “frustration” 
(U = 1414.5, r = 0.18, p = 0.04; CI_Control = -1.29±0.10; CI_Treatment = -
1.41±0.11) and “Information transparency” (U = 1382.5, r = 0.19, p = 0.029, 
CI_Control = 1.00±0.12, CI_Treatment = 0.73±0.18)) for the control group in 
comparison to the treatment group. The results showed a tendency of increase in the 
“Website aggressiveness” (U = 1442, r = 0.17, p = 0.061, CI_Control = -1.11±0.15, 
CI_Treatment = -1.17±0.12) and of the “Perception of being manipulated” (U = 1435,5, 
r = 0.17, p = 0.056, CI_Control = -1.11±0.12, CI_Treatment = -1.21±0.14) for the 
control group in comparison to the treatment. 

Figure 62 Average level of each single scale related to the questionnaire 
“Questions after each task” obtained for the two independent groups: control 

and treatment in Task 2 
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Regarding the open-ended questions, the main results obtained can be observed in the 
figure below. The percentages of participants answering yes and no for each group are 
shown, and the main reasons provided for answering yes are shown below. 

 

It can be observed that for the first question on whether people encountered any 
problems during this task, 78% of the control group declared they had not had problems, 
while 22% declared that the advertising banner was intrusive and there was no 
possibility to enter filters and click on products and the other models.  

Instead, 90% of the treatment group declared they had not had problems, while 10% 
declared that there was no possibility to click on products and choose colours, that the 
discount was unclear and the advertising banner was intrusive.  

For the second question on whether the presence of the interface's specific aspects or 
aspects related to the commercial practice underlying the website influenced people’s 
decisions, 83% of the control group declared that they were not influenced, while 17% 
declared that the pop-up with discount (most of the group) and sunglasses images (few 
users) influenced their decisions.  

Instead, 69% of the treatment group declared that they were not influenced, while 31% 
of the sample declared that the pop-up with discount (most of the group) and the 
product presentation influenced their decisions.  

For the third question on whether people thought that more information should be on the 
website, 63% of the control group declared that more information should not have been 
on the site, while 37% declared that more information about sunglasses like material, 
size, colours ... and discounts should be on the site.  

69% of the treatment group declared that more information should not have been on the 
site, while 31% declared that more information about sunglasses (most of the group), 
discounts and discounted prices of individual products (few users) should be on the 
website.  

Moderation effects 

Considering the most important behavioural outcomes, the occurrence of moderating 
effects of the financial literacy (FL) dimension on the relation between “discount 
acceptance” and experimental group was investigated. Such analysis, as shown in the 
figure below, did not report any significant effect. 
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Figure 63 Emotional Index on the link between financial literacy level “Financial 
literacy”: low, medium, and high experimental group: control, treatment, during 

Task 2 

 

The occurrence of moderating effects of the agreeableness dimension on the link 
between “discount acceptance” and experimental group was investigated. Such analysis, 
as shown in the figure below, did not show any significant effect. 

Figure 64 Agreeableness attitude ratings on the link between “Acceptance 
Discount”: accepted (1) or not (0) and experimental group: control, treatment, 

during Task 2 

 

During Task 2, there was an almost significant moderation effect of the Financial Literacy 
(FL) dimension on the relation between Emotional Index (EI) and experimental group. 

In fact, while people in the control group reacted in a very similar way independently of 
the Financial literacy (FL) dimension, emotional reactions (Emotional Index) of the 
treatment group were modulated by their attitude: only participants with a medium 
financial literacy reacted in a certain positive way in term of EI, i.e. a moderate 
engagement with a tendency to positive motivations, while participants with both low and 
High levels of FL remained almost neutral (EI in a range close to 0). Given that the 
results were not statistically significant, no post-hoc test could be performed. 
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Figure 65 Emotional Index on the link between financial literacy level “Financial 
literacy”: low, medium, and high experimental group: control, treatment, during 

Task 2 

 
9.3.3. Task 3: Interface interference (preselection and trick question) 

The section below reports the main findings from Task 3. 

Emotional Index (EI), Skin Conductance Level (SCL) and Heart Rate (HR) 

Regarding Task 3 and the comparison performed through the nonparametric Mann-
Whitney U between the average level of the “EI”/ “SCL”/ “HR” (averaged for the Task 3’s 
total duration) associated to the two independent groups (control and treatment), results 
showed no significant differences. 

Time To First Fixation (TTFF), Time spent (TS), Eyeball (EB) 

The following two figures represent the Areas of interest (AOIs) of Task 3, which were 
used as a basis to conduct this analysis.   

Figure 66 AOI – control group / Task 3 
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Figure 67 AOI – treatment group / Task 3 

 
Regarding Task 3 and the comparison performed through the nonparametric Mann-
Whitney U between the average level of the “TTFF” associated to the Task 3’s AOIs and 
obtained for the two independent groups (control and treatment), results showed a 
statistically significant increase in TTFF related to the “PrivacyBlock-2” for the treatment 
group in comparison to the control group (r=-0.26, p = 0.036, CI_Control=41.90±3.66, 
CI_Treatment=50.03±5.04). 

“PrivacyBlock-2” refers to the text located in the bottom-left reporting the text “By 
clicking "Register" you accept the “Next” Terms and Conditions and the Cookie and 
Privacy Policy.” 
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Figure 68 Average level of the time to first fixation “TTFF” associated to the 
Task 3’s AOIs PrivacyBlock-2, for the two independent groups, control and 

treatment 

 

Note: The Mann-Whitney U test revealed a statistical significance difference between the two groups (r=-0.26, 
p = 0.036, CI_Control=41.90±3.66, CI_Treatment=50.03±5.04) 

Regarding Task 3 and the comparison performed through the nonparametric Mann-
Whitney U between the average level of the “TS” associated to the Task3’s AOIs and 
obtained for the two independent groups (control and treatment), results showed a 
statistically significant increase in “TS” related to the “Text-check” (U= 935, r= -0.27, p= 
0.005, CI_Control=3.21±0.50, CI_Treatment=4.84±0.81), “SMS-check” (U= 666, r= -
0.44, p= 0.000, CI_Control=0.38±0.10, CI_Treatment=1.30±0.34),  “PrivacyBlock-1” 
(U= 963.5, r=-0.25, p= 0.008, CI_Control=0.51±0.44, CI_Treatment=1.72±1.07) for 
the treatment group in comparison to the control group.  

“Text-check” refers to the text associated to the “tricky question” and it precedes both 
checkboxes (“SMS-check” and “Email-check”) that the user can select in order to 
receive/not receive additional information via SMS or email.  “PrivacyBlock-1” refers to 
the text located below the checkboxes (“SMS-check” and “Email-check”), reporting 
general information associated to the Privacy and Cookie Policy. 

Figure 69 Average level of the time to first fixation “TTFF” associated to the 
Task 3’s Areas of interest (AOIs): Text-check, SMS-check, PrivacyBlock-1, for 

the two independent groups, control and treatment 
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Note: The Mann-Whitney U test revealed a statistical significance difference between the two groups for the 
three AOIs. 

Regarding Task 3 and the comparison performed through the Fisher's exact test 
considering the “EB” associated to the Task 3’s AOIs, results showed no significant 
differences between the treatment and control groups. 

Heat maps 

Heat maps based on fixations related to the web page of interest were produced. It is 
important to note that such data visualization could be only performed at country level, 
because of the different translations associated to the prototypes generated for each 
country and for this reason, it should be considered only as an additional deepening that 
could not be consistent with the results obtained by the quantitative analysis performed 
at European level. Heat maps associated to each country and to each interface’s element 
of interest are reported below. 

Observing the heat map generated at country level on the dwell times of the pop-up, it is 
possible to note different patterns of visualization between the treatment and control 
groups. 

In particular, heat maps related to subjects belonging to the treatment group show more 
attention on the tricky sentence (“Check the specific box if you do not wish to receive 
sales information and other information related to Next”), in comparison to the control 
group, that was exposed to the same sentence without any negation (“Check the specific 
box if you wish to receive sales information and other information related to Next”). 

In addition, the treatment group showed deeper attention to the bottom texts reporting 
details about the privacy policy of the website (“Next”), reflecting a higher need of 
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reading carefully and understanding the privacy policy specifications, in comparison to 
the control group.  

Finally, a slight tendency of the treatment group to focus more on the checkboxes 
(“Email” and “SMS”) could be generally noted when comparing with the control group. 

Figure 70 Heat map – Task 3 / control group Italy 

 

Source: Authors’ elaboration 

Figure 71 Heat map – Task 3 / treatment group Italy 

 
Source: Authors’ elaboration 

Time on Task, Number of clicks, Success rate 

Regarding Task 3 and the comparison performed through the nonparametric Mann-
Whitney U between the “Time on Task” (in seconds) obtained for the two independent 
groups (treatment and control) during the entire task, results showed a statistically 
significant increase in “Time on Task” for the treatment group 
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(CI_Treatment=79.36±7.07) in comparison to the control group 
(CI_Control=68.24±6.32) (U= 1342, r=-0.22, p = 0.016 ,). 

Figure 72 “Time on Task” (in seconds) obtained for the two independent 
groups: control and treatment during the entire Task 3 

 
Note: The Mann-Whitney U revealed a significant difference between the two groups (U= 1342, r=-0.22, p = 

0.016) 

Regarding Task 3 and the comparison performed through the nonparametric Mann-
Whitney U between the “Number of clicks” obtained for the two independent groups 
(treatment and control) during the entire task, results showed a statistically significant 
increase in the “Number of clicks” for the treatment group (CI_Treatment=10±0.95) in 
comparison to the control group (CI_Control=8±0.75) (U= 1274.5, r= -0.25, p = 0.005). 

Figure 73 Number of clicks (N-Click) obtained for the two independent groups: 
control and treatment during the entire Task 3 

 

Note: The Mann-Whitney U revealed a significant difference between the two groups (U= 1274.5, r= -0.25, p = 
0.005) 

Regarding Task 3 and the comparison performed through the Fisher's exact test focused 
on the “Success Rate”, results showed a statistically significant difference in the “Success 
Rate” obtained for the treatment and control groups (p = 0.000). 
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In this context, two criteria were considered to report the success rate “completed with 
difficulty” score. Apart from the control group that was entirely able to complete the task 
with ease, subjects belonging to the treatment group were classified as “completed with 
difficulty” whenever: 

• They were checking the checkbox associated to email or SMS and they selected 
the “No” call to action on the pop-up that was appearing. Such behaviour shows 
an inconsistency between the two interactions, because clicking on the “No” CTA 
means that the subject would receive extra information via the channel associated 
to the checkbox (“Email” or “SMS”). 

• They were not checking any checkboxes (email or SMS), meaning that they would 
have received extra info both via email and SMS, but their real intention 
expressed in the answer to the question “Did you want to receive email / SMS?” 
(provided through the questionnaire administered after the task) was not 
consistent with this behaviour. 

Such criteria rely on the assumption that the mentioned inconsistencies reflected the 
difficulties in the interpretation of the text marked as ”TextCheck”, which for the 
treatment group was represented by the “tricky question”.  

Figure 74 “Success Rate” for the treatment and control groups 

 

 

Note: The Fisher’s test showed a significant difference between the groups (p = 0.000) 

Further behavioural measures 

Regarding Task 3 and the behavioural acceptance of the extra info by email, by SMS, or 
by both, results have been compared between the two independent groups. 

The comparison performed through the Fisher's exact test, considering the percentage of 
subjects that “accepted” to receive (by only email, by only SMS, by both) extra 
information, showed a statistically significant difference in the “Acceptance (by only 
email, by only SMS, by both) between the treatment and control groups (p = 0.030).  

In particular, a higher percentage of subjects accepted to receive (by only email, by only 
SMS, by both) extra information in the treatment group in comparison to the control 
group. 

Questions after task 
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Figure 75 Percentage of subjects that “accepted” to receive (only by email, only 
by SMS, by both) extra information for the treatment and control groups  

Note: The Fisher's exact test showed a significant difference between the groups (p = 0.030) 

Regarding Task 3 and the self-reported intention to accept extra information by 
email/SMS, obtained through the question “Did you want to receive email / SMS?”, 
results were compared between the two independent groups. 

The comparison performed through the Fisher's exact test, considering the percentage of 
subjects that stated they “Wanted to Accept Extra info via Email/SMS”, showed a 
statistically significant difference in the intention to “Accept Extra info via Email/SMS” 
between the treatment and control groups (p = 0.016).  

In particular, a higher percentage of subjects stated that they “Wanted to Accept Extra 
info via Email/SMS” in the treatment group in comparison to the control group. 

Figure 76 Percentage of subjects that stated they “Wanted to Accept Extra info 
via Email/SMS” for the treatment and control groups in Task 3 

 

Note: The Fisher's exact test showed a significant difference between the groups (p = 0.016) 

Regarding Task 3 and the comparison performed through the nonparametric Mann-
Whitney U between the average level of each single scale related to the questionnaire 
“Error! Reference source not found.” (except for the question “Did you want to 
receive email / SMS?” whose results have been already presented above) obtained for 
the two independent groups, results showed a statistically significant increase in 
“Information understanding” (U=1133.5, r=0.32, p = 0.000, ) for the control group 
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(CI_Control=1.27±0.15) in comparison to the treatment group 
(CI_Treatment=0.92±0.18). 

Figure 77 Average level of each single scale related to the questionnaire 
“Questions after each task” (except for the question “Did you want to receive 

email / SMS?”) for the treatment and control groups in Task 3 

 

Note: The Mann-Whitney U test showed a significant difference between groups for the “Information 
Understanding” (U=1133.5, r=0.32, p = 0.000) 

Regarding the open-ended question, the main results obtained can be observed in the 
figure below. The percentages of participants answering yes and no for each group are 
shown, and the main reasons provided for answering yes are shown below. 

 

It can be observed that, for the first question on whether people encountered any 
problems during this task, 90% of the control group declared that they had not had 
problems, while 10% declared that they had problems entering personal data. 

Instead, 73% of the treatment group declared that they had not had problems, while 
27% declared that the request to receive information was misleading.  
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For the second question on whether the presence of the interface's specific aspects or 
aspects related to the commercial practice underlying the website influenced people’s 
decisions, 86% of the control group declared that they were not influenced, while 14% 
declared that the registration with personal data and the request to receive information 
influenced their decisions.  

Instead, 83% of the treatment group declared that they were not influenced, while 17% 
of the sample declared that the pop-up and the unclear communication influenced their 
decisions.  

For the third question on whether people thought that more information should be on the 
website, 66% of the control group declared that more information should not be on the 
site, while 34% declared that more information about online clothing store, privacy policy 
and data management should be on the site.  

69% of the treatment group declared that more information should not be on the site, 
while 31% declared that clearer communication on the newsletter (most of the group) 
and more information about privacy policy and data management should be on the 
website.  

Moderation effects 

Considering the most important behavioural outcomes, the occurrence of moderating 
effects of the Need for cognition (NFC) dimension on the relation between “extra 
information acceptance” and experimental group was investigated. Such analysis, as 
shown in the figure below, did not report any significant effect. 

Figure 78 Need for cognition attitude scale on the link between the “Acceptance 
of extra info”: accepted (1) or not (0) and experimental group: control, 

treatment, during Task 3 

 

The occurrence of moderating effects of the agreeableness dimension on the relationship 
between “extra information acceptance” and experimental group was investigated. Such 
analysis, as shown in the figure below, did not show any significant effect. 
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Figure 79 Agreeableness attitude scale on the link between the “Acceptance of 
extra info”: accepted (1) or not (0) and experimental group: control, treatment, 

during Task 3 

 

During Task 3, there was a significant moderation effect of the need for cognition 
dimension (Need for cognition - NFC) on the relation between Emotional Index (EI) and 
experimental group. In fact, while in the treatment group, as the NFC scores increased, 
the Emotional index (EI) scores associated to the task also increased  in a linear way, the 
Emotional Index (EI) associated to the control group was differently modulated by their 
attitude: participants with a medium need for cognition reacted negatively (i.e., with 
negatively valenced emotions), with the EI significantly lower than for Low need for 
cognition (Fisher post-hoc test), while both Low and High levels of need for cognition 
caused mainly neutral reactions similarly to the treatment group. 

Figure 80 Emotional Index on the link between the need for cognition level 
“Need for cognition”: low, medium, and high experimental group: control, 

treatment, during Task 3 

 

The agreeableness dimension also had a moderating effect over behaviour, in terms of 
time on task. In fact, there was a significant effect also over the time on task during Task 
3, due to a difference within the treatment group, where high agreeableness was 
correlated with a significant increase in time on task (the control group behaved in the 
opposite way but not significantly). 
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Figure 81 Time on task on the link between the agreeableness level 
“Agreeableness”: low, medium, and high experimental group: control, 

treatment, during Task 3 

 

Attitudes shift self-reported before and after the experiment 

In order to verify any shift related the self-reported attitudes before and after the 
experimental session (for the whole sample and within each group), the non-parametric 
Wilcoxon Matched Pairs Test was performed on similar scales (“Privacy protection”, 
“Influence on choice”, “Ad relevance”, “Online-Offline consistency”) available in the 
“Error! Reference source not found.” and in the “Error! Reference source not 
found.”. Looking first at the whole sample, results showed a statistically significant 
increase in “Ad relevance” (T= 717, r=0.27, p = 0.031 ) for the “Error! Reference 
source not found.”( CI_QE_Ad Relevance=0.43±0.13) in comparison to the “Error! 
Reference source not found.” (CI_QS_Ad Relevance= 0.07±0.11). However, it is 
important to point out that such difference reaches a lower level of significance (T= 
182.5, r=0.39, p = 0.018, CI_QS_Ad Relevance= 0.03±0.15, CI_QE_Ad 
Relevance=0.48±0.17) when the investigation is performed only considering the 
treatment group, while results showed no significant differences within the control group. 

Figure 82 Ad relevance ratings for “Questionnaire at the end of the 
experimental session” (QE_Ad relevance) in comparison to the “Pre-study 
questions” (QS_Ad relevance) considering the whole sample (left) and the 

treatment group (left) 

 
Note: In both cases the Wilcoxon Matched Pairs Test showed a significant difference (All groups: T= 717, 

r=0.27, p = 0.031; Treatment Group: T= 182.5, r=0.39, p = 0.018) 
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9.3.4. Analysis performed leading to non-significant results 

Table 18 Non-significant effect of the group (control/treatment) for the Mann 
Whitney U test performed on physiological variables: Emotional Index (EI), Skin 

Conductance Level (SCL) and Heart Rate (HR) and the three tasks: TASK 1, 
TASK 2, TASK 3 

TASK VARIABLE U p-value 

TASK 1 
EI  1656,000 0,546 
SCL 1693,000 0,684 
HR  1596,000 0,356 

TASK 2 
EI 1695,000 0,692 
SCL 1708,000 0,743 
HR  1617,000 0,417 

TASK 3 
EI  1573,000 0,296 
SCL 1724,000 0,809 
HR  1623,000 0,436 

Table 19 Non-significant effect of the Wilcoxon signed rank test performed on 
physiological variables: Emotional Index (EI), Skin Conductance Level (SCL) 

and Heart Rate (HR), during the pop-up and the entire task, considering all the 
groups (All Groups), the treatment group (D) and the control group (C) 

TASK Group VARIABLE T p-value 

TASK 1 

All Groups EI pop-up /EI 2454,000 0,441395 
All Groups SCL pop-up 

/SCL 
2498,000 0,553727 

Treatment EI pop-up /EI 650,0000 0,425774 
Treatment SCL pop-

up/SCL 
697,0000 0,695232 

Control EI pop-up /EI 576,0000 0,716548 
Control SCL pop-

up/SCL 
535,0000 0,440758 

Control HR pop-up/HR 506,0000 0,289424 
 

Table 20 Non-significant effect of the group (control/treatment) for the Mann 
Whitney U test performed on Time To First Fixation (TTFF) and Time Spent (TS) 

for the Areas of Interest (AOIs) of the three tasks 

TASK VARIABLE U p-value 

TASK 1 
TTFF pop-up 1370,000 0,977 
TTFF pop-up_image 949,500 0,458 
TTFF pop-up_Hi 356,000 0,134 

TASK 2 

TTFF pop-up 1249,000 0,618 
TTFF pop-up_x-icon 235,000 0,531 
TTFF pop-up_title 943,500 0,094 
TTFF pop-up CTA1 824,500 0,364 
TS pop-up 1199,500 0,409 
TS pop-up_x-icon 1179,500 0,339 
TS pop-up_title 1052,500 0,073 
TS pop-up CTA2 1299,000 0,866 

TASK 3 

TTFF Text-check 1276,000 0,527 
TTFF Email-check 1157,000 0,448 
TTFF SMS-check 1070,000 0,611 
TTFF PrivacyBlock-1 850,000 0,164 
TTFF Submit 1111,000 0,124 
TS Email-check 1204,500 0,275 
TS PrivacyBlock-2 1168,000 0,185 
TS Submit 1175,500 0,201 
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Table 21 Non-significant effect of the group for the Mann Whitney U test 
performed on the questions at the beginning (QS), at the end of the experiment 

(QE) and after each task (QPT) 

TASK VARIABLES U p-value 

START 
EXPERIMENT 

QS_Privacy Protection 1648,000 0,426 
QS_Influence on choice 1795,500 0,983 
QS 3 1716,500 0,663 
QS 4 1547,000 0,185 
QS_Ad relevance 1745,000 0,775 
QS_Online-Offline Consistency 1696,500 0,589 

TASK 2 

QPT2_Information understanding 1697,000 0,590 
QPT2_Website trustworthy 1677,000 0,520 
QPT2_Website aggressiveness 1442,000 0,061 
QPT2_Perception of being manipulated 1435,500 0,056 

TASK 3 

QPT3_Frustration 1734,000 0,731 
QPT3_Information trasparency 1496,500 0,112 
QPT3_Website trustworthy 1738,500 0,749 
QPT3_Website aggressiveness 1746,000 0,779 
QPT3_Perception of being manipulated 1696,500 0,589 

END EXPERIMENT 

QE_Privacy Protection 1645,000 0,417 
QE_Influence on choice 1726,000 0,699 
QE_Ad relevance 1644,000 0,414 
QE_4 1779,000 0,914 
QE_5 1734,000 0,731 
QE_Online-Offline Consistency 1688,500 0,560 
QE_7 1756,500 0,821 
QE_8 1798,500 0,996 

 

Table 22 Non-significant effect of the Wilcoxon signed rank test performed on 
questions at the beginning (QS) and at the end (QE) of the experiment, 

considering all the groups (All Groups), the treatment group (D) and the control 
group (C) 

Group Analysis T p-value 
All Groups QS/QE Privacy Protection 745,0000 0,67 
All Groups QS/QE Influence on choice 794,5000 0,79 
All Groups QS/QE Online-Offline 

Consistency 
997,0000 0,94 

Treatment QS/QE Privacy Protection 172,5000 0,94 
Treatment QS/QE Influence on choice 152,5000 0,79 
Treatment QS/QE Online-Offline 

Consistency 
226,0000 0,89 

Control QS/QE Privacy Protection 207,0000 0,59 
Control QS/QE Influence on choice 250,0000 0,79 
Control QS/QE Online-Offline 

Consistency 
175,0000 0,52 

Control QS/QE Ad relevance 276,5000 0,94 

Table 23 Non-significant correlations between the Time To First Fixation (TTFF) 
and the Time Spent (TS) for each Area of Interest (AOI) and between the Time 

on Task and the TS for each AOI 

TASK VARIABLE R p-value 

TASK 1 

TTFF/TS pop-up -0,31 p > 0.05 
TTFF/TS pop-up_image -0,12 p > 0.05 
TTFF/TS pop-up_x-icon 0,12 p > 0.05 
TTFF/TS pop-up_title -0,29 p > 0.05 
TTFF/TS pop-up_Hi -0,05 p > 0.05 
TTFF/TS pop-up_bodyText -0,20 p > 0.05 
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TTFF/TS pop-up_GooglePlay -0,43 p > 0.05 
TTFF/TS pop-up_AppStore -0,27 p > 0.05 
Time on task /TS pop-up -0,19 p > 0.05 
Time on task /TS pop-up_image -0,11 p > 0.05 
Time on task /TS pop-up_title -0,02 p > 0.05 
Time on task /TS pop-up_Hi -0,11 p > 0.05 
Time on task /TS pop-up_bodyText -0,11 p > 0.05 
Time on task /TS pop-up_AppStore -0,18 p > 0.05 

TASK 2 

TTFF/TS pop-up 0,37 p > 0.05 
TTFF/TS pop-up_x-icon -0,15 p > 0.05 
TTFF/TS pop-up_title -0,12 p > 0.05 
TTFF/TS pop-up CTA1 0,25 p > 0.05 
TTFF/TS pop-up CTA2 -0,04 p > 0.05 
Time on Task/TS pop-up_x-icon 0,02 p > 0.05 
Time on Task /TS pop-up_title 0,11 p > 0.05 
Time on Task/TS_pop-up_CTA2 0,02 p > 0.05 

TASK 3 

TTFF/TS Text-check -0,15 p > 0.05 
TTFF/TS Email-check -0,08 p > 0.05 
TTFF/TS SMS-check -0,15 p > 0.05 
TTFF/TS PrivacyBlock-1 0,03 p > 0.05 
TTFF/TS PrivacyBlock-2 -0,002 p > 0.05 
TTFF/TS Submit -0,04 p > 0.05 
Time on Task /TS_Email-check 0,181 p > 0.05 
Time on Task /TS_SMS-check 0,17 p > 0.05 
Time on Task /TS_PrivacyBlock-2 0,102 p > 0.05 
Time on Task /TS_Submit 0,19 p > 0.05 
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10. Annex - Main online experiment 

10.1. Methodology 

10.1.1. Background and objectives 

The online experiment is the core activity of Task 2, and it addresses some of the main 
research questions related to practices and protective measures. Task 2 aims to address 
the overall objective #2, i.e., measuring consumers’ awareness and perception of the 
commercial practices, their impact on consumers, and the effectiveness of some 
remedies.  

In the context of the overall study, the online experiment addressed four specific 
research questions. Namely, R.Q.4 (the impact of these practices on the economic 
behaviour of consumers), R.Q.5 (the impact on vulnerable consumers), R.Q.6 (benefits 
and costs of the practices for consumers) and part of R.Q.7 (the effectiveness of 
remedies). The online experiment was built upon the scoping lab experiment, which 
aimed to examine consumer detriment in terms of psychological and emotional impact. 
While the scoping lab experiment focused on R.Q.5 and R.Q.6, the online experiment was 
broader in scope and enabled us to investigate R.Q.4 and R.Q.7 as well, while allowing us 
to maximise the external validity of our findings. The online experiment was also 
designed such that the practices investigated were similar to those in the scoping lab 
experiment, in order to facilitate the triangulation of the results. Furthermore, the results 
of the scoping lab experiment provide an indication that these practices are particularly 
problematic from the consumer perspective, thereby justifying their further study in the 
main online experiment.   

As requested by the ToR, this experiment was conducted in the form of a Randomised 
Controlled Trial (RCT), coupled with a post-experimental questionnaire on preferences, 
traits, socio-demographic variables and attitudes that could help interpret experimental 
results and reflecting other variables identified in the literature review and agreed upon 
through discussions with the Commission. In addition, we ensured that our experiment 
was carried out in a single-blind approach and met the Incentive Compatibility condition.  

In developing the experimental design, we also addressed the important issue of 
vulnerability, and tested whether such practices are more effective with vulnerable 
consumers. Task 1 revealed that many online practices exploit individual vulnerabilities of 
consumers to influence their behaviour. For example, the digital ethnography enabled the 
identification of manipulative personalised advertising aimed at exploiting vulnerabilities 
(e.g., gambling addiction, health, or age). Thus, this experiment used an incentive-
compatible time pressure to induce intuitive (vs deliberative) modes of thinking (Alós-
Ferrer and Garagnani, 2020): it has been highlighted in the literature that the intuitive 
mode is prone to bias and errors in judgments, which can be associated with 
vulnerability. The incentivised time pressure works as follows: participants were 
sanctioned for each additional second spent making the decision (time pressure) or 
remunerated if they spent additional minutes to provide a description and motivation of 
their main choice (time delay).  

The way in which the time delay condition was developed aimed at creating the condition 
under which the so-called transactional decision test of the Unfair Commercial Practice 
Directive takes place. The “deliberative” mode stimulates participants to behave as an 
“average” consumer (a person “reasonably well-informed and reasonably observant and 
circumspect”, recital 18 UCPD). Conversely, time pressure was used to induce situational 
vulnerability on participants. This decision is supported by past research, which confirms 
that decision-making under time pressure is more likely to be driven by more intuitive 
thought processes (e.g., System 1; Zafar et al, 2017; Dennis & Minas, 2018), promotes 
risk seeking behaviour (Hu et al, 2015) and reduces the quality of decisions made 
(evaluated by Kocher & Sutte (2006) based on a clear ex-post evaluation criterion). 
Therefore, time pressure in this context is comparable to vulnerability in online contexts 
in the sense that it suppresses deliberative thinking.  
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Additionally, we selected a task that can provide robust conclusions regarding the 
transactional decision test. According to the UCPD, unfairness is determined by the 
elicitation of a transaction that an average consumer would not have taken. We used the 
preference ranking revealed by participants in a stated preference task and measured 
whether the experimental procedure was capable of inducing a choice that would violate 
that ranking. Since rationality is defined as consistency of choice, such preference 
reversal would contradict the definition.   

The remedies explicitly tested were a “cool down” stage with two different information 
conditions. Cooling down counteracts the intuitive thinking which dark patterns foster, 
by asking participants to reflect and reconfirm their decision. Cooling-off periods are an 
example of a regulatory response to intuitive, undeliberated decision-making to prevent 
suboptimal decisions, which have been proposed and tested in behavioural economics 
(Camerer et al, 2003; Becher, 2018). The remedy tested in this experiment essentially 
provided a comparable option for participants to “cool down” and re-evaluate their 
choice. The cooling down remedy involved a page summarising the transaction with a 
choice to confirm or revise the decision. One of the levels simply gave participants the 
chance to reconsider their choice (cool down with transaction information), while another 
level (cool down with transaction and targeting information) revealed the use of data for 
targeting. This level was added to provide more transparency to the consumer regarding 
the use of their data, i.e., to warn them that the choices offered to them had been 
personalised.  

10.1.2. Sample, recruitment, and country coverage 

The online experiment was run in six countries (Bulgaria, Germany, Italy, Poland, Spain, 
Sweden) via an online panel, with 7430 observations from independent participants. The 
countries were selected to ensure representativeness of different legislation, relevance of 
the main online platforms and coverage of standard socio-cultural blocks, including the 
use of the online purchases. The following table summarises the approach to the online 
experiment. The target of the survey was the general population aged 18 to 65 years old. 
While we could have considered including some screening criteria for the recruitment 
process (i.e., frequency of internet use), we decided not to include any in order to recruit 
a general population, based on the assumption that any individual may face such 
practices when navigating online.  

In each country, the recruitment process of 1200 online respondents included quotas for 
gender and age group to ensure a balanced sample. The sampling error was lower than 
5% for the overall data and for country-specific data. In all cases, a maximum 
indeterminate probability (p=q=50), for a confidence level of 95.5% is applicable for 
each one of the reference populations. 
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Table 24 Online experiment technical information 
Population General population aged 18 to 65 years old 
Geographical 
coverage 

Six EU Member States (geographically balanced):  

• Spain 

• Italy 

• Germany 

• Poland 

• Bulgaria 

• Sweden 

Methodology Online (quantitative survey) 
Sample size n= 7200 (1200 interviews per country) 
Quotas By country, gender and age group:  

• 18-24 y.o. 

• 25-54 y.o. 

• 55-65 y.o. 

Sampling error 5.00% for overall data and for country-specific data. In all cases, a maximum 
indeterminate probability (p=q=50), for a confidence level of 95.5% is applicable for 
each one of the reference populations 

Weighting By country Ex-post 

Source: Authors’ elaboration 

10.1.3. Methodology 

Overview of the experimental design 

The main methodological choices were the following: 

• The outcome variable is a measure of violation of the consistency of 
choices, which formalises the transaction test (“a consumer agrees to a 
transaction that would not have occurred otherwise”) that the UCPD suggests as a 
criterion to evaluate the material effectiveness of unfairness of commercial 
practices. Previous literature on the violation of rationality is extensive, surveys 
are provided in Varian (2006) and Echenique, Lee, and Shum (2013). We 
innovate by inducing value (Smith, 1976; 1982) on preference consistency: we 
combine stated preferences, with a partial incentivised elicitation (Diaz et al. 
2021) and a choice task where participants are paid if they are consistent.   

• The second methodological choice is the use of incentivised time pressure vs 
motivated delay (Alós-Ferrer and Garagnani, 2020) to implement an incentive 
compatible vulnerability. This will allow us to separate the results for vulnerable 
consumers and average consumers. According to the UCPD, an average consumer 
is a person reasonably circumspect and well informed. A vulnerable consumer 
requires special protection instead. Our time pressure proxies the vulnerable 
consumer and our motivated delay the average consumer.  

• The third methodological choice consists in using a choice architecture which 
has further elements of confusion and information overload. This is done to 
test dark patterns in a setting close to real life, but without losing experimental 
control (as these further elements are randomly allocated across treatments). 
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Experimental design and conditions 

Participants were required to choose between two different packages. If their choice was 
consistent with their stated preferences, they received 10 points, otherwise they received 
1 point. In the main task, where the choice between the two packages was presented, 
the participants were assigned to the experimental conditions.  

This was a between-subjects incomplete design. The design is incomplete because not all 
the cells are considered, as we will motivate below. Below a brief description of each 
experimental manipulation is provided: 

• In Factor I, we had two levels: 

- Time pressure112. Participants were sanctioned with a reduction of the 
endowment as time elapsed. Participants had 30 seconds time to make 
their choice, there was a timer showing the time remaining, and they lost 
one twentieth of a point (0,05 point) per second of time used for the 
decision.  

Figure 83 Time pressure condition 

 

- Motivated delay. Participants were rewarded with an additional earning if 
they provided at least 40 characters to explain the rationale of their choice 
in a dedicated box.  

                                                 

112 The justification for the use of time pressure to induce vulnerability is provided in Annex section 10.1.1. 
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Figure 84 Motivated delay condition 

 

• In Factor II, we had four levels113: 

- Hidden information. The participant was asked to choose between 
Package 1 and Package 2. The options that characterised Package 2 were 
partly hidden and could only be accessed through a click. In this way, at a 
first sight, Package 2 was made more appealing than it actually was if all 
the options were visible, given that the presentation concealed that 
participant’s data would be shared with third parties. 

 

 

 

 

 

 

 

 

                                                 

113 These four levels were selected based on prior discussions with the Commission which also led to the choice 
of tested practices in the scoping lab experiment. 
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Figure 85 Hidden information condition. Panel A shows the three dots below 
Package 2 which had to be clicked to reveal the information on data sharing as 

shown in Panel B 

A 

 

B 

 

- Toying with emotions. The participant was asked to choose between 
Package 1 and the Package 2 (while in the former data of the consumer 
was protected, in the latter, data would be shared with third parties, 
although in return a discount was provided). One salient message 
appeared trying to favour the purchase of Package 2 through the emotional 
manipulation of the participant.  
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Figure 86 Toying with emotions condition 

 

- Toying with emotions and personalisation. The participant was asked 
to choose between Package 1 and the Package 2 (as above, while in the 
former data of the consumer was protected, in the latter, data would be 
shared with third parties, although in return a discount was provided). One 
salient message accompanied by an image appeared, trying to favour the 
purchase of Package 2. This image was personalised according to a 
personality profiling made at the beginning of the experiment (one 
dimension, extraversion/introversion, using Matz et al, 2017) and the 
introversion-based images also differed depending on whether the 
participant identified as male or female. 
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Figure 87 Toying with emotions and personalisation condition (picture shown 
represents the extraversion condition) 

 

- Control. No dark pattern. As previously mentioned, this level enabled the 
assessment of consumer behaviour in the absence of dark patterns.    
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Figure 88 Control condition with no dark patterns 

 

• In Factor III, we had three levels: 

- Cool down with transaction information. When they were submitting 
their decision, a pop-up summarising the transaction opened up, with a 
choice to confirm or revise their decision. In the time pressure condition, 
this interrupted the timer, but if the participant decided to revise their 
initial decision, the timer continued from where it stopped. 
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Figure 89 Cool down condition with transaction information 

 

- Cool down with transaction and targeting information. Similar to the 
previous condition; in addition, the information provided revealed that 
their data was used for targeting them with a personalised practice. 
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Figure 90 Cool down condition with transaction and targeting information 

 

- Control. No cool-down and no additional information. 

 
The following table presents the experimental design and sample size for each cell. 
Notice that some of the cells are empty (those marked with an X).  
 
Since we are not interested in the independent effect of protective measures, regardless 
of the dark patterns, those cells were superfluous. The CD+TTI only applies in case of 
dark patterns that apply personalisation since personal data were not used in the other 
dark patterns. Therefore, this was an 8 (combinations of dark patterns and protective 
measures) x 2 (motivated delay vs time pressure) design.  

Table 25 The experimental design 

 TIME PRESSURE MOTIVATED DELAY 
 NCD CD+TI CD+TTI NCD CD+TI CD+TTI 
CONTROL 450 X X 450 X X 
HIDDEN INFO 450 450 X 450 450 X 
TOYING WITH 
EMOTIONS 

450 450 X 450 450 X 

TOYING WITH 
EMOTIONS + 
PERSONALISATION 

450 450 450 450 450 450 
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Source: Authors’ elaboration. 

Note: NCD = No cool down; CD = Cool down; TI = Transaction information; TTI = Transaction and targeting 
information 

Experimental procedure 

The timeline of the experiment is illustrated in the following figure. 

Figure 91 The experimental timeline 

 

Source: Authors’ elaboration 

The experiment was divided into five parts, from A to E, explained in detail below. 

In Part A, subjects stated their willingness to accept (WTA) to give up five potential 
additional features that could be part of entertainment packages 1 and 2. More 
information on the specific features is presented in the full protocol included in Annex 
section 10.2. The WTA is the minimum sum of money that a participant would request to 
agree to part with a good (or a service feature in this case) they own (Bateman et al., 
1997). This trade-off between a service feature and money was key to design Package 2 
in the main task. In fact, the price of Package 2 offered a discount that was 1,5 euro less 
than what participants declared as the minimum discount required for sharing their data. 
In Part A, we elicited the WTA for five service features of which only one was used. The 
other four service features were distractors and were included to make sure that we 
minimised experimental demand.  

In Part B, participants answered a basic personality profile (Big Five personality traits) 
(Woods & Hampson, 2005) and disclosed the gender that they identified with. Both these 
answers were used for the personalisation condition.  

In Part C, participants were explained the time pressure or time delay condition they 
were subject to and were also provided with the instructions for the main task, including 
an example and comprehension questions with feedback.  

In Part D, the main task involved a single dichotomous choice. Those in the time delay 
condition were asked to provide a justification for their choice in the same screen in 
which they had made their choice.  

In Part E, we administered a standard post-experimental questionnaire with questions 
on socio-demographics and mediators and moderators. 

Hypotheses  

We pre-registered the hypotheses and tested them with a one-sided test because we had 
an underlying argument on the direction of the effect. 

We used the following acronyms: HI for Hidden Information; TE for Toying with 
Emotions, P for Personalisation and toying with emotions, CD+TI for the Cool Down with 
transaction information, CD+TTI for the Cool Down with transaction and targeting 
information. Finally, C was the control in Factor II and NCD in Factor III. The typical 
coefficient that we aimed to identify was indicated as  where I was TP (Time Pressure) or 
MD (Motivated Delay); II was HI, TE, P, or C; III was CD+TI, CD+TTI, or NCD. 

Stated WTA Personality 
profiling

Explanation 
incentives Main Task Post Exp 

Questionnaire
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In the tables below, we report the hypotheses that were preregistered and that inspired 
the logic of the design. All could be tested with a standard one-sided test, but two-sided 
tests were also conducted. Since the null hypothesis represents the lack of effect, in the 
tables we report the alternative hypothesis. 

Table 26 Pre-registered hypotheses vulnerable consumers 

Vulnerable Consumers Ha Test 
Effect of HI   
Effect of TE   
Effect of P   
Relative Effectiveness of P vs TE   
Effect of CD+TI vs HI   
Effect of CD+TI vs TE   
Effect of CD+TI vs P   
Effect of CD+TTI vs P   
Effect of CD+TI vs CD+TTI   

Source: Authors’ elaboration 

Table 27 Pre-registered hypotheses average consumers 

Average Consumers Ha Test 
Effect of HI   
Effect of TE   
Effect of P   
Relative Effectiveness of P vs TE   
Effect of CD+TI vs HI   
Effect of CD+TI vs TE   
Effect of CD+TI vs P   
Effect of CD+TTI vs P   
Effect of CD+TI vs CD+TTI   

Source: Authors’ elaboration 

Overall, the main hypotheses to be tested were:  

1. (H1) The presence of dark patterns induces more inconsistency in average 
consumers (i.e. those in the motivated control conditions) with respect to control 
(i.e. the absence of dark patterns);  

2. (H2) The presence of dark patterns induces more inconsistency in vulnerable 
consumers (i.e. those in the time pressure conditions) with respect to control (i.e. 
the absence of dark patterns);  

3. (H3) The presence of protective measures reduces inconsistency in average 
consumers as a response to dark patterns;  

4. (H4) The presence of protective measures reduces inconsistency in vulnerable 
consumers as a response to dark patterns.  

Each of the general hypotheses above can be broken down in four hypotheses, as 
follows:  

• (H1a) hidden information induces more inconsistency in average consumers with 
respect to the control condition (motivated delay alone);  

• (H1b) toying with emotions induces more inconsistency in average consumers 
with respect to the control condition (motivated delay alone);  

• (H1c) personalisation combined with toying with emotions induces more 
inconsistency in average consumers with respect to the control condition 
(motivated delay alone); 

• (H1d) personalisation combined with toying with emotions dark pattern induces 
more inconsistency than toying with emotions alone in average consumers; 
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• (H2a) hidden information induces more inconsistency in vulnerable consumers 
with respect to the control condition (time pressure alone);  

• (H2b) toying with emotions induces more inconsistency in vulnerable consumers 
(time pressure alone);  

• (H2c) personalisation combined with toying with emotions induces more 
inconsistency in vulnerable consumers (time pressure alone); 

• (H2d) personalisation combined with the toying with emotions dark pattern 
induces more inconsistency than toying with emotions alone in vulnerable 
consumers; 

• (H3a) cool down with transaction information only reduces the inconsistency 
observed as a consequence of hidden information in average consumers 
(motivated delay); 

• (H3b) cool down with transaction information only reduces the inconsistency 
observed as a consequence of toying with emotions in average consumers 
(motivated delay); 

• (H3c) cool down with transaction information only reduces the inconsistency 
observed as a consequence of personalisation combined with toying with emotions 
in average consumers  (motivated delay); 

• (H3d) cool down with transaction and targeting information reduces the 
inconsistency observed as a consequence of personalisation combined with toying 
with emotions in average consumers  (motivated delay); 

• (H3e) cool down with transaction and targeting information reduces the 
inconsistency observed in average consumers (motivated delay) as a consequence 
of personalisation combined with toying with emotions, more than cool down with 
transaction information only; 

• (H4a) cool down with transaction information only reduces the inconsistency 
observed as a consequence of hidden information in vulnerable consumers (time 
pressure); 

• (H4b) cool down with transaction information only reduces the inconsistency 
observed as a consequence of toying with emotions in vulnerable consumers (time 
pressure); 

• (H4c) cool down with transaction information only reduces the inconsistency 
observed as a consequence of personalisation combined with toying with emotions 
in vulnerable consumers (time pressure); 

• (H4d) cool down with transaction and targeting information reduces the 
inconsistency observed as a consequence of personalisation combined with toying 
with emotions in vulnerable consumers (time pressure); 

• (H4e) cool down with transaction and targeting information reduces the 
inconsistency observed in vulnerable consumers (time pressure) as a consequence 
of personalisation combined with toying with emotions more than cool down with 
transaction information only. 

10.2. Full experimental protocol 

General instructions 

This experiment will take a maximum of 30 minutes. We ask you to concentrate on the 
study and avoid any distractions. All payments related to this activity will be in points. 
One point is equivalent to 0.5 euro. If you do not complete the study, you will not receive 
any payment. 

We will ask you to make decisions across five different sections. Each section has its own 
instructions.  

To continue please click on the following button. 
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Part A 

For part A of this experiment, you will be asked to indicate the minimum price that you 
would accept in exchange for a good or service, or a feature in a bundle of services. We 
ask you to think carefully, since these answers will affect your payment in the following 
tasks and the best strategy for you is to answer truthfully.   

As an example, consider the mug in Figure 1. Assume that you are the owner, what 
would be the minimum price that you would accept in exchange for it? Answer selecting 
the corresponding cell in the table, rounded at the euro. 

Figure 1 The mug 

 
0 EUR 1 EUR 2 EUR 3 EUR 4 EUR 5 EUR 6 EUR 7 EUR 8 EUR 9 EUR 

This is how it works. Assume that, for example, one participant would be willing to 
exchange the mug for 6 euros. This is how she would answer: 

0 EUR 1 EUR 2 EUR 3 EUR 4 EUR 5 EUR 6 EUR 7 EUR 8 EUR 9 EUR 

Now it is your time to make the choices. Assume you currently own a package on an 
entertainment platform. Think at the typical subscription allowing you to access the 
streaming of movies, series, documentaries. 

We are going to ask you five different questions. For each of them, imagine that you 
have already purchased the platform package. This service includes access to different 
entertainment content, and you are currently paying a monthly subscription. 

We ask you to choose between a specific feature currently included as part of the service 
and a potential discount from your monthly payment in exchange for it. 

<<Question order will be randomised>> 

Q1. What is the minimum monthly discount from your subscription that you would 
request in exchange for allowing the platform to share data of your activity to third 
parties for marketing purposes? Answer selecting the corresponding cell in the table, 
rounded at the 0.5 euro. 

0 EUR 0.5 
EUR 

1 EUR 1.5 
EUR 

2 EUR 2.5 
EUR 

3 EUR 3.5 
EUR 

4 EUR 4.5 
EUR 

5 EUR 
or 
more 

Q2. What is the minimum monthly discount from your subscription that you would 
request in exchange for being interrupted by commercials when watching content on the 
platform? Answer selecting the corresponding cell in the table, rounded at the 0.5 euro. 
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0 EUR 0.5 
EUR 

1 EUR 1.5 
EUR 

2 EUR 2.5 
EUR 

3 EUR 3.5 
EUR 

4 EUR 4.5 
EUR 

5 EUR 
or 
more 

Q3. What is the minimum monthly discount from your subscription that you would 
request in exchange for losing access to movie pre-releases instead of waiting for normal 
release dates? Answer selecting the corresponding cell in the table, rounded at the 0.5 
euro. 

0 EUR 0.5 
EUR 

1 EUR 1.5 
EUR 

2 EUR 2.5 
EUR 

3 EUR 3.5 
EUR 

4 EUR 4.5 
EUR 

5 EUR 
or 
more 

Q4. What is the minimum monthly discount from your subscription that you would 
request in exchange for losing the possibility to unsubscribe in one click rather than 
having to follow an unsubscribing process of 2-3 days and several administrative steps? 
Answer selecting the corresponding cell in the table, rounded at the 0.5 euro. 

0 EUR 0.5 
EUR 

1 EUR 1.5 
EUR 

2 EUR 2.5 
EUR 

3 EUR 3.5 
EUR 

4 EUR 4.5 
EUR 

5 EUR 
or 
more 

Q5. What is the minimum monthly discount that you would request from your 
subscription in exchange for losing access to an extra music platform in addition to the 
standard package that you are purchasing? Answer selecting the corresponding cell in the 
table, rounded at the 0.5 euro.  

0 EUR 0.5 
EUR 

1 EUR 1.5 
EUR 

2 EUR 2.5 
EUR 

3 EUR 3.5 
EUR 

4 EUR 4.5 
EUR 

5 EUR 
or 
more 

We want to make sure that we are measuring your real preferences. For this reason, we 
will present you with one of the five tables that you just completed. Please enter the 
same amount of Euros that you selected previously. If you can reproduce exactly the 
same choice, we will pay you 1 point. 

<<Participants will not be allowed to go back to check their answers>> 

<<Select at random one question among Q1 - Q5>>  

Part B 

For this part of the questionnaire, we will ask you some questions regarding how you 
would describe yourself. It is important that you answer truthfully. There is no right or 
wrong option, and the answers will not be rated or have an impact on your payment. 

Q6. What gender do you identify with more closely? 

• Male 
• Female  
• Other / prefer not to say 
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Q7. You can move the slider to indicate how you think you generally come across (i.e., 
whether you feel that your personality matches more one or the other end of the 
spectrum). 

 

Part C 

In the following section, you will be asked to make a choice between two options. These 
options are packages of various services bundled together. For some of those services, 
we have asked you to state your preferences. If you are able to make a selection that is 
consistent with the preferences that you stated than you will receive 10 points, otherwise 
you will receive 1 point. In any case, you will not lose any money. 

To make sure that you understood the system of incentives, please answer the following 
question. Your response to the next question will not affect your payment.  

“Q. Assume that a participant stated that he would have accepted a discount of 3 euros 
in exchange for not being able to unsubscribe in one click and rather having to follow an 
unsubscribing process of 2-3 days. The same participant selects a package that costs 3 
euros without being able to unsubscribe in one click instead of a package that costs 7 
euros with that characteristic. Would the participant receive the bonus?” 

someone who is a reserved, 
private person, doesn’t like to 
draw attention to themselves and 
can be shy around strangers 

someone who is talkative, 
outgoing, is comfortable around 
people, but could be noisy and 
attention seeking 

someone who is fortright, tends 
to be critical and find fault with 
others and doesn’t suffer fools 
gladly 

someone who is generally 
trusting and forgiving, is 
interested in people, but can be 
taken for granted and finds it 
difficult to say no 

someone who is sensitive and 
excitable, and can be tense 

someone who is relaxed, 
unemotional rarely gets irritated 
and seldom feels blue 

someone who likes to plan 
things, likes to tidy up, pays 
attention to details, but can be 
rigid or inflexible 

someone who doesn’t necessarily 
work to a schedule, tends to be 
flexible, but disorganised and 
often forgets to put things back 
in their proper place 

someone who is a practical 
person who is not interested in 
abstract ideas, prefers work that 
is routine and has few artistic 
interests 

someone who spends time 
reflecting on things, has an 
active imagination and likes to 
think up new ways of doing 
things, but may lack pragmatism 
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Feedback in case of Yes: The answer is correct. The participant stated that the required 
discount was at least 3 euros. The difference between the two packages is 4 euros, i.e. 
the package that allows you to unsubscribe in one click is 4 euros more expensive than 
the package that does not allow you to do so. The discount is thus more than the 3 euros 
required by the participants. She has been correct in accepting the package at 3 euros, 
according to her stated preferences, and would receive the bonus. 

Feedback in case of No: The answer is incorrect. The participant stated that the required 
discount was at least 3 euros. The difference between the two packages is 4 euros, i.e. 
the package that allows you to unsubscribe in one click is 4 euros more expensive than 
the package that does not allow you to do so. The discount is thus more than the 3 euros 
required by the participants. She has been correct in accepting the package at 3 euros, 
according to her stated preferences, and would receive the bonus. 

Please press the Next button. 

<<Randomly, either this text …>> 

[text 1] If you make a quick decision, you will also have the opportunity to earn 
additional points on top of the points that you can earn for having consistent preferences. 

You will start with 30 seconds and 1.5 points. For every second you spend making the 
decision, you will lose one twentieth of a point (0.05 point). 

For example, if you make the decision in 20 seconds, then you will get 1 additional point. 

A timer will appear on the screen counting down from 30 seconds to 0 seconds. 

If the timer reaches 0 seconds, then you will earn 0 additional points, but you will still be 
able to make your decision. 

To sum up, this is how your payment will be determined for this part:  

• You will earn the points corresponding to the choice you make. These points will 
either be 10, if the choice is consistent with what you stated before, or 1 
otherwise.  

• You will earn additional points depending on how fast you make the choice. These 
incentives will be counted in points as the amount left from the original 30 
seconds multiplied by 0.05. 

To make the decision click on the following button. Be ready to make the decision 
because the timer will start immediately. 

Next 

<<… or this one>> 

[text 2] You will also have the opportunity to earn 1 additional point. 

To earn this bonus, you have to motivate (explain the reasoning behind) the decision you 
are going to make.  

When you make your decision, you have to write at least 40 characters in a specific text 
box. The text box will appear on the side of the two alternatives between which you will 
decide. 

A meaningless motivation (for example: "aaaaaaaaa") will not get the bonus. To verify 
this, we may review your text to check that what you wrote is a possible motivation. 
Note that we will not give any value judgement on what you write (in other words, there 
are no "good" or "bad" motivations). 



Behavioural study on unfair commercial practices in the digital environment:  
dark patterns and manipulative personalisation 

 217 

To sum up, this is how your payment will be determined for this part: 

• You will earn the incentives corresponding to the choice you make. These 
incentives will either be 10, if the choice is consistent with what you stated before, 
or 1 otherwise.  

• Additional points related to motivating your choice. These incentives will either be 
1 point if you write a meaningful motivation of at least 40 characters, or 0 
otherwise. 

To make your decision click on the following button. 

Next   

Part D 

Package 1 is always (in monthly price) 6.05 euro. Package 2 is (in monthly price) 6.05-
Q1+2.5 

<<Q8 should be randomized the following way >> 

50% chance: Package 1 on the left or on the right 

50% chance: Package 1 is annual and Package 2 is quarterly vs Package 1 is quarterly 
and Package 2 is Annual 

50% chance: Package 1 is “Movies and TV shows, without any limits; Access to pre-
releases at no cost; Free offers; No third party ads” and Package 2 is “Unlimited movies 
and TV shows; Free access to pre-releases; You will receive offers of other products and 
packages; Your page will not show any third party content” vs the other way around 

50% chance: Explain your choice (on the right hand side) at least 40 characters or 50% 
timer of 15 secs. This condition should be consistent with text 1 or text 2 that we showed 
in Part C above.  

Randomly one of the following conditions: 

1. Only Q8 
2. Q8 but the last feature is visible only clicking on three dots; 
3. Q8 but the P2 has a vignette on the side stating “Don’t waste your time looking 

for what to watch. Choose this offer and we will give you personalised suggestions 
to content you’ll love”; 

4. Q8 but Package 2 has a vignette on the side stating: “Don’t waste your time 
looking for what to watch. Choose this offer and we will give you personalised 
suggestions to new content you’ll love” 
In addition, Package 2 also shows the following sentence “We have prepared this 
personalised offer just for you” together with an image. The image depends on 
answer to question Q7 first item. If it is more on the left show Picture A, if it is 
more on the right and female (or other) show Picture B, if it is more on the right 
and male show Picture C; 

5. Q8 but the last feature is visible only clicking on three dots. After making the 
choice, Box 1 is shown; 

6. Q8 but Package 2 has a vignette on the side stating “Don’t waste your time 
looking for what you want to watch. Choose this offer and we will give you 
personalised suggestions to new content you’ll love”. After making the choice, Box 
1 is shown; 

7. Q8 but Package 2 has a vignette on the side stating: “Don’t waste your time 
looking for what to watch. Choose this offer and we will give you personalised 
suggestions to content you’ll love” 
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In addition, Package 2 also shows the following sentence “We have prepared this 
personalised offer just for you.” together with an image. The image depends on 
answer to question Q7 first item. If it is more on the left show Picture A, if it is 
more on the right and female show Picture B, if it is more on the right and male 
show Picture C. After making the choice, Box 1 is shown; 

8. Q8 but Package 2 has a vignette on the side stating: “Don’t waste your time 
looking for what to watch. Choose this offer and we will give you personalised 
suggestions to content you’ll love” 
In addition, Package 2 also shows the following sentence “We prepared this 
personalised offer just for you.” together with an image. The image depends on 
answer to question Q7 first item. If it is more on the left show Picture A, if it is 
more on the right and female show Picture B, if it is more on the right and male 
show Picture C. After making the choice, Box 2 is shown. 

Picture A 

 

Picture B 
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Picture C 

 
 
Q8. Please select your preferred option 
 

 

12 month Subscription Plan 

 

3 months Subscription Plan 

Package 1 

Total price per year: 109 € 

Movies and TV shows, without any limits 

Access to pre-releases at no cost 

No fee for additional features and services   

No third party ads 

Your data will not be shared with any third parties 

□ 

Package 2 

Total price per three months: 29 € 

Movies and TV shows, without any limits 

Free access to pre-releases 

You will receive free additional bonus features and 
services  

Your page will not show any advertisement from 
third party   

Your data will be shared with third parties 

□ 

Box  1 

This is a summary of the offer you selected. 

Show image 

Would you like to confirm or change your selection?  

□Confirm □Change selection 
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Box  2 

This is a summary of the offer you selected. 

Show image 

Your data has been collected and used to prepare this personalised offer for you. 

Would you like to confirm or change your selection?  

□Confirm □Change selection 

 

Part E 

1) How do you see yourself: are you a person who is generally willing to take risks, or 
do you try to avoid taking risks?  
Please use a scale from 0 to 10, where a 0 means you are “completely unwilling to 
take risks" and a 10 means you are “very willing to take risks". You can also use the 
values in-between to indicate where you fall on the scale. 

Slider from 0 to 10  

2) In comparison to others, are you a person who is generally willing to give up 
something today in order to benefit from that in the future or are you not willing to 
do so?  
Please use a scale from 0 to 10, where a 0 means you are “completely unwilling to 
give up something today" and a 10 means you are very willing to give up something 
today". You can also use the values in between to indicate where you fall on the 
scale. 

Slider from 0 to 10 

3) How well does the following statement describe you as a person? As long as I am not 
convinced otherwise, I assume that people have only the best intentions.  
Please use a scale from 0 to 10, where 0 means “does not describe me at all" and a 
10 means “describes me perfectly". You can also use the values in-between to 
indicate where you fall on the scale. 

Slider from 0 to 10  

4) How old are you? 
__ years old 
 

5) What is the highest level of education you have completed? 
a) Primary school or less 
b) High school 
c) Some years of university (not completed) 
d) University degree completed 
e) Post-graduate (master, PhD, other) 

 
6) What is your marital status? 

a) Single (never married) 
b) Married or in civil union 
c) Divorced or Widowed 

 
7) What is your household (yearly) income?  

a) 9.999 Euro or below 
b) 10.000 Euro – 29.999 Euro 
c) 30.000 Euro – 49.999 Euro 
d) 50.000 Euro – 149.999 Euro 
e) 150.000 Euro or above 
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8) Which of the following situations best describes your current labour market status? 

a) Employed 
b) In search of job 
c) Student 
d) Retired 
e) Homemaker 
f) Other (please specify) 

 
9) How much do you agree with the following statements?  

Please use a scale from 1 to 7, where a 1 means you completely disagree and a 7 
means you completely agree. You can also use the values in-between to indicate 
where you fall on the scale. 
a) If someone does something for me, I try to do something of similar value to repay 

the favor 
b) I would feel good if I was the last person to be able to buy something. When my 

favourite shampoo is almost out of stock I buy two bottles. Products that are hard 
to get represent a special value. 

c) I am more inclined to listen to an authority figure than a peer. 
d) Whenever I commit to an appointment I always follow through. 
e) It is important to me to fit in. 
f) When I like someone, I am more inclined to believe him or her. 

10.3. Results 

10.3.1. A guide to the interpretation of the results  

The main outcome variable is the likelihood to select Package 2: it is equal to one if 
Package 2 was selected and zero if Package 1 was selected instead. While the packages 
are referred to as 1 and 2 throughout this document, these numbers were randomised in 
the online experiment.   

Recall that Package 1 is the default, which did not share data with third parties, and 
included a given price. Package 2 is identical to Package 1 except for two features: it 
does share data with third parties, and it offers a discount that is 2.5 euro less than what 
participants declared as the minimum discount required for sharing their data. Thus, 
choosing Package 2 corresponds to a violation of the consistency of preferences, what in 
the economists’ jargon is called a violation of rationality. 

To grasp the meaning of it, consider the following scenario. A person choosing Package 2 
when stating a willingness to exchange having their data not shared with third parties for 
4 euros would go through the following transaction: owning Package 1, they would shift 
to Package 2 in exchange for a 2.5 euros discount (the choice made). At the same time, 
they would be willing to not have their data shared at the price of 4 euros (the stated 
preferences). If that choice was available, at the end of the transaction they would obtain 
the same Package 1 owned in the first place but having lost 1.5 euros. This phenomenon 
is called the money pump. Even common sense114 would agree that this is a transaction 
a consumer should not agree with, after giving it some thought, and that any practice 
capable of generating such a result would be manipulative.  

                                                 

114 By assuming that contractually the consent is sovereign, we are simply translating into words the basic tenet 
that consumers go through the market to improve their welfare, revealing their preferences. In other 
words, if a subject enters the market with a combination of money and goods and exits with a different 
combination of goods and money, he/she reveals to prefer the new set to the previous one, ceteris paribus. 
This cannot be the case under a money pumping transaction. 
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To understand and interpret the results, the reader should recall that the dark patterns 
are intended to encourage the choice of Package 2. By considering the impact on the 
likelihood to be inconsistent, the result could be read as the expected change in money 
pumping and can be estimated as a financial loss (as a share of the endowment for the 
service, using the Package 1 price as reference). For example, if the cost of Package 1 is 
6 euros, the maximum potential money pump in this setting is 25%. A dark pattern 
which increases the likelihood to choose Package 2 by 20% would induce an expected 
potential loss of 5% of the endowment. 

10.3.2. The impact of dark patterns and protective measures on the main 
outcome: estimation strategy 

The first analysis concerns the main outcome variable 𝑌𝑌𝑏𝑏, which is a dummy equal to one 
if the participant i selected Package 2, which was targeted, and zero otherwise.  

In the analysis, we include 15 dummies, one per each treatment cell. We remind that 
there were 8 experimental conditions in a first factor and two experimental conditions in 
a second factor, in an 8x2 experimental design. We consider the 𝑛𝑛𝑏𝑏

𝐶𝐶,𝑀𝑀𝑀𝑀 as the omitted 
category, which is the dummy equal to one if the individual i is in the condition control-
motivated delay, and zero otherwise. The outcome per participant can be written in the 
following form: 

𝑌𝑌𝑏𝑏 = 𝛼𝛼 + ��𝑛𝑛𝑏𝑏
𝑗𝑗,𝑘𝑘𝛽𝛽𝑗𝑗,𝑘𝑘

𝑘𝑘𝑗𝑗

+ 𝜀𝜀𝑏𝑏 

Where i is the participant, Y is the outcome, j is the condition with respect to factor one, 
k is the condition with respect to factor two, 𝑛𝑛𝑏𝑏

𝑗𝑗,𝑘𝑘 is the treatment dummy (equal to one if 
the participant i is in the condition j,k and zero otherwise) and 𝜀𝜀𝑏𝑏 is any unobservable 
variable affecting the outcome. 𝛽𝛽𝑗𝑗,𝑘𝑘 is the average treatment effect, i.e., the difference in 
the likelihood to purchase Package 2 induced by treatment condition j,k with respect to 
the omitted category. Whenever we are interested in the comparison between two 
coefficients, e.g., what is the impact of personalisation under vulnerability, we can 
compute this as a combination of coefficients: in the example, it would be the test that 
𝐻𝐻0:𝛽𝛽𝑗𝑗=𝑃𝑃,𝑘𝑘=𝑇𝑇𝑃𝑃 = 𝛽𝛽𝑗𝑗=𝐶𝐶,𝑘𝑘=𝑇𝑇𝑃𝑃. 

The equation above can be estimated by Ordinary Least Squares115 and the computed 
coefficients identify on average the true effect, thanks to random assignment. By this, we 
mean that for an arbitrarily large sample, the estimation would converge to the true 
value.  

In the estimation, we include three additional dummies, which refer to technical elements 
of the design that we counterbalanced to reduce experimenter demand: whether Package 
1 was presented on the left or right (v1), whether Package 1 (or 2) was annual or 
quarterly (v2), and whether for the additional features of Package 1 besides price and 
data sharing policy, we use the first or the second description (v3) (the other is used for 
the other package). These additional dummies are randomly assigned, and its inclusion 
increases the precision of the estimates. 

                                                 

115 As argued elsewhere (Angrist and Pischke, 2009), our object of interest is the Conditional Expectation 
Function, of which OLS provide a precise approximation and is very transparent. In other words, we are 
interested in comparing groups, and the interpretation of the output from linear models is very transparent 
and intuitive. If the outcome is a probability, a limited dependent variable or a discrete one, this simply 
changes the description, but not the underlying computation and interpretation. This is not the case for the 
other models, where the object of interest should be computed from the marginal effects, which are 
dependent on what values we input for other covariates. For model with interaction, things become even 
more cumbersome. To the extent in which we can interpret causally our result, linearity should always be 
preferred (Gomila, 2021). 
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10.3.3. The results for the Average Consumer 

To reiterate, the average consumer was represented in this study by creating conditions 
in which consumers had sufficient time to decide and were asked to motivate their 
choice. All comparisons are done within that group of participants. The supporting 
regression is reported in the table below. In the following paragraphs and figures, we will 
explain the main results and their interpretation. 

Table 28 The impact of dark patterns and protective measure on the main 
outcome 

VARIABLES (1) 
Likelihood to select Package 2 

Hidden (A) 0.12*** 
 (0.03) 
Toy (A) 0.06* 
 (0.03) 
Personal (A) 0.10*** 
 (0.03) 
Cool Down and Hidden (A) 0.12*** 
 (0.03) 
Cool Down and Toy (A) 0.03 
 (0.03) 
Cool Down and Personal (A) 0.09*** 
 (0.03) 
Transparency and Personal (A) 0.10*** 
 (0.03) 
Control (V) 0.08** 
 (0.03) 
Hidden (V) 0.13*** 
 (0.03) 
Toy (V) 0.12*** 
 (0.03) 
Personal (V) 0.13*** 
 (0.03) 
Cool Down and Hidden (V) 0.12*** 
 (0.03) 
Cool Down and Toy (V) 0.10*** 
 (0.03) 
Cool Down and Personal (V) 0.12*** 
 (0.03) 
Transparency and Personal (V) 0.10*** 
 (0.03) 
v1 -0.00 
 (0.01) 
v2 -0.12*** 
 (0.01) 
v3 -0.02** 
 (0.01) 
Constant 0.45*** 
 (0.02) 
Observations 7,430 
R-squared 0.02 

Note: OLS regression. Regressors are dummies for experimental conditions. (A) “motivated delay”, (V) “time 
pressure”. v1: order of presentation of the packages, v2: price is annual on the left and quarterly on the right, 
v3: order of the formats of additional features in the package. Robust standard errors in parenthesis. * p<0.1, 

** p<0.05, *** p<0.01 

Impact of dark patterns. The average consumer who is not exposed to dark patterns 
(control, motivated delay) shows a 37.80% likelihood of inconsistent preferences. All 
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comparisons are done with respect to that group of participants (492 subjects), and all 
tests are one-sided. By one sided test, we mean that we are testing the null hypothesis 
against the alternative that the effect is in the expected direction, effects in the other 
direction (i.e., dark patterns decrease the likelihood of inconsistency) will not be tested. 
Because the test is one-sided, it provides more power to detect an effect in the predicted 
direction, i.e., that dark patterns increase the likelihood of inconsistency. Recalling what 
we explained above, the maximum potential monetary loss due to inconsistency is 25%, 
each percentage point corresponds to an expected potential loss of 0.25% of the monthly 
payment. Considering the impact of dark patterns, hidden information increases this 
likelihood by 12.25 percentage points (pp) (t=3.90, p<0.001), toying-with-emotions 
increases the likelihood by 6.02 pp (t=1.90, p=0.028), and personalisation combined 
with toying with emotions increases the likelihood by 9.84 pp (t=3.08, p=0.001). These 
are not additive effects (except for the latter dark pattern with toying with emotions and 
personalisation), but instead show the effect compared to the group that received no 
dark pattern. We can test whether personalisation with toying with emotions results in a 
greater likelihood of inconsistent preferences than toying with emotions alone: this is not 
the case (3.81 pp, t=1.17, p=0.123). These results are plotted in the table below. 

Figure 92 The impact of Dark Patterns on the Average Consumer 

 

Note: Average likelihood of choosing Package 2 (with confidence interval at 95%) for participants in motivated 
delay-control and motivated delay-dark patterns.  

Impact of protective measures. Moving to the effect of the protective measures for 
the average consumer, the results are in the predicted direction, but quantitatively 
negligible and not statistically significant. Also, in this case the tests are one sided, i.e., 
we test the null hypothesis (lack of an effect) against the alternative that the protective 
measure reduces the impact of dark pattern. For all tests, the null hypothesis is not 
rejected. On average, cool down with transaction information only decreases the 
likelihood of inconsistent preferences with respect to hidden information by 0.29 pp 
(t=0.09, p=0.463), decreases the likelihood of inconsistent preferences with respect to 
toy-with-emotions by 2.53 pp (t=0.76, p=0.224), and decreases the likelihood of 
inconsistent preferences with respect to personalisation combined with toying with 
emotions by 1.05 pp (t=0.01, p=0.375). Cool down with transaction and targeting 
information decreases the likelihood of inconsistent preferences with respect to 
personalisation combined with toying with emotions by 0.11 pp (t=0.03, p=0.486). The 
difference in outcome between the two is negative and not statistically significant, -0.93 
pp (t=-0.28, p=0.61). Therefore, no statistically significant effect of introducing a cool 



Behavioural study on unfair commercial practices in the digital environment:  
dark patterns and manipulative personalisation 

 225 

down period or a transparency message on the likelihood of inconsistent preferences was 
found in this study. The results are plotted in the figure below. 

Figure 93 The Impact of protective measures for the Average Consumer 

  

Note: Average likelihood of choosing Package 2 (with confidence interval at 95%) for participants in motivated 
delay-dark patterns and motivated delay-protective measures.  

10.3.4. The results for the Vulnerable Consumer 

As mentioned before, vulnerability was implemented by adding time pressure to the 
decision process. On average, the outcome variable is statistically different between the 
two conditions (t=-2.93, p=0.003): vulnerable consumers have a greater likelihood to be 
inconsistent than average consumers (45% versus 37%). When exposed to dark 
patterns, the average figures for vulnerable consumers were 50.89% and for average 
consumers 47.24%. In the table below, we report the differences in the likelihood to be 
inconsistent by vulnerability and dark pattern condition. Results revealed that in the 
control condition (where individuals were not exposed to any dark pattern), the likelihood 
of inconsistency was significantly higher for the vulnerable consumer when compared to 
the average consumer (t = -2.39, p = 0.01), providing support for our choice of method 
for vulnerability inducement. Furthermore, the vulnerable consumer was significantly 
more likely to be inconsistent than the average consumer when exposed to the “toying 
with emotions” dark pattern alone (t = -1.76, p = 0.07) and in combination with the cool 
down remedy with transaction information (t = -1.68, p = 0.09). As regards the other 
conditions that participants were exposed to, no statistically significant differences in the 
likelihood of inconsistency were detected between the average and the vulnerable 
consumer.  
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Table 29 Likelihood of inconsistency for average and vulnerable consumers per 
condition 

 Likelihood of inconsistency T-test 
Condition Average 

consumer 
Vulnerable 
Consumer 

 

Control 0.37 (0.48) 0.45 (0.49) t=-2.39 p=0.01 
Hidden information 0.49 (0.50) 0.51 (0.50) t=-0.48 p=0.62 
Toying with emotions 0.44 (0.49) 0.50 (0.50) t=-1.76 p=0.07 
Toying with emotions and 
personalisation 

0.47 (0.49) 0.51 (0.50) t=-1.08 p=0.27 

Hidden information and cool down 0.50 (0.50) 0.49 (0.50) t=0.13 p= 0.89 
Toying with emotions and cool down 0.41 (0.49) 0.47 (0.49) t=-1.68 p=0.09 
Toying with emotions and 
personalisation and cool down 

0.46 (0.49) 0.49 (0.50) t=-1.00, p=0.31 

Toying with emotions and 
personalisation, cool down & 
transparency 

0.47 (0.49) 0.47 (0.50) t=-0.04 p=0.96 

 

Additionally in subsection 10.3.6 below, we show that the manipulation check worked 
(the time spent deciding what package to choose under time pressure is significantly 
lower than during the motivated delay condition). 

Impact of dark patterns. The vulnerable consumer who is not exposed to dark 
patterns (control, time pressure) shows a 45.47% likelihood of inconsistent preferences. 
Considering the impact of dark patterns, hidden information increases this likelihood by 
5.80 pp (t=1.80, p=0.036), toying-with-emotions increases the likelihood by 4.16 pp 
(t=1.26, p=0.103), and personalisation increases the likelihood by 5.50 pp (t=1.71, 
p=0.043). Since toying with emotions and personalisation are “nested”, i.e., the latter 
has an additional dimension on top of the former, we can test whether the second 
outperforms the former: this is not the case (t=0.41, p=0.340). 

These results are plotted in the figure below. 

Figure 94 The impact of Dark Patterns on the Vulnerable Consumer 

  

Note: Average likelihood of choosing Package 2 (with confidence interval at 95%) for participants in time 
pressure-control and time pressure-dark patterns.  
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Impact of protective measures. Moving to the effect of the protective measures for 
the vulnerable consumer, the results suggest that they have no effect on consumers: 
protective measures decrease the likelihood of inconsistencies, but results are negligible 
in size and not statistically significant. On average, the cool down decreases the 
likelihood of inconsistent preferences with respect to hidden information by 1.67 pp 
(t=0.52, p=0.299), decreases the likelihood of inconsistent preferences with respect to 
toy-with-emotions by 2.24 pp (t=0.69, p=0.246), decreases the likelihood of inconsistent 
preferences with respect to personalisation (and toying with emotions) by 0.68 pp 
(t=0.21, p=0.415). Transparency and cool down decreases the likelihood of inconsistent 
preferences with respect to personalisation and toying with emotions by 3.52 pp (t=1.09, 
p=0.137). Since the transparency and the cool down are nested, they can be compared, 
the former is more effective than the latter with respect to personalisation by 2.83 pp but 
not statistically significant (t=0.88, p=0.189). Therefore, no statistically significant effect 
of introducing a cool down period or a transparency message on the likelihood of 
inconsistent preferences was detected in this study. The results are plotted in the figure 
below. 

Figure 95 The Impact of protective measures for the Vulnerable Consumer 

  

Note: Average likelihood of choosing Package 2 (with confidence interval at 95%) for participants in time 
pressure-dark patterns and time pressure-protective measures.  

10.3.5. Heterogeneity analysis 

Risk aversion, time discount, and trust 

We consider heterogeneity across three dimensions: risk aversion, time discount, and 
trust.116 The analysis is subject to the risk of low statistical power. This is because 
differences in subgroups are smaller than the overall main effect, and the variability is 
                                                 

116 These variables were measured via three questions asked to participants following completion of the main 
experimental task (i.e., in Part E of the experimental protocol in Annex section 10.2). 
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higher. The combination of the two entails a much larger sample than what is necessary 
to estimate the main effect that we presented above. Additionally, since the dark 
patterns are a relatively understudied phenomenon, we lack enough previous evidence to 
postulate predictions in terms of how the effect would vary across subgroup. Thus, we 
condense the analysis performed in the previous part by analysing the main effect of the 
dark patterns - without distinguishing across the three - and the protective measures. 
We introduce a dummy equal to one if the participant was exposed to a dark pattern and 
a dummy equal to one if the participant was exposed to a protective measure. Then we 
interact the dummies with the mediating variable.  

The supporting regression is reported in the table below while in the figures we plot the 
regressions as a function of dark patterns/protective measures and, respectively, risk 
preferences, time discount and trust. Following Spiller et al. (2013), we perform a 
floodlight analysis to assess whether there is a moderation effect: in other words, 
whether commercial practices and protective measures have a different impact when 
participants are heterogeneous in terms of risk aversion, time discount, and trust.  

Mediation analysis is valuable in the sense that it captures whether variations in 
participant characteristics lead to different reactions to stimuli and can thus have policy 
relevance by informing the design of policies for subgroups of the population. This should 
be borne in mind when interpreting the results below.  

Table 30 Heterogeneity Analysis: Risk Aversion, Time Discount, and Trust 

 
(1) 

Likelihood to 
select Package 2 

(2) 
Likelihood to 

select Package 2 

(3) 
Likelihood to 

select Package 2 
Risk Aversion -0.01   
 (0.01)   
Dark Pattern=1 0.07* 0.11*** 0.06 
 (0.04) (0.04) (0.05) 
Dark Pattern=0 X Risk 
Aversion 

0.00   

 (0.00)   
Dark Pattern=1 X Risk 
Aversion 

0.00   

 (0.01)   
Protective -0.01 -0.00 -0.09*** 
 (0.03) (0.03) (0.03) 
Protective=0 X Risk 
Aversion 

0.00   

 (0.00)   
Protective=1 X Risk 
Aversion 

-0.00   

 (0.01)   
Time Pressure 0.03*** 0.03*** 0.03*** 
 (0.01) (0.01) (0.01) 
Time Discount  0.01  
  (0.01)  
Dark Pattern=0 X 
Time Discount 

 0.00  

  (0.00)  
Dark Pattern=1 X 
Time Discount 

 -0.01  

  (0.01)  
Protective=0 X Time 
Discount 

 0.00  

  (0.00)  
Protective=1 X Time 
Discount 

 -0.00  
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(1) 

Likelihood to 
select Package 2 

(2) 
Likelihood to 

select Package 2 

(3) 
Likelihood to 

select Package 2 
  (0.01)  
Trust   0.01 
   (0.01) 
Dark Pattern=0 X 
Trust 

  0.00 

   (0.00) 
Dark Pattern=1 X 
Trust 

  0.00 

   (0.01) 
Protective=0 X Trust   0.00 
   (0.00) 
Protective=1 X Trust   0.01*** 
   (0.01) 
v1 -0.00 -0.00 -0.00 
 (0.01) (0.01) (0.01) 
v2 -0.12*** -0.12*** -0.12*** 
 (0.01) (0.01) (0.01) 
v3 -0.02** -0.02** -0.02* 
 (0.01) (0.01) (0.01) 
Constant 0.52*** 0.44*** 0.44*** 
 (0.04) (0.03) (0.04) 
Observations 7,430 7,430 7,430 
R-squared 0.02 0.02 0.02 

Note: OLS regression. Dark Pattern: whether the participant was exposed to a dark pattern. Protective: 
Whether the participant was exposed to a protective measure. Time Pressure: dummy equal to one if the 

participant was under time pressure. v1: order of presentation of the packages, v2: price is annual on the left 
and quarterly on the right, v3: order of the formats of additional features in the package. Robust standard 

errors in parenthesis. * p<0.1, ** p<0.05, *** p<0.01 
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Figure 96 Heterogeneity Analysis, Risk Aversion 

 

Note: On the x-axis, we indicate the level of risk aversion, rescaled from more risk propense (0) to more risk 
averse (10). The two line represents the outcome (likelihood to be inconsistent) by condition: control and dark 
pattern on the left-hand graph, control and protective measure on the right hand graph. Vertical distance can 

be interpreted as treatment effect for that specific level of risk aversion. The lighter shaded areas represent the 
95% confidence interval. 

Risk aversion. The first mediating variable explored, risk aversion, does not mediate 
either dark patterns or protective measures. That is, there was no variation in the effect 
of dark patterns or protective measures for participants with different levels of risk 
aversion. In particular, the effect of dark patterns exists (at the 10% significance level) 
for any level of risk aversion, whereas for protective measures there is no significant 
effect at any level of risk aversion. Thereby, even those less willing to take risks (i.e., 
those that can be assumed to be more cautious) reacted in similar ways to those more 
risk-taking to both exposure to dark patterns and to protective measures in terms of 
their probability of making inconsistent choices (i.e., choosing Package 2).   



Behavioural study on unfair commercial practices in the digital environment:  
dark patterns and manipulative personalisation 

 231 

Figure 97 Heterogeneity Analysis, Time Discount 

 

Note: On the x-axis, we indicate the level of time discount, rescaled from more patient (0) to less patient (10). 
The two line represents the outcome (likelihood to be inconsistent) by condition: control and dark patter in the 
left-hand graph, control and protective measure in the right hand graph.  Vertical distance can be interpreted 

as treatment effect for that specific level of item discount. The lighter shaded areas represent the 95% 
confidence interval. 

Time discount. Alternatively, time discount (the extent to which someone favours the 
present vs the future) mediates the effect of dark patterns. We found two Johnson-
Neyman points117, at time discount 0 and 6 (recall that the variable goes from 0 to 10, 
where 0 represents someone present-oriented and 10 someone future-oriented). This 
suggests that the effect of dark patterns on choice inconsistency is stronger for more 
patient participants. There is no interaction effect with protective measures at any level 
of time discount. 

                                                 

117 The Johnson-Neyman procedure generates “non-significance areas” (intervals between lines in Figures 68, 
69 and 70) in which the difference between groups is not significant. At the same time, it enables the 
identification of the areas in which these differences are significant. Therefore, a Johnson-Neyman point 
represents a value at which the slope of the mediating variable goes from being non-significant to significant.   
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Figure 98 Heterogeneity Analysis, Trust 

 

Note: On the x-axis, we indicate the level of trust, from less trusting (0) to more (10). The two line represents 
the outcome (likelihood to be inconsistent) by condition: control and dark patter in the left-hand graph, control 

and protective measure in the right hand graph.  Vertical distance can be interpreted as treatment effect for 
that specific level of trust. The lighter shaded areas represent the 95% confidence interval. 

Trust. Trust mildly mediates dark patterns, there is a Johnson-Neyman points at level of 
trust of 2. This suggests that the effect of dark patterns on choice inconsistency vanishes 
only for the lowest levels of trust. More interesting is the case of protective measures. 
There are again two Johnson-Neyman points: the effect of protective measures is 
negative (reducing inconsistency) for level of trust at the left of 5 (that is, for less 
trusting participants) but becomes positive at the right of 5 (for more trusting 
participants). This suggests that the protective measures used were more effective at 
encouraging consistent choices on people who are generally more distrusting of others. 
These results should be further analysed in future studies and should be accounted for in 
the design of protective measures. The statistical tests conducted to identify the 
Johnson-Neyman points can be found in the table below. 

Table 31 Statistical tests to identify the Johnson points 

Moderating 
Variable -> 

Risk Aversion Time discount Trust 

 Causal Effect Causal Effect Causal Effect 
Value of the 
moderating 
variable 

Dark 
Patterns 

Protective 
Measures 

Dark 
Patterns 

Protective 
Measures 

Dark 
Patterns 

Protective 
Measures 

0 1.67 
(0.095) 

-0.24 
(0.813) 

2.90 
(0.004) 

-0.12 
(0.903) 

1.30 
(0.194) 

-2.89 
(0.004) 

1 2.03 
(0.042) 

-0.36 
(0.720) 

3.31 
(0.001) 

-0.29 
(0.769) 

1.56 
(0.119) 

-2.88 
(0.004) 
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2 2.52 
(0.012) 

-0.53 
(0.598) 

3.79 
(<0.001) 

-0.55 
(0.580) 

1.91 
(0.056) 

-2.85 
(0.004) 

3 3.14 
(0.002) 

-0.76 
(0.449) 

4.12 
(<0.001) 

-0.90 
(0.370) 

2.39 
(0.017) 

-2.74 
(0.006) 

4 3.78 
(<0.001) 

-1.02 
(0.306) 

3.76 
(<0.001) 

-1.17 
(0.243) 

3.03 
(0.002) 

-2.48 
(0.016) 

5 4.03 
(<0.001) 

-1.20 
(0.229) 

2.80 
(0.005) 

-1.20 
(0.231) 

3.71 
(<0.001) 

-1.88 
(0.060) 

6 3.70 
(<0.001) 

-1.20 
(0.230) 

1.90 
(0.058) 

-1.10 
(0.270) 

4.03 
(<0.001) 

-0.85 
(0.396) 

7 3.12 
(0.002) 

-1.09 
(0.274) 

1.25 
(0.210) 

-1.00 
(0.317) 

3.70 
(<0.001) 

0.25 
(0.806) 

8 2.60 
(0.009) 

-0.98 
(0.329) 

0.81 
(0.417) 

-0.92 
(0.359) 

3.11 
(0.002) 

1.03 
(0.305) 

9 2.20 
(0.028) 

-0.88 
(0.379) 

0.50 
(0.615) 

-0.86 
(0.393) 

2.57 
(0.010) 

1.50 
(0.133) 

10 1.89 
(0.059) 

-0.80 
(0.422) 

0.28 
(0.781) 

-0.81 
(0.420) 

2.16 
(0.031) 

1.79 
(0.073) 

Note: t-statistics of the interaction between the causal variable and the moderating variable at the value 
specified in column 1 (p-value in parenthesis). Robust standard error in parenthesis. Supporting regressions in 

the table above. 

Additional results of the heterogeneity analysis are reported in the table below. 

Table 32 Descriptive statistics 

Total observations 7430 
Gender  
Male 48.63% 
Female 51.02% 
Other 0.35% 
Age Mean: 43 years (standard deviation = 15 

years) 
Education  
Primary education 6.72%  
Secondary education 40.05%  
At least some tertiary education 11.33%  
Completed tertiary education 29.30% 
Marital status   
Single  37.04% 
Married/civil union 53.38% 
Divorced/widowed 9.58% 
Household yearly income  
9.999 Euro or below 18.28% 
10.000 Euro – 29.999 Euro 41.71% 
30.000 Euro – 49.999 Euro 23.18% 
50.000 Euro – 149.999 Euro 15.90% 
150.000 Euro or above 0.94% 
Labour market status  
Employed 64.41% 
In search of job 9.34% 
Students/retired/housekeeper 21.61% 
Other labour market status  4.63% 

Note: share of participants. 

In addition, the table below reports the Spearman correlation between each demographic 
characteristic and the outcome variable (the likelihood of selecting Package 2). All 
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statistical tests are two-sided. The outcome variable is poorly correlated with socio-
demographics, although there are some statistically significant correlations with being a 
female, higher age, being married and having at most a secondary education.  

In the case of gender, there was a negative correlation between being female and the 
likelihood of inconsistency. That is, the probability of selecting Package 2 was 
significantly lower for females (at 10% significance level, two sided). This correlation was 
positive in the case of age: older participants were more likely to select Package 2 (at 
10% significance level, two sided), revealing that older participants may be more prone 
to exhibit inconsistent choices when exposed to dark patterns. This is consistent with the 
notion of structural vulnerabilities, which would posit that older people are more 
vulnerable in a digital environment. The correlation was yet again positive for 
participants who were married, who were more likely to show inconsistent choices (at 
10% significance level, two sided). This was similar for participants with secondary 
education or less (at 10% significance level, two sided). That is, those with lower 
education levels were also more likely to be inconsistent. Regarding income level and 
labour market status, no significant correlations were found with choice consistency.  

Table 33 Correlation between socio-demographic characteristics and the 
outcome 

Demographic Variable Spearman Correlation (p-value) 
Gender (Female) -0.91 

(0.089) 
Age 0.02 

(0.078) 
Married 0.02 

(0.026) 
Education (Primary or Secondary Education) 0.02 

(0.021) 
Income (Less than 30,000 euros) 0.00 

(0.451) 
Labour market status (Employed) 0.00 

(0.699) 
Note: Spearman correlation between socio-demographics and outcome variable. Outcome: Likelihood to select 

Package 2. Speaman correlation. P-value, two sided, in parenthesis. 

Finally, we consider the self-reported question on the vulnerability to the persuasion 
principles (Cialdini, 2009). The following table shows each principle, with the statement 
used to elicit vulnerability to it and the Spearman correlation with the outcome variable 
(probability of selecting Package 2). There is some mild correlation with susceptibility to 
four out of six principles (scarcity, authority, commitment, and social pressure) and the 
outcome variable. In the case of scarcity, results show that the likelihood of being 
inconsistent was significantly greater for those more susceptible to scarcity (at 1 % 
significance level, two sided). That is, those more sensitive to the notion of scarcity were 
also more likely to pick Package 2. This reaction was the same for authority, as those 
more inclined to listen to authority figures were also significantly more likely to select 
Package 2 (at 1% significance level, two sided), and for social pressure, as those giving 
importance to fitting in also showed greater inconsistency (at 1% significance level, two 
sided). In the case of commitment, the correlation was negative. Those showing lower 
levels of commitment were more likely to select Package 2, showing inconsistent choices 
(significant at the 5% level, two sided). For reciprocity and likeability, no significant 
correlations with likelihood of inconsistency were detected. 

Table 34 Vulnerability to persuasion and correlation with outcome 

Persuasion 
Principle 

Statement (Median response) Spearman correlation 
with outcome (p-value) 

Reciprocity If someone does something for me, I try 
to do something of similar value to repay 

-0.00 
(0.456) 
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the favour. 
Scarcity I would feel good if I was the last person 

to be able to buy something. When my 
favourite shampoo is almost out of stock 
I buy two bottles. Products that are hard 
to get represent a special value. 

0.04 
(0.001) 

Authority I am more inclined to listen to an 
authority figure than a peer. 

0.03 
(0.001) 

Commitment Whenever I commit to an appointment I 
always follow through. 

-0.02 
(0.045) 

Social 
pressure 

It is important to me to fit in. 0.03 
(0.008) 

Likeability When I like someone, I am more inclined 
to believe him or her. 

0.00 
(0.512) 

Note: Spearman correlation between attitude to persuasion and outcome variable. Outcome: Likelihood to 
select Package 2. Speaman correlation. P-value, two sided, in parenthesis. 

We can try to use socio-demographics to predict vulnerability based on self-reported 
characteristics (structural instead of situational vulnerability), to complement the results 
from our analysis of induced vulnerability by using the data from the control condition 
(where we did not introduce any practices or measures) to estimate the likelihood to 
choose Package 2. That is, having found that induced situational vulnerability through 
time pressure has an influence on the outcome variable (leading to higher preference 
inconsistency), this additional analysis allows us to explore whether more permanent 
sources of vulnerability are also predictive of preference inconsistency.  

After defining a threshold based on the predicted outcome, we can assess whether the 
effect of protective measures or dark patterns is different for those participants that are 
more susceptible to inconsistent choices, based on the variable just defined. The 
following table reports the estimation of the prediction model, we use as threshold the 
median of the (predicted) outcome.   

Table 35 Predicting the likelihood of inconsistent preferences 

 (1) 
Likelihood to select Package 2 

Gender (Female) -0.03 
 (0.08) 
Age 0.00 
 (0.00) 
Married 0.11 
 (0.09) 
Education (Primary or Secondary 
Education) 

0.11 

 (0.08) 
Income (Less than 30,000 euros) 0.10 
 (0.09) 
Labor market status (Employed) 0.04 
 (0.09) 
Reciprocity -0.07* 
 (0.04) 
Scarcity 0.02 
 (0.03) 
Authority 0.06* 
 (0.03) 
Commitment -0.05 
 (0.05) 
Social pressure 0.01 
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 (0.03) 
Likeability -0.01 
 (0.04) 
Constant -0.09 
 (0.31) 
Observations 945 

Note: OLS regression. Robust standard errors in parentheses *** p<0.01, ** p<0.05, * p<0.1 
 
The supporting regression is shown in the table below.  

Table 36 Heterogeneity Analysis, Predicted Vulnerability 

 (1) 
Likelihood to select 

Package 2 

(2) 
Likelihood to select 

Package 2 
Predicted Vulnerability 0.09*** 0.06*** 
 (0.03) (0.02) 
Dark Pattern 0.10*** 0.07*** 
 (0.02) (0.02) 
Dark Pattern # Predicted 
Vulnerability 

-0.06  

 (0.03)  
Protective Measures -0.01 0.01 
 (0.01) (0.02) 
Time Pressure 0.03*** 0.03*** 
 (0.01) (0.01) 
v1 -0.00 -0.00 
 (0.01) (0.01) 
v2 -0.12*** -0.12*** 
 (0.01) (0.01) 
v3 -0.02** -0.02** 
 (0.01) (0.01) 
Protective Measures # 
Predicted Vulnerability 

 -0.04* 

  (0.02) 
Constant 0.43*** 0.44*** 
 (0.02) (0.02) 
Observations 7,430 7,430 
R-squared 0.02 0.02 

Note: OLS regression. Predicted Vulnerability: Dummy equal to one if the participant is predicted to be 
inconsistent based on socio-demographics and attitude to persuasion (supporting regression in the table 
above). Dark Pattern: whether the participant was exposed to a dark pattern. Protective: Whether the 

participant was exposed to a protective measure. Time Pressure: dummy equal to one if the participant was 
under time pressure. v1: order of presentation of the packages, v2: price is annual on the left and quarterly on 
the right, v3: order of the formats of additional features in the package. Robust standard errors in parentheses 

*** p<0.01, ** p<0.05, * p<0.1 
 

The effect of dark patterns in those “predicted” to be average consumers is 9.96 pp 
(t=4.11, p<0.001). There is a small effect of dark patterns, significant at 10% level (two 
sided), in those “predicted” to be vulnerable consumers (4.39 pp; t=1.70, p=0.090, two 
sided). The effect of protective measures in those “predicted” to be average consumers is 
0.72 pp (t=0.43, p=0.670, two sided) and not statistically significant. The effect of 
protective measures in those “predicted” to be vulnerable consumers is a reduction in 
3.44 pp of the likelihood to be inconsistent (t=-2.05, p=0.041, two sided). Therefore, 
this evidence from this analysis is fairly in line with the results from the induced 
vulnerability. The only difference is a positive effect of protective measures on those 
defined as vulnerable. The interpretation of this result requires caution, as this 
vulnerability can be confounded with other factors and low explained variance (R-
squared). In principle, cool down interventions may be partially effective for some form 
of structural vulnerability related with age and susceptibility, but certainly we need more 
evidence to infer a robust conclusion.  
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10.3.6. Characterisation of the sample and implications 

Manipulation check 

We can reject the null hypothesis that our manipulations did not work. The time spent 
making the decision under time pressure (in seconds, mean 24.05, sd 29.61) is lower 
than time spent in the motivated delay (in seconds, mean 144.49, sd 245.78) condition 
(t=29.54, p<0.001). As shown below, it is also different in any treatment cell. 

Table 37 Time spent completing the task for average and vulnerable consumers 
per condition 

 Time spent (in seconds) T-test 
Condition Average 

consumer 
Vulnerable 
Consumer 

 

Control 133.66 (137.07) 21.24 (16.58) t=17.33 p<0.0001 
Hidden information 139.03 (216.99) 21.53 (22.45) t=11.81 p<0.0001 
Toying with emotions 133.14 (167.29) 23.52 (22.38) t=13.55 p<0.0001 
Toying with emotions 
and personalisation 

143.39 (154.89) 27.13 (54.44) t=15.56 p<0.0001 

Hidden information 
and cool down 

137.82 (139.94) 20.98 (18.17) t=17.99 p<0.0001 

Toying with emotions 
and cool down 

152.77 (218.29) 25.03 (27.24) t=12.60 p<0.0001 

Toying with emotions 
and personalisation 
and cool down 

181.49 (541.10) 26.52 (31.89) t=6.28 p<0.0001 

Toying with emotions 
and personalisation, 
cool down & 
transparency 

138.76 (134.49) 26.27 (22.86) t=17.66 p<0.0001 

This suggests that our manipulation was effective in inducing different response mode by 
participants. As a result, we are confident that we can interpret the differences between 
the effects on time pressured participants versus motivated delay participants as 
differences between vulnerable and average consumers. 

Willingness To Accept (WTA) 

Before moving to the main task, participants stated their willingness to accept (WTA) the 
following features of the platform package: 1) sharing their data with third parties; 2) 
interruption by commercials; 3) access to other content; 4) unsubscribe in one click; 5) 
access to music platform. 

The following table reports the distribution of responses across the different options of 
the grid, which go from 0 to 5 euros (per month). To explore whether the aggregate 
distribution of WTA sharing data with third parties is similar to those for other features, 
we can report the Kolmogorov Smirnov test118. It turns out that the distribution is 
statistically different from that for interruption by commercials (K-S=0.022, p=0.046), is 
statistically different from that for access to other content (K-S=0.033, p<0.001), is 
statistically different from that for unsubscribe in one click (K-S=0.033, p<0.001) and is 
statistically different from that for access to music platform (K-S=0.035, p<0.001). We 
cannot conclude that the results reported in this report generalize to other features of the 
package. 

                                                 

118 This test can be used to determine whether two distribution functions differ (in this case, the disitributions of 
responses to the WTA discounts for the different features), and is sensitive to differences in both location 
and shape of these distributions. 



Behavioural study on unfair commercial practices in the digital environment:  
dark patterns and manipulative personalisation 

 238 

Table 38 Distribution of WTA for each feature 

WTA 
Scale 
(EUR) 

Sharing 
data with 

third 
parties 

Interruption 
by 

commercials 

Access to 
other 

content 

Unsubscribe 
in one click 

Access to 
music 

platform 

0 4.04 5.65 6.22 6.89 7.26 
0.50 5.91 6.54 6.46 6.07 6.22 
1 9.52 9.48 9.97 9.81 9.26 
1.5 7.87 7.43 8.06 7.66 8.08 
2 14.79 12.67 13.49 12.99 12.96 
2.5 9.80 9.36 9.21 8.99 9.52 
3 10.16 9.48 9.33 9.37 9.66 
3.5 3.31 3.97 3.63 4.13 4.13 
4 7.73 8.16 7.26 7.91 7.71 
4.5 2.85 2.89 3.22 3.03 2.56 
5 24.01 24.38 23.15 23.14 22.64 

Note: share of participants selecting each response. 

Notice that this dissimilarity is driven by dissimilarity of individual preferences across 
features, as when we test whether individual WTA sharing data with third parties is 
statistically different from that for other feature the result is that they are. To identify 
this, we perform a t-test with matched sample: the mean WTA is not statistically 
different from that for interruption by commercials (t=1.02, two sided p=0.30), is 
statistically different from that for access to other content (t=4.79, p<0.001), is 
statistically different from that for unsubscribe in one click (t=4.10, p<0.001) and is 
statistically different from that for access to music platform (t=5.59, p<0.001).  

Given our focus on sharing data with third parties, we report the histogram graphically in 
the figure below. The modal response is 5 (24.1%), followed by 2 (14.79%). It is 
interesting to see whether the choice of the grid conditions the response, by looking at 
the right tail of the distribution. It can be seen that 24.01% of the respondents answer 
the rightmost category. This is larger than the closest options, as results a finer grid 
would have changed the shape of the distribution. This suggests that we are probably 
underestimating the effect of dark patterns as for at least one fourth of the participants 
the price of Package 2 was significantly above their WTP. 

Figure 99 Empirical Distribution of the WTA: data sharing 
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Characterisation of the sample: Robustness of preference elicitation 
At the end of Part A of the Experimental Protocol, respondents were incentivised to 
correctly recall the stated WTA for one of the features. 100% of participants recall the 
value for the WTA, defining correct a one-euro difference from the original stated value 
(recall that the price discount in the choice task was 2.5 euros). This suggests the 
absence of a potential issue of internal validity of the results.  

Characterisation of the sample: Big Five 

As explained in the section on the experimental protocol, we assessed participants’ 
personality traits using a standardised instrument to measure the Big Five (openness, 
conscientiousness, extraversion, agreeableness, and neuroticism) (Woods & Hampson, 
2005). Since the personalisation works on the basis of separately identifying those that 
score low/high on this dimension, we can check whether the distribution appear to be 
gaussian (i.e., most of participants in the middle and poor separation between 
extroversion and introversion) or rather with significant tails indicating the presence of 
two types.  

To understand why this is important, follow this reasoning. Had that the distribution be 
gaussian, (1) most of the response would be around the mean and (2) a small level of 
measurement error will shift the type of a significant portion of people. The latter implies 
that a lot of those that are slightly introvert would be classified as extravert and vice 
versa. The former implies that those “slightly” on one side, are the largest share of 
people. Under this scenario, the personalisation would not change the behaviour, but 
because of mistargeting (sending the wrong message) and not because of ineffectiveness 
(the message does not work).    

The following figure reports the empirical distribution for the response to the extraversion 
item, together with a normal distribution. It is shown that the distribution has much more 
mass on the tails, contrary to a gaussian distribution. This suggests that the question on 
extraversion separates two types, and the message was not confounded by lack of 
differences between extraverted and introverted.   

Notice also that the zero value, although it is the mode, is only slightly above other 
choices in the scale, suggesting a limited framing effect. 

This suggests that the limited effects of personalisation may be due to the type of 
message or the type of image, but not because we were not able to correctly identify 
introverted and extraverted participants. Additional work in the future may consider 
personalising practices on other personality traits.   
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Figure 100 Empirical distribution of the self-reported extraversion 

 

Note: histogram of the response to the extraversion question. Each column is the share of respondents who 
select the specific value. On the x-axis, the values of the Likert scale. A normal distribution is added for 

comparison. 
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11. Annex - Mystery shopping on national/regional websites 

11.1. France 

Allocine.fr 

Allocine.fr is a webpage which gives information on recent cinema releases as well as TV 
shows. The site also serves as a (user) review site on films and shows. The site allows 
you to select your “favourite cinemas” to easily buy tickets online. However, we couldn’t 
check this functionality as cinemas were closed in France due to the measures imposed 
to limit the spread of the Covid-19 pandemic. The first time you enter the site, a pop-up 
message appears where the website explains that their economic model is based on 
personalised advertisement. You have the option for the site not to collect personal 
information and provide targeted adverts by paying 2 euros per month. The second 
option makes you accept the terms and conditions for the personalised adverts. The two 
options do not differ in the font or size, so no dark patterns are identified in this respect. 
After some time that my account was active, tailored advertisements were shown 
when entering the website according to the search history.  

 

The mystery shopper checked user reviews for some films and added some cinemas to 
the “my favourite cinemas” tab to see if any other dark patterns emerged. The mystery 
shopper didn’t see any kind of dark patterns after checking the website a couple of times 
to do this type of actions. 

In order to delete your account, you just need to enter into your account settings and 
then click on “Deactivate my account (Désactiver mon compte)”. A type of dark pattern 
could be identified in this case, as the “Save preferences (Enregistrer)” was shown inside 
a yellow box with bold capital letters whereas the other option was shown next to it in a 
smaller normal font. This is a type of “interface interference” type of dark pattern, a 
“hidden information / false hierarchy” type. 
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When you click on the option to deactivate your account, you get a message where 
another type of “interface interference” dark pattern can be identified, in particular they 
are “Toying with emotions”. The message that appears warns you about the fact that 
you’ll lose all your data on the films you saved to watch, your favourite cinemas, etc. and 
it ends up with a sentence saying “and if you deactivate your account your family will be 
cursed”. 

 

The option to deactivate the account is also shown in a red font, which can be interpreted 
for some users as a sign of “danger” or that a “bad outcome” is potentially occurring by 
clicking on it, using the technique of “false hierarchy”. 

Summary table: 

Type of dark pattern Allocine.fr 
Nagging  Not found 

Social proof Activity messages Not found 
Testimonials Not found 

Obstruction 
Roach Motel Not found 
Price comparison prevention Not found 
Intermediate currency Not found 

Sneaking 

Sneak into basket Not found 
Hidden Costs Not found 
Hidden Subscription / Forced 
continuity Not found 

Bait and Switch Not found 

Interface interference 

Hidden information / False 
hierarchy Yes, when deleting account 

Preselection (default) Not found 
Toying with emotion Yes, when deleting account 
Trick questions Not found 
Disguised Ad Not found 
Confirmshaming Yes, when deleting account 

Forced action Forced Registration Not found 

Urgency 

Low stock / high demand 
message Not found 

Countdown timer / Limited time 
message Not found 

Personalised practices 

Targeted advertising Yes, while browsing, but not 
manipulative 

Personalised ranking Not found 
Personalised pricing Not found 
Other personalised practices Not found 

 
Legoncoin.fr 

Leboncoin.fr is a second-hand marketplace for France with classified adverts. The first 
time you log into the website, a pop-up message appears to accept the cookies: 
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Below the two main options of “Customize (Personnaliser)” and “Accept (Accepter)” there 
is a blue sentence in the bottom which states “Continue without accepting”. The 
positioning of this option below the other two and in another font is an example of an 
interface interference type of dark pattern, in particular a “hidden information / 
false hierarchy” type.  

In the customize option (“Personnaliser”), the user needs to click “Accept” or “Reject” for 
every type of cookies. There are no preselected default options that could be in the 
company’s interest.  

The website does not show adverts for products which have not been posted by users. 
The home page included a section on “You recently viewed” and “Recent adverts” but did 
not promote any specific kind of adverts. Apart from the position in the page, there were 
no other characteristics that could induce the user to click on certain adverts. As part of 
the mystery shopping task, an account was created. The mystery shopper searched for 
specific objects and selected them as “Favourites (Favoris)” and also saved as 
“Favourites” some job offers and accommodation for holidays with similar characteristics. 
The mystery shopper also investigated the leboncoin Community which includes several 
groups to share common interest and advice on specific topics. In this case, the website 
asks for the collection of personal information via cookies as shown in the image below. 
In this case the “Continue without accepting (Continuer sans accepter)” is quite visible in 
comparison to the previous example.  
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After some weeks of checking the site to identify any type of dark patterns, no other 
examples were observed. In order to deactivate the account, you need to go into your 
account settings by clicking on “Paramètres”. After scrolling through plenty of options on 
your account preferences, at the very bottom you get a message in a small grey font 
difficult to visualize at a first glimpse. 

 

Even a message with a smaller font is presented where it is stated “Find out about the 
goals of my personal data processing, the people responsible of this processing, the 
duration of the data storage, the account details of the Data Protection Officer (DPO) and 
my rights”. Both are an example of an “Interface interference” type of dark pattern, 
more specifically a “hidden information / false hierarchy” type. When you click on 
the “Deactivate your account”, you receive a message where a warning message appears 
in which, the site reminds you that deactivating your account will delete all your online 
adverts, saved adverts and searches, etc. The option to “Deactivate my account” is 
shown in a red box, it could be argued that the “red” induces the user to think that 
something bad would happen if they click on that option. It would again be an example of 
a “interface interference” type of dark pattern using false hierarchy. When you click, a 
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message appears telling you that you’ll receive an email to your email account to confirm 
the deletion of your account. If you do so, the account is officially deleted.  

Summary table: 

Type of dark pattern leboncoin.fr 
Nagging  Not found 

Social proof Activity messages Not found 
Testimonials Not found 

Obstruction 
Roach Motel Not found 
Price comparison prevention Not found 
Intermediate currency Not found 

Sneaking 

Sneak into basket Not found 
Hidden Costs Not found 
Hidden Subscription / Forced 
continuity Not found 

Bait and Switch Not found 

Interface interference 

Hidden information / False 
hierarchy 

Yes, in cookie consent form, and 
when deleting account 

Preselection (default) Not found 
Toying with emotion Not found 
Trick questions Not found 
Disguised Ad Not found 
Confirmshaming Not found 

Forced action Forced Registration Not found 

Urgency 

Low stock / high demand 
message Not found 

Countdown timer / Limited time 
message Not found 

Personalised practices 

Targeted advertising Not found 
Personalised ranking Not found 
Personalised pricing Not found 
Other personalised practices Not found 

 

Vinted 

Vinted is a webpage where users can sell their clothing products as well as buy second-
hand clothes. The first time you enter the site, a pop-up message appears to accept the 
cookie settings. 

  

The “I accept (J’accepte)” option is in a brighter colour than the “No, go to the 
parameters (Non, aller aux paramètres)” option. This could therefore be considered as an 
interface interference type of dark pattern using false hierarchy. When you click on 
the parameters option, a textbox appears where no option is selected by default. Only 
some types of cookies are presented as “Always active (toujours actif)”. The cookies 
which were always active were included to ensure the site’s security, prevent fraud and 
debugs; to technically disseminate advertisements or content; to match and combine 
data resources offline; to connect different terminals; and to receive and use device 
identification characteristics sent automatically.  
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The home page includes a selection of products uploaded to sell by users of the platform. 
According to the “General information” page on their website, the adverts shown in 
Vinted’s homepage or as the results of specific searches are classified and ranked 
according to the information and preferences indicated in the user’s profile; to the 
characteristics selected by the user (e.g. size, price, colour, etc.); the date that the 
advert was posted;  whether the article to be sold was uploaded by a “User (utilisateur)” 
or a “Professional Seller (Vendeurs Professionnels)”, hence constituting a personalised 
ranking. Users can also increase the visibility and ranking of their adverts with the 
“Boost d’articles” option. This option costs EUR 1.95 for 7 consecutive days or EUR 1.15 
for 3 consecutive days (or until the article is sold). The option is not renewed 
automatically when the period is over.  

The site did not contain adverts which did not belong to the ones published by users of 
the platform. An account was created, and several “likes” were given to certain products 
to see if this made some specific dark patterns appear. The mystery shopper also sent 
some messages to show interest in buying some of the products. The users who posted 
the adverts replied quite quickly. But no dark patterns were observed in the process. The 
adverts displayed in the homepage showed similar articles to the ones the mystery 
shopper had previously searched and liked. Therefore, as was previously mentioned, this 
is a type of personalisation practice, but not exploiting specific vulnerabilities.   

During the mystery shopping no items were bought or sold (as it required contacting 
sellers, who are other consumers, to agree on the transaction), so the mystery shopper 
could not check this feature until the last step. However, the French consumer 
association “UFC-Que choisir” started a mass action against Vinted on May 18th 2021 
arguing that they undertake unfair commercial practices119. In particular, the consumer 
association argues that the webpage charges an “optional commission” to users for the 
sale of a product. However, this optional commission is only included in the final price at 
the final step of the transaction, during the payment. Although it is presented as 
optional, the commission is in fact mandatory. In this regard, this commercial practice 
represents a “Hidden Cost” type of sneaking dark pattern.  

                                                 

119 Le Monde (2021) “Vinted poursuivi en justice par l’UFC-Que choisir pour “pratique commerciale trompeuse”. 
Le Monde. 18th May 2021. Available at: https://www.lemonde.fr/economie/article/2021/05/18/vinted-
poursuivi-en-justice-par-l-ufc-que-choisir-pour-pratique-commerciale-trompeuse_6080552_3234.html 
(Accessed 18th May 2021). 

https://www.lemonde.fr/economie/article/2021/05/18/vinted-poursuivi-en-justice-par-l-ufc-que-choisir-pour-pratique-commerciale-trompeuse_6080552_3234.html
https://www.lemonde.fr/economie/article/2021/05/18/vinted-poursuivi-en-justice-par-l-ufc-que-choisir-pour-pratique-commerciale-trompeuse_6080552_3234.html
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In order to deactivate your account, the mystery shopper needed to go to their account 
and then to the “Account settings (Paramètres du compte)” and click on the “Delete 
account (Supprimer mon compte)” option. This option was shown inside a red box, the 
choice of using a red colour could be argued to be chosen as it would induce the user to 
think that by clicking a bad outcome would occur, using the technique of false 
hierarchy.  

 

 

Summary table: 

Type of dark pattern Vinted 
Nagging  Not found 

Social proof Activity messages Not found 
Testimonials Not found 

Obstruction 
Roach Motel Not found 
Price comparison prevention Not found 
Intermediate currency Not found 

Sneaking 

Sneak into basket Not found 
Hidden Costs Yes (based on UFC que choisir 

complaint) 
Hidden Subscription / Forced 
continuity Not found 

Bait and Switch Not found 

Interface interference 

Hidden information / False 
hierarchy 

Yes, in cookie consent form and 
when deleting account 

Preselection (default) Not found 
Toying with emotion Not found 
Trick questions Not found 
Disguised Ad Not found 
Confirmshaming Not found 

Forced action Forced Registration Not found 

Urgency 

Low stock / high demand 
message Not found 

Countdown timer / Limited time 
message Not found 

Personalised practices 

Targeted advertising Not found 

Personalised ranking Yes, ranking of adverts, but not 
manipulative 

Personalised pricing Not found 
Other personalised practices Not found 
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11.2. Ireland 

Adverts.ie 

Adverts.ie is a platform for classifieds, where people can buy, sell or give away second-
hand items. The first time that you enter the site, a pop-up message appears: 

 

If we click “Cookie Settings”, the different preferences are presented and are already 
turned off except for the “Strictly Necessary” ones. No dark patterns of the interface 
interference type were found in this respect. However, it could be argued that the 
brighter orange colour of “Accept All” in contrast to the grey of the “Save & Exit” option 
could be nudging users to click on “Accept All”. Hence, this would consist of a dark 
pattern of the interface interference type, notably a “hidden information / false 
hierarchy” type.  

 

The site did not contain adverts which did not belong to the ones published by users of 
the platform. The home page included a section on “You recently viewed” and “Recent 
adverts” but did not promote any specific kind of adverts. Although some people could 
pay a “premium” for their ads to be placed at the front in specific searches. Apart from 
the position in the page, there were no other characteristics that could induce the user to 
click in certain adverts. As part of the mystery shopping task, an account was created. 
During the time the account was active (around 3 weeks) the mystery shopper did not 
receive any notification or email from the website. The mystery shopper could, in fact, at 
the time of creating the account decide which type of email notifications they wanted to 
receive. The mystery shopper searched for several items in the site and “saved” similar 
items (in this case bikes) to see if my choices implied any personalisation in the adverts 
displayed. They did not identify any particular personalised advertisements. In order to 
deactivate my account, the mystery shopper had to submit a request to comply with the 
privacy policy. The following message appeared: 
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A few minutes later the user received an email with a link where they could delete their 
account: 
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It could be argued that there is a difference between the relative easiness to create an 
account and the more complex procedure to delete it. Hence, an “Obstruction” dark 
pattern could be identified. Notably, a “roach motel” type. However, the relative 
difficulty in deleting the account is related to the need to comply with the Privacy Policy 
and no economic intentions are discernible. The mystery shopper would, therefore, 
conclude that this does not account for an “obstruction” type of dark pattern. 
 

Summary table: 

Type of dark pattern Adverts.ie 
Nagging  Not found 

Social proof Activity messages Not found 
Testimonials Not found 

Obstruction 
Roach Motel Possibly to deactivate account 
Price comparison prevention Not found 
Intermediate currency Not found 

Sneaking 

Sneak into basket Not found 
Hidden Costs Not found 
Hidden Subscription / Forced 
continuity Not found 

Bait and Switch Not found 

Interface interference 

Hidden information / False 
hierarchy Possibly for cookie acceptance 

Preselection (default) Not found 
Toying with emotion Not found 
Trick questions Not found 
Disguised Ad Not found 
Confirmshaming Not found 
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Forced action Forced Registration Not found 

Urgency 

Low stock / high demand 
message Not found 

Countdown timer / Limited time 
message Not found 

Personalised practices 

Targeted advertising Not found 
Personalised ranking Not found 
Personalised pricing Not found 
Other personalised practices Not found 

 

11.3. Germany 

Prosieben.de 

Prosieben.de is a German TV channel. Entering the website, a cookie consent appears 
where the button “Accept” is highlighted in bright green and the alternative option is 
“Settings” in plain mode, which is a visual interference creating a false hierarchy. In 
the cookies setting, the options are not turned by default, and the options are “accept 
all” or “save”. 

 

While browsing on the website, a push-message appears to receive more content at a 
later stage. The option to accept is in bright red, looking like a default, while the option 
to reject is in plain white, creating a false hierarchy. 
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While scrolling down, a message is highlighting advantages for registered users, 
prompting to subscribe with a red button. 

 

A push message to register is displayed in order to watch the video. This message is 
displayed for all videos, which could amount to nagging. 

Clicking on the Play button redirects the user to a registration page, asking for the email 
to get a free account and watch the video, which consist in a “forced registration” to 
access content. 
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Throughout the website, targeted advertising is displayed (bigger than the actual 
entertainment content), but not exploiting specific vulnerabilities. 

 

Summary table: 

Type of dark pattern Prosieben 
Nagging  Yes to register 
Social proof Activity messages Not found 
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Testimonials Not found 

Obstruction 
Roach Motel Not found 
Price comparison prevention Not found 
Intermediate currency Not found 

Sneaking 

Sneak into basket Not found 
Hidden Costs Not found 
Hidden Subscription / Forced 
continuity 

Not found 

Bait and Switch Not found 

Interface interference 

Hidden information / False 
hierarchy 

Yes for cookie consent and push 
message 

Preselection (default) Not found 
Toying with emotion Not found 
Trick questions Not found 
Disguised Ad Not found 
Confirmshaming Not found 

Forced action Forced Registration Yes to watch videos 

Urgency 

Low stock / high demand 
message 

Not found 

Countdown timer / Limited time 
message 

Not found 

Personalised practices 

Targeted advertising Yes throughout the website, but 
not manipulative 

Personalised ranking Not found 
Personalised pricing Not found 
Other personalised practices Not found 

 

11.4. Austria 

Der Standard.at 

Der Standard.at is a news website. When entering the website, a first pop up message is 
shown asking to select between a version with commercial content (default) or the “pure” 
version that comes with abonnement. The accept button for the version with advertising 
is in bright pink while the button “subscribe now” is in white, demonstrating a false 
hierarchy pattern. 

 
 

After accepting the version with advertising, a pop up appears asking consent to receive 
“push” messages with the preselected option to receive “breaking news”. Also, the 
button “activate” is in bright blue and bigger than the “no thanks” button in light grey, 
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less readable, amounting to an interface interference pattern and more specifically to the 
technique of hidden information/false hierarchy. 

 
 

When clicking to view content, a message is blended in “to support quality journalism”. 
The default is set at 12 EUR per month. The message includes a comparison with other 
activities that are much cheaper than the supposed support to quality journalism.  

 

 

Marketing content “Aktuelle Jobs im Marketing” is seamlessly blended in into overall 
content (but there is a small mention of “Advertising”). When clicking, the user is 
redirected to another site.  
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Targeted advertising is displayed throughout the website while browsing content, but 
not exploiting specific vulnerabilities. 

 

 

 

When clicking on the support and abonnement page, a new cookie consent banner 
appears at the bottom, saying “By continuing to use it, I agree to the use of cookies for 
web analysis and digital advertising.” with only the button “accept” in bright pink and no 
other option. This amounts to forced registration, requiring to use non-essential 
cookies for advertising. This can be linked to the choice on the first screen between 
browsing through the website for free with advertising, or without advertising through 
the abonnement.  
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On the support and abonnement page, examples of social proof are displayed, using 
testimonials on “why supporting quality journalism is important”, the authenticity of 
which could not be verified. 

 

 

Summary table: 

Type of dark pattern Der Standard 
Nagging  Not found 

Social proof 
Activity messages Not found 

Testimonials Yes, on the support and 
abonnement page 

Obstruction Roach Motel Not found 
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Price comparison prevention Not found 
Intermediate currency Not found 

Sneaking 

Sneak into basket Not found 
Hidden Costs Not found 
Hidden Subscription / Forced 
continuity 

Not found 

Bait and Switch Not found 

Interface interference 

Hidden information / False 
hierarchy 

Yes, to get advertising version, 
and additional notifications 

Preselection (default) Yes, to receive additional 
notifications and to support the 
website 

Toying with emotion Not found 
Trick questions Not found 
Disguised Ad Not found 
Confirmshaming Not found 

Forced action Forced Registration Yes, forced to accept cookies for 
advertising 

Urgency 

Low stock / high demand 
message 

Not found 

Countdown timer / Limited time 
message 

Not found 

Personalised practices 

Targeted advertising Yes, while browsing through 
content, but not manipulative 

Personalised ranking Not found 
Personalised pricing Not found 
Other personalised practices Not found 

 

11.5. Netherlands and Belgium 

Bol.com 

Bol.com is an online marketplace in the Netherlands and Belgium and offers general 
merchandising products in categories such as music, film, electronics, toys, jewellery, 
watches, baby products, gardening and DIY.  

When landing on the home page, you are triggered to accept the cookies as the option is 
highlighted (false hierarchy), nonetheless you can refuse and still continue on the 
website. It is not a strong influence on the user’s preferences, but still the use of a strong 
blue (the same colour of the website) can have an effect on the consumer.  

 

Bol.com makes use of several other techniques throughout the website. For example, as 
in the image below, when you want more information about the products, more products 
are recommended based on social norms principle. 
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In addition, they also use a clock for their day-deals, to reinforce quick decision making 
(countdown) as shown in the image below. The clock is shown in red to make it even 
more salient.  

 

Then, the website is constantly advising books or other products based on your previous 
consumptions and suggesting the following books will be in your shopping list as well. 
This is a standard personalisation practice that is used by many online marketplaces, 
but did not appear to exploit specific vulnerabilities.  
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In addition, the website pushes the consumer to register and create an account to 
receive personalised offers and communication. However, the registration is not a 
pre-requisite to navigate the website.  

 

Finally, after accepting your consumptions and moving to the cash register, additional 
complementary products are recommended, as a sort of bait and switch.  
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Summary table: 

Type of dark pattern Bol.com 
Nagging  Not found 

Social proof 
Activity messages Yes, suggesting what others have 

bought previously 
Testimonials Not found 

Obstruction 
Roach Motel Not found 
Price comparison prevention Not found 
Intermediate currency Not found 

Sneaking 

Sneak into basket Not found 
Hidden Costs Not found 
Hidden Subscription / Forced 
continuity 

Not found 

Bait and Switch Yes, showing at the end other 
products that were not initially 
searched 

Interface interference 

Hidden information / False 
hierarchy 

Yes, at the beginning to accept 
cookies 

Preselection (default) Not found 
Toying with emotion Not found 
Trick questions Not found 
Disguised Ad Not found 
Confirmshaming Not found 

Forced action Forced Registration Not found, even though it is 
strongly recommended 

Urgency 

Low stock / high demand 
message 

Not found 

Countdown timer / Limited time 
message 

Yes, for products that you want 
to buy 

Personalised practices 

Targeted advertising Yes, while browsing through 
content, but not manipulative 

Personalised ranking Not found 
Personalised pricing Not found 
Other personalised practices Not found 

 

Dumpert.nl 
 
Dumpert.nl is an online video and image sharing website. Similar to other websites, also 
for this one, when the user lands on the website, the cookie consent choice is presented 
in a way that influences the choice. The “accept all” option is highlighted with a green 
colour. Nonetheless, the user has the option to refuse and still continue on the website.  

 

When navigating, there are some default options that are pre-selected for the users, as 
in the image below.  
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Summary table: 

Type of dark pattern Dumpert.nl 
Nagging  Not found 

Social proof Activity messages Not found 
Testimonials Not found 

Obstruction 
Roach Motel Not found 
Price comparison prevention Not found 
Intermediate currency Not found 

Sneaking 

Sneak into basket Not found 
Hidden Costs Not found 
Hidden Subscription / Forced 
continuity 

Not found 

Bait and Switch Not found 

Interface interference 

Hidden information / False 
hierarchy 

Yes, at the beginning to accept 
cookies 

Preselection (default) Yes, to select some content 
Toying with emotion Not found 
Trick questions Not found 
Disguised Ad Not found 
Confirmshaming Not found 

Forced action Forced Registration Not found 

Urgency 

Low stock / high demand 
message 

Not found 

Countdown timer / Limited time 
message 

Not found 

Personalised practices 

Targeted advertising Not found 
Personalised ranking Not found 
Personalised pricing Not found 
Other personalised practices Not found 

 

11.6. Italy 

Tovaprezzi.it 

Trovaprezzi.it is the most common price comparison website in Italy.  

First, the website uses the forced action technique to obtain consent on the cookie. It 
shows the banner with only one option “OK”. If the user clicks on “Read more 
information”, a long page with information is opened, where at the end the user is also 
informed that he/she can decide on more privacy options on the browser settings.  
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Personal communication  

When registering to the website, the user is asked to select preferences regarding 
personal communication of offers and newsletters via email (see below - left). In the 
registration phase, the box was left unchecked, but then in the account settings, the 
option of personal communication was activated (see below – right).  

Subsequently, the website started sending personalised emails with offers based on the 
few searches that the mystery shopper did during the navigation. However, during the 
registration, the mystery shipper left the specific box unchecked. 

  

Summary table: 

Type of dark pattern Trovaprezzi.it 
Nagging  Not found 

Social proof Activity messages Not found 
Testimonials Not found 

Obstruction 
Roach Motel Not found 
Price comparison prevention Not found 
Intermediate currency Not found 

Sneaking 

Sneak into basket Not found 
Hidden Costs Not found 
Hidden Subscription / Forced 
continuity 

Not found 

Bait and Switch Not found 

Interface interference 

Hidden information / False 
hierarchy 

Yes, to accept all cookies at the 
beginning 

Preselection (default) Yes, to receive additional 
notifications and offers from the 
website 

Toying with emotion Not found 
Trick questions Not found 
Disguised Ad Not found 
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Confirmshaming Not found 
Forced action Forced Registration Yes, forced to accept cookies for 

advertising 

Urgency 

Low stock / high demand 
message 

Not found 

Countdown timer / Limited time 
message 

Not found 

Personalised practices 

Targeted advertising 
Yes, after the subscription 
received personalised emails, but 
not manipulative 

Personalised ranking Not found 
Personalised pricing Not found 
Other personalised practices Not found 

 

Mypersonal-trainer.it 

Mypersonal-trainer.it is a popular Italian website of health and wellbeing and it features a 
number of articles from doctors and trainers.  

The website promotes different products (with links to other marketplaces, as Amazon) in 
several of its articles. However, the mystery shopper did not consider the practice of 
sponsored content to be considered unfair, since it was well described.  

 

As it is shown in the image below, at the send of the sponsored articles, there is a 
warning for the readers.  
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Summary table: 

Type of dark pattern Mypersonal-trainer.it 
Nagging  Not found 

Social proof Activity messages Not found 
Testimonials Not found 

Obstruction 
Roach Motel Not found 
Price comparison prevention Not found 
Intermediate currency Not found 

Sneaking 

Sneak into basket Not found 
Hidden Costs Not found 
Hidden Subscription / Forced 
continuity 

Not found 

Bait and Switch Not found 

Interface interference 

Hidden information / False 
hierarchy 

Not found 

Preselection (default) Not found 
Toying with emotion Not found 
Trick questions Not found 
Disguised Ad Not found 
Confirmshaming Not found 

Forced action Forced Registration Not found 

Urgency 

Low stock / high demand 
message 

Not found 

Countdown timer / Limited time 
message 

Not found 

Personalised practices 

Targeted advertising Not found 
Personalised ranking Not found 
Personalised pricing Not found 
Other personalised practices Not found 

 

11.7. Norway 

NRK.no 

NRK.no is a public radio and TV broadcasting company. NRK.no makes no use of unfair 
commercial practices, also not of cookies or any other form of problematic activities.  

Norsk-tipping.no 

Norsk-tipping.no offers a wide range of lottery, sports and instant games in the 
Norwegian market. The website uses some classic dark patterns. First, as shown in the 
images below, it forces the users to register before playing. This is a case of “forced 
registration”. The website force you to register (for people older than 18).  

Second, regarding the cookie consent notice, we observed that the option of accepting all 
the cookies is highlighted in yellow and it is presented as the only available option. 
However, in small font the user can find also other options. This is a case of interface 
interference quite common also in other websites.  
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Summary table: 

Type of dark pattern Norsk-tipping.no 
Nagging  Not found 

Social proof Activity messages Not found 
Testimonials Not found 

Obstruction 
Roach Motel Not found 
Price comparison prevention Not found 
Intermediate currency Not found 

Sneaking 

Sneak into basket Not found 
Hidden Costs Not found 
Hidden Subscription / Forced 
continuity 

Not found 

Bait and Switch Not found 

Interface interference 

Hidden information / False 
hierarchy 

Not found 

Preselection (default) Not found 
Toying with emotion Not found 
Trick questions Not found 
Disguised Ad Not found 
Confirmshaming Not found 

Forced action Forced Registration Not found 

Urgency 

Low stock / high demand 
message 

Not found 

Countdown timer / Limited time 
message 

Not found 

Personalised practices 

Targeted advertising Not found 
Personalised ranking Not found 
Personalised pricing Not found 
Other personalised practices Not found 

 

Finn.no 

Finn.no is the Norway's largest online marketplace. To begin with, if you enter the 
website you are triggered to sign in and create an account. Every further step requires to 
create an account. This is a case of “forced registration” dark pattern used by this 
website. 
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In addition, there are some pre-selected options during the navigation that are not 
necessarily in the users’ interests (defaults).  

 

Summary table: 

Type of dark pattern Finn.no 
Nagging  Not found 

Social proof Activity messages Not found 
Testimonials Not found 

Obstruction 
Roach Motel Not found 
Price comparison prevention Not found 
Intermediate currency Not found 

Sneaking 

Sneak into basket Not found 
Hidden Costs Not found 
Hidden Subscription / Forced 
continuity 

Not found 

Bait and Switch Not found 

Interface interference 

Hidden information / False 
hierarchy 

Not found 

Preselection (default) Yes  
Toying with emotion Not found 
Trick questions Not found 
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Disguised Ad Not found 
Confirmshaming Not found 

Forced action Forced Registration Yes, forced to register and to 
accept cookies for advertising 

Urgency 

Low stock / high demand 
message 

Not found 

Countdown timer / Limited time 
message 

Not found 

Personalised practices 

Targeted advertising Not found 
Personalised ranking Not found 
Personalised pricing Not found 
Other personalised practices Not found 

 

11.8. Portugal 

Worten.pt 

Worten.pt is a Portuguese ecommerce website. When the page is first loaded, a modal 
asking for the acceptance of the cookie policy opens. While there is the possibility to 
partially disable cookies usage (only 30 out of 160 cookies are marked as “necessary”), 
the “ACCEPT ALL” button is clearly highlighted and with a larger font size with respect to 
the one giving the option to selectively enable individual cookies, thus showing a false 
hierarchy dark pattern. Similar conclusions can be drawn from the modal where the 
cookies can be selected individually, where the “ACCEPT” and “ACCEPT ALL” buttons are 
located and coloured in a way that resembles the “Cancel” and “OK” buttons of a dialog. 
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After creating an account and having logged in, the mystery shopper noticed in the 
profile settings page a set of “communication preferences”, all of which were already 
checked by default, giving the permission for being contacted through different media (E-
mail, SMS, Phone call, other). This is a dark pattern, namely a preselection, by which 
the company tries to ensure the permission to contact the user without having asked for 
such a permission in advance. 

 

 

The website also shows other types of dark patterns in the home page, products list 
pages and the product detail pages. In the home page, a countdown points to the end of 
a promotion, by definition an urgency (countdown timer) pattern. In the products list 
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pages, several items are marked with the “last units” label, implementing an urgency 
(low stock) pattern. Finally, in the single product detail page, the company tries to sell 
extended warranty for the product by using the toying with emotion (“Did you know 
that repairs outside warranty can cost more than 100€?”) and the hidden information 
(everything except the most expensive extension is obscured) dark patterns. 
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Finally, it must be noted that the website implements a strong roach motel dark 
pattern, as no option to unsubscribe and/or delete the account could be found anywhere. 

 

Summary table: 

Type of dark pattern Worten.pt 
Nagging  Not found 

Social proof Activity messages Not found 
Testimonials Not found 

Obstruction 
Roach Motel Yes, cannot delete account 
Price comparison prevention Not found 
Intermediate currency Not found 

Sneaking 

Sneak into basket Not found 
Hidden Costs Not found 
Hidden Subscription / Forced 
continuity Not found 

Bait and Switch Not found 

Interface interference 

Hidden information / False 
hierarchy Yes, in cookie consent form 

Preselection (default) Yes, in communication media 
consent 

Toying with emotion Yes, when trying to sell extended 
warranty 

Trick questions Not found 
Disguised Ad Not found 
Confirmshaming Not found 

Forced action Forced Registration Not found 

Urgency 

Low stock / high demand 
message Yes, in products list pages 

Countdown timer / Limited time 
message Yes, in home page 

Personalised practices 

Targeted advertising Not found 
Personalised ranking Not found 
Personalised pricing Not found 
Other personalised practices Not found 
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Continente.pt 

Continente is a Portuguese supermarket chain, and the continente.pt website is its 
ecommerce version. After creating an account, the mystery shopper noticed in the profile 
settings page a preselection dark pattern, giving the consent (for which one can opt-
out) to the company to substitute products which might be unavailable at the time of the 
order with other products. 

The website does not show any other type of dark patterns, with the notable exception of 
a roach motel one since it is not possible to delete the created account. 

 

Summary table 

Type of dark pattern Continente 
Nagging  Not found 

Social proof Activity messages Not found 
Testimonials Not found 

Obstruction 
Roach Motel Yes, cannot delete account 
Price comparison prevention Not found 
Intermediate currency Not found 

Sneaking 

Sneak into basket Not found 
Hidden Costs Not found 
Hidden Subscription / Forced 
continuity Not found 

Bait and Switch Not found 

Interface interference 

Hidden information / False 
hierarchy Not Found 

Preselection (default) Yes, giving consent to product 
substitution 

Toying with emotion Not found 
Trick questions Not found 
Disguised Ad Not found 
Confirmshaming Not found 

Forced action Forced Registration Not found 

Urgency 

Low stock / high demand 
message Not found 

Countdown timer / Limited time 
message Not found 

Personalised practices Targeted advertising Not found 
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Personalised ranking Not found 
Personalised pricing Not found 
Other personalised practices Not found 
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12. Annex - Digital ethnography 

12.1. Consumer awareness of commercial practices 

The Twitter account @darkpatterns and hashtag #darkpatterns and the Reddit subreddit 
r/darkpatterns are dedicated to dark patterns and were the most relevant sources of 
information for identifying specific unfair practices and posts naming and shaming the 
responsible traders (see more details about the various practices exposed in Section 
2.2.1). Other Twitter accounts (e.g., @AssholeDesign) or feeds, and Reddit subreddits 
(e.g., r/assholedesign, r/scams) also provided relevant information. The Facebook groups 
identified were not that informative for the current study, being often outdated compared 
to the latest practices and legislation (e.g., groups last active in 2011120 and 2015), 
having a narrow scope in terms of traders and practice covered (e.g., “eBay free listing 
weekends”) or not seeming to cover the EU (e.g. the groups “Unfair Trade Practices and 
Consumer Awareness” and “International Consumer Protection Forum” are targeted to 
Indian consumers and legislation). In addition, we identified one relevant forum 
“Effective Altruism” for this study. 

People using the hashtag #darkpattern on Twitter usually post screenshots or summaries 
of dark patterns that they have seemingly experienced themselves or heard about, with 
the apparent intention to name and shame the responsible traders. In these posts, users 
often criticise the practice of the trader, claim that they will not get caught again by such 
practices, or that they decided to stop using the services of the company shamed, and 
warn other users about these practices121. Other users usually comment to give their 
opinion about the practice and/or trader (often a negative opinion), to report their 
experience with the same trader or practice, and to suggest ways to avoid or counteract 
such practices, or how to punish the traders given the legislation in place or means 
available. Occasionally, some current or past employees of the named companies 
comment on the post to either defend a practice, explain why a certain design choice was 
made or apologise for the practice and commit to reporting the issue or fixing the design. 

Figure 101 Example of response from former employee from Twitter 

 

                                                 

120 Contacted, the admin of the group “Ebay free listing weekends - Unfair practices” explained that although 
the unfair practice still seems to exist, at some point people kept spamming the group with irrelevant 
adverts, so she stopped checking it.  

121 We did not check where each person that published a post is working, so we could not assess whether 
competitors were behind the posts, however, we checked the accuracy of the screenshots in the rest of the 
analysis. 
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Source: Twitter122 

Figure 102 Example of response from current employee from LastPass 

 

Source: Twitter123 

Figure 103 Example of response from current employee from Jumbo 

 

                                                 

122 Post on Twitter, 04/03/2021 https://twitter.com/lil_dill/status/1367494785364357129. Researchers checked 
the practices for Twitter and LinkedIn on 02/07/2021 and they are accurate.    

123 Post on Twitter, 11/03/2021. https://twitter.com/ShitUserStory/status/1369970110396522498 Researchers 
could not assess the accuracy of the practice as it requires a subscription to LastPass.   

https://twitter.com/lil_dill/status/1367494785364357129
https://twitter.com/ShitUserStory/status/1369970110396522498
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Source: Twitter124 

The Twitter account @darkpatterns created by Harry Brignull, who conceived the concept 
of dark patterns, retweets posts of users who spotted a dark pattern (often those using 
the hashtag #darkpattern), or who seek confirmation that a certain practice can be 
considered as a dark pattern. This account also posts relevant reports, articles, and news 
about dark patterns issues and related legislation, complaints, and legal cases.  

The Twitter account @AssholeDesign also reports dark patterns and bad or annoying 
design, with screenshots showing the practices, to raise awareness among users and 
shame the traders.  

The Twitter account @ShitUserStory posts stories of what appears be first-hand 
experience dark patterns but without screenshots and names, taking the perspective of a 
user who understands that he is being tricked (see example below). 

Figure 104 Example of dark pattern posted on Twitter 

 

Source: Twitter @ShitUserStory 

                                                 

124 Post on Twitter, 08/06/2021. When checking on 29/06/2021, the post could not be found anymore and may 
have been deleted. 
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The tweets from @ShitUserStory are commented by people who report concrete stories 
like the one posted, sometimes naming companies. Sometimes the community manager 
of a company named in comments replies to defend the practice or claim that they have 
ceased. Some users also defend the practice exposed (e.g., for the post of the 
screenshot above one user commented “While this is not the best user experience, I can 
somehow understand it. Email accounts are too easy to create, so you could use the free 
trial forever”), leading to debates between proponents and opponents of the practice.  

On the Reddit subreddit r/darkpatterns, people post screenshots and examples of 
practices they consider unfair or misleading, sometimes seeking confirmation that these 
can be considered dark patterns. Other users sometimes point them to useful reference 
material (e.g., from https://www.darkpatterns.org/ or https://www.darkpattern.games/ 
or https://uxpamagazine.org/). In the comments, they also discuss whether the exposed 
practices are lawful, for example whether some cookie consent forms (with pre-ticked 
boxes, or default, or tricky questions) comply with GDPR. Sometimes the discussion 
concludes that the practices exposed are not dark patterns but aggressive advertising or 
bad user interface. As one user puts it regarding a post on “Apple using its update 
notifications to advertise its products”:  

““A dark pattern is a piece of user interface that's designed to mislead the user into 
making an unintended or uninformed decision”. Things that are not dark patterns 
include:  

• design of physical objects (see r/assholedesign). 
• Terrible deals: Companies are allowed to make you an unreasonable offer. As long 

as they're upfront about it, it's on you to decline.  
• Ads & emotional appeals: Those can be annoying, but at the end of the day you 

still get to make an intentional and informed decision.   

You aren’t being misled, deceived, tricked, or subconsciously manipulated. This is like 
calling a billboard a dark pattern because it takes advantage of the captive audience 
stuck in traffic”. 

On the Reddit subreddit r/assholedesign, users discuss bad user interfaces and bad 
design in general, sometimes pointing out dark patterns of online traders. They usually 
complain about how bad the design is or how a company tried or managed to trick them 
with such misleading or unfair design.  

On the Reddit subreddit r/CrappyDesign, all bad designs are discussed, for offline and 
online products and services. People generally mock the design or complain about it. 
There were only rare occurrences of posts about misleading design from online traders. 

On the Reddit subreddit r/Scams, users post about scams received by emails, SMS, 
phone, or seen in ads or websites. Users try to raise awareness about these scams or to 
confirm that these are scams, sometimes seeking advice or help to resolve the scam or 
claim back what they lost. The reported scams are often about fake promises of money, 
gifts, deliveries that were not ordered, or requests of personal details and money 
transfer. Other users comment to criticize or mock the scams or provide information or 
advice to verify the scams or not get trapped. On some posts, a moderator intervened to 
provide a definition of influencer scams: “This is a dishonest marketing technique where 
a user will reach out to you on a social media platform, usually Instagram, and offer you 
the chance to work with or promote a brand. Sometimes the main brand account will 
reach out to you, but other times a fresh account will message you and direct you to 
contact the main account. Working with the brand will involve buying their products, 
though you may be offered a discount. This technique is usually used by dropshipping 
sites that sell items from Aliexpress at inflated prices, so even with the discount they will 
make money from your order. This is simply a marketing technique sent to many people 
at once to get people to order from their site, so if you receive a message like this all you 
need to do is ignore it.” 

https://www.darkpatterns.org/
https://www.darkpattern.games/
https://uxpamagazine.org/
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Our other search terms (e.g. unfair commercial practices, unfair consumer practices, 
unfair online practices, unfair B2C practices) mostly led us to tweets from national, EU or 
international public authorities, consumer associations and individuals (sometimes 
employees of public authorities or consumer associations, or researchers) raising 
awareness about consumer rights, the legal framework on unfair commercial practices, 
and results of reports or news of legal cases, investigations and complaints. The reports 
identified are covered by our literature review.  

Search terms around “black hat” practices, including black hat search engine optimization 
(SEO) and black hat marketing led us on Twitter and Reddit to posts from professionals 
from the marketing and SEO industry providing advice on black hat or white hat practices 
and SEO. We also saw various posts from individuals warning about black hat techniques 
and publishing articles about these practices. The number of comments and engagement 
from other users for these posts were generally low. 

Search terms around “data personalisation” led firstly to posts from people advertising 
techniques and courses for businesses to successfully use data personalisation. Other 
posts were from experts warning about the effects of data personalisation techniques and 
posting relevant articles or advertising conferences on the topic. Thirdly, some individuals 
reported their personal experience of data personalisation techniques (example below) or 
posted relevant news about these practices. 

Figure 105 Example of ad personalisation on Twitter 

 

Source: Twitter @corydhmiller 

Some users were also debating the various levels of data personalisation from platforms 
and search engines and their relevance for the search results (see below). 

Figure 106 Example on Twitter of the debate on data personalisation 

 

Source: Twitter 

On targeted advertising, the posts reviewed show that users tend to comment that they 
prefer to see relevant ads than irrelevant ones. Some users criticise the fact that even 
with extensive data collection, large platforms like Google and Facebook do not even 
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capture accurately their interests and serve them irrelevant ads, which also means that 
the platforms generate large profits while the advertisers themselves may waste money 
by not being always so well directed by the platforms’ audience segmentation. Some 
users also complain that the ads they see are negative (e.g., about oncology, funeral 
plan). On Reddit, a user who seemed to be a minor complained that YouTube requested 
a credit card number or proof of ID to prove that he was adult to see certain content but 
was serving him ads about alcohol and gambling which should be restricted to adults. 

On the Effective Altruism Forum “Aligning Recommender Systems as Cause Area”125, 
commentators from the industry discuss the relevance of aligning recommender systems 
with user values and society goals. They argue that the current advertising-based 
business models of online video platforms or social media incentivise recommender 
systems that keep the user engaged as long as possible, in order to be exposed to more 
ads. This may result in side effects on users and especially on vulnerable people such as 
addiction, harm to relationship, reduced cognitive capacity, and political radicalization. 
Commentators therefore discuss the relevance, feasibility and incentives of implementing 
more virtuous recommender systems aligned with the users’ interests and goals (e.g. 
showing more ads for healthy products and sport if a person looked for information on 
obesity, to help him/her become fit). 

On online UX forums and communities, the concept of dark patterns is rarely addressed. 
Most posts found on the topic try to answer whether a concrete practice would be 
considered as a dark pattern or not126. As a forum user puts it127, “a Dark Pattern is 
design meant to trick people. Now, there can be good tricks too, so Dark Patterns are 
really about deceiving users into doing something that benefits your business goals but 
not them. [...] It's a dark pattern when it's too late to run”. In general, UX designers 
agree that their aim is “to provide users with a convenient and pleasant interaction with 
the product128”. Hence, they position themselves against this type of practices used to 
trick users. However, this basic professional principle can sometimes not be aligned with 
marketing objectives. In this regard, UX designers seem to be facing a trade-off between 
contractor’s needs and user’s ones, sometimes leading to ethical debates. One user 
proposed the following framework to conduct an ethical analysis of a practice.129 

Figure 107 Ethical analysis proposal 

                                                 

125 https://forum.effectivealtruism.org/posts/xzjQvqDYahigHcwgQ/aligning-recommender-systems-as-cause-
area  

126 See for instance: https://ux.stackexchange.com/questions/24671/is-tweet-to-unlock-a-free-download-a-
dark-pattern/24685#24685 or https://ux.stackexchange.com/questions/123676/is-the-hot-network-
questions-element-on-stack-overflow-a-dark-pattern/123679#123679  

127 https://ux.stackexchange.com/questions/24671/is-tweet-to-unlock-a-free-download-a-dark-
pattern/24685#24685 

128 https://blog.plantapp.io/post/how-to-move-away-from-dark-ux-patterns  

129 https://ux.stackexchange.com/questions/123676/is-the-hot-network-questions-element-on-stack-overflow-
a-dark-pattern/123679#123679 

https://forum.effectivealtruism.org/posts/xzjQvqDYahigHcwgQ/aligning-recommender-systems-as-cause-area
https://forum.effectivealtruism.org/posts/xzjQvqDYahigHcwgQ/aligning-recommender-systems-as-cause-area
https://ux.stackexchange.com/questions/24671/is-tweet-to-unlock-a-free-download-a-dark-pattern/24685#24685
https://ux.stackexchange.com/questions/24671/is-tweet-to-unlock-a-free-download-a-dark-pattern/24685#24685
https://ux.stackexchange.com/questions/123676/is-the-hot-network-questions-element-on-stack-overflow-a-dark-pattern/123679#123679
https://ux.stackexchange.com/questions/123676/is-the-hot-network-questions-element-on-stack-overflow-a-dark-pattern/123679#123679
https://blog.plantapp.io/post/how-to-move-away-from-dark-ux-patterns
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Source: www.ux.stackexchange.com/ 

Dark patterns have also been argued in these forums to potentially have negative 
business impacts through lower consumer satisfaction and trust130. Altogether, the posts 
on unfair practices found on UX designers communities seem to exhibit professionals’ 
awareness and concern with respect to dark patterns and users’ dissatisfaction. In 
addition, some websites have been created to raise UX awareness on dark patterns with 
the aim of leading to a more ethically and socially responsible UX practice131. 

12.2. Types of practices exposed by users 

Interface interference / Misdirection 

This category includes practices using visuals, language, or emotion to steer users 
toward or away from making a particular choice. 

Visual interference / hidden information / aesthetic manipulation 

This category includes practices using style and visual presentation to steer users to or 
away from certain choices. This type of practice was one of the most reported by users, 
often complaining about how the information is hidden or intentionally presented in a 
way to trick the user. For example, users reported graphic choices hiding information 
(see example below).132 

                                                 

130 See for instance: https://dribbble.com/shots/6280468-Dark-Patterns ; also available at: 
https://medium.com/beautiful-code-smart-design-by-10clouds/5-common-ux-dark-patterns-interfaces-
designed-to-trick-you-61fdede9718c  

131 See for instance: https://darkpatterns.uxp2.com/ and https://humanebydesign.com/  
132 Post on Reddit, 12/06/2020. 

https://www.reddit.com/r/darkpatterns/comments/h7ietq/no_info_on_how_to_unsubscribe_or_rather_if_y
ou/ The researchers could not assess the accuracy of the screenshot as one needs to subscribe to the 
newsletter to see it.  

https://dribbble.com/shots/6280468-Dark-Patterns
https://medium.com/beautiful-code-smart-design-by-10clouds/5-common-ux-dark-patterns-interfaces-designed-to-trick-you-61fdede9718c
https://medium.com/beautiful-code-smart-design-by-10clouds/5-common-ux-dark-patterns-interfaces-designed-to-trick-you-61fdede9718c
https://darkpatterns.uxp2.com/
https://humanebydesign.com/
https://www.reddit.com/r/darkpatterns/comments/h7ietq/no_info_on_how_to_unsubscribe_or_rather_if_you/
https://www.reddit.com/r/darkpatterns/comments/h7ietq/no_info_on_how_to_unsubscribe_or_rather_if_you/
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Figure 108 Example of hidden information 

 
Source: Reddit132 

In some cases, the mobile interface is exploited to hide information. In the example 
below, Google only shows the “no thanks option” if the user scrolls down (on the 
right).133 

Figure 109 Additional example of hidden information 

  

Source: Twitter133 

Another common visual interference reported was the trader making the desired option 
more prominent, either with brighter or larger font, or with a green colour as in the 
example below.134 
                                                 

133 Post on Twitter, 10/11/2019. https://twitter.com/glen_george/status/1193313393870016512 The 
researchers could not assess the accuracy of the screenshots as the app or service is not specified. 

https://twitter.com/glen_george/status/1193313393870016512
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Figure 110 Example of visual interference 

      
Source: Reddit134 

Alternatively, some traders only present their desired option on the first page and hide 
other options behind a “see other options” or “see more information” button. In the 
example below, LaRedoute.uk only shows first the option to open a credit account, while 
other regular payment options are hidden behind the “view more payment options” 
button.135 This practice is also very common for cookie consent notices, where the first 
screen often proposes the buttons “accept all” and “more options”, prompting users to 
just accept all cookies since they often do not take the time to look at the other options 
where they could select specific cookies or reject them. 

Figure 111 Example of aesthetic manipulation 

 
Source: Laredoute.co.uk 

Another insidious pattern reported by social media users is the latest change in 
Instagram design to put the new Shops button at the former place of the well-used 
notification button, which may have tricked regular users of the social media.136  

Figure 112 Example of visual interference acting on memory 

                                                                                                                                                         

134 Post on Reddit, 21/10/2019. 
https://www.reddit.com/r/assholedesign/comments/dkwqj9/they_make_the_yes_red_so_you_click_no_by
_accident/ The researchers could not assess the accuracy of the screenshot since it requires playing the 
game Overdone.  

135 The practice was double-checked by researchers on 03/06/2021 on Laredoute.co.uk website and is accurate.  

136 The design was checked by researchers on 03/06/2021 on the Instagram app and is accurate. 

https://myintracomm-collab.ec.europa.eu/networks/JUSTE2/digital/Internal%20Documents/Post%20on%20Reddit,%2021/10/2019.%20https:/www.reddit.com/r/assholedesign/comments/dkwqj9/they_make_the_yes_red_so_you_click_no_by_accident/
https://myintracomm-collab.ec.europa.eu/networks/JUSTE2/digital/Internal%20Documents/Post%20on%20Reddit,%2021/10/2019.%20https:/www.reddit.com/r/assholedesign/comments/dkwqj9/they_make_the_yes_red_so_you_click_no_by_accident/
https://myintracomm-collab.ec.europa.eu/networks/JUSTE2/digital/Internal%20Documents/Post%20on%20Reddit,%2021/10/2019.%20https:/www.reddit.com/r/assholedesign/comments/dkwqj9/they_make_the_yes_red_so_you_click_no_by_accident/
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Source: Instagram 

False hierarchy / Pressure selling 

This category includes pre-selecting more expensive variations of a product or pressuring 
the user to accept specific variations of a product. This false hierarchy is often achieved 
by making the trader’s desired (and often, most expensive) option more prominent with 
colours, larger font, and making it easier to accept, while the other options are less 
positively presented or require going through another page, as in the example below.137  

Figure 113 Example of false hierarchy 

 
Source: Twitter137 

Preselection 

This category consists in pre-selecting the trader’s desired option or making it the default 
option. In the example below, this practice is used by Microsoft to urge users to use its 
browser Edge.138 

Figure 114 Example of pre-selection 

                                                 

137 Post on Twitter, 02/03/2021. https://twitter.com/darkpatterns/status/1366670906987315204 The 
researchers could not check the accuracy of the screenshot as it requires already having a subscription to 
Zipcar. 

138 Post on Twitter, 15/02/2021. https://twitter.com/KimbleyIT/status/1361325021931728905 This practice 
was experienced by researchers in May 2021 and is accurate.  

https://twitter.com/darkpatterns/status/1366670906987315204
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Source: Twitter138 

Many users on social media were complaining about preselection for cookie consent 
forms and data collection options. One user reported that a website had over 680 
trackers and options for data collection and proposed either to "Accept all" or to open 
each single tracker item from a dropdown to opt-out. The screenshot below shows a 
similar pattern for data collection for advertising purposes.139 

Figure 115 Additional example of pre-selection 

 
Source: Twitter 

 

Some companies make the data collection opt-out process not only tedious but also 
technically slow, affecting the user experience. For example, a user complained that 
“when turning off data collection on Xiaomi phones, you need to turn off every single 
system app and in between you need to wait 10 seconds”. These practices drive the user 
to share more data that he might intend. Usually, the user receives a consent form for 
cookies collection, but for the data collection for advertising practices, the user can only 
verify the options and potentially opt-out by checking the settings. 

A user reported a similar pattern for notifications on Linkedin, with a long list of items to 
opt out one by one. In this case, Linkedin has an interest in sending many notifications to 

                                                 

139 The practice was double-checked and verified by the team of researchers on 31/05/2021 on the Microsoft 
Outlook settings and is accurate.  
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users to keep them engaged on the platform, and thereby generate advertising 
revenues.   

Trick questions 

This type of pattern consists in using confusing language to steer users into making 
certain choices. Many cases of trick questions were reported by users, for example with 
double negative questions confusing the reader, or where ticking the box is necessary to 
opt out as in the example below140, which is counter intuitive. 

Figure 116 Example of trick question 

 
Source: Twitter140 

Some traders are testing the attention of users by asking them to sometimes tick to opt-
in and other times tick to opt-out, which can result in confusion, as in the example 
below.141 

Figure 117 Additional example of trick question 

                                                 

140 Post on Twitter, 02/02/2021. https://twitter.com/airavn/status/1356620490950004740 The researchers 
could not assess the accuracy of the screenshot as it requires having a EA account. However, the same 
practice was reported by another user in a different post 
https://twitter.com/koobs/status/1358958789454532608 

141 Post on Reddit, 07/02/2019. 
https://www.reddit.com/r/darkpatterns/comments/ao27sm/tick_the_first_set_and_untick_the_second_set
_of/ Researchers verified the practice on 31/05/2021 on https://account.next.ie/en/CustomerRegistration 
In the current version, the first trick question remains with only the options of SMS and email, the second 
question on sale emails is no longer there, and the last paragraph asking to send an email to opt out has 
also disappeared. 

https://twitter.com/airavn/status/1356620490950004740
https://www.reddit.com/r/darkpatterns/comments/ao27sm/tick_the_first_set_and_untick_the_second_set_of/
https://www.reddit.com/r/darkpatterns/comments/ao27sm/tick_the_first_set_and_untick_the_second_set_of/
https://account.next.ie/en/CustomerRegistration


Behavioural study on unfair commercial practices in the digital environment:  
dark patterns and manipulative personalisation 

 286 

 
Source: Reddit141 

However, the design of the example above appears to have been updated, with still one 
trick question instead of two, but no longer the need to send an email to opt out, see 
below. 

Figure 118 Updated example of trick question 

 

Source: Next142 

 

Disguised ads 

                                                 

142 https://account.next.ie/en/CustomerRegistration Accessed on 29/06/2021. 

https://account.next.ie/en/CustomerRegistration
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Disguised ads are adverts that are disguised as other kinds of content or navigation, in 
order to get the user to click on them. Users reported disguised ads on traders’ websites, 
for example on a software website with an ad depicting a “download” button that could 
be confused with the actual download button for the software. Disguised ads are also 
common in emails, as in the example below.143 

Figure 119 Example of disguised advert 

 

Source: Twitter143 

Confirmshaming 
This type of dark pattern consists in guilting the user into opting into something, with the 
option to decline worded in such a way as to shame the user into compliance. Many 
occurrences of Confirmshaming were reported by users, often related to shaming the 
user for not accepting a good deal or free products or services, with wordings such as 
“No thanks, I like full price”, “Close this window because I hate FREE stuff” or “No I want 
to waste 26 days”. The example below was from Zoom to convince a user to renew her 
subscription.144 

Figure 120 Example of confirmshaming 

                                                 

143 Post on Twitter, 28/01/2020. https://twitter.com/Emilia_Totzeva/status/1222180626595504128 Although 
researchers could not assess the accuracy of this specific screenshot as it would require having a Yahoo 
email account, a similar practice was experienced on the Outlook live inbox by one of our researchers on 
03/06/2021. 

144 Post on Twitter, 12/04/2021. https://twitter.com/darkpatterns/status/1381583331347812359 Researchers 
could not assess the accuracy of the screenshot as it requires having a Zoom account. However another 
post on 14/03/2021 reported the exact same practice and wording 
https://twitter.com/Steve_Bromley/status/1371063794877804548  

https://twitter.com/Emilia_Totzeva/status/1222180626595504128
https://twitter.com/darkpatterns/status/1381583331347812359
https://twitter.com/Steve_Bromley/status/1371063794877804548
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Source: Twitter144 

Urgency 

This category includes practices imposing a deadline for a sale or deal, thereby 
accelerating user decision-making and purchases. 

Limited time 

This practice consists in indicating that a deal will expire soon, without always specifying 
when, which creates uncertainty and a sense of urgency as in the example below.145 

Figure 121 Example of limited time 

 
Source: Mathur et al. (2019)145 

Countdown Timer  

This other practice to urge clients consists in showing a countdown timer. In the case 
below, the stated offer was valid even after the half hour long timer expired.146 

                                                 

145 Practice reported and verified by the Princeton university study “Dark Patterns at Scale: Findings from a 
Crawl of 11K Shopping Websites” https://webtransparency.cs.princeton.edu/dark-patterns/ and reposted 
on Twitter https://twitter.com/darkpatterns/status/1363426628798398469  

https://webtransparency.cs.princeton.edu/dark-patterns/
https://twitter.com/darkpatterns/status/1363426628798398469
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Figure 122 Example of countdown timer 

 
Source: Mathur et al. (2019)146 

Social proof 

This category of practices consists in influencing users' behaviour by describing the 
experiences and behaviour of other users. 

Activity messages 

This pattern consists in informing the user about the activity of other users on the 
website (e.g. purchases, views, visits). In the example below reported by a user, Aer 
Lingus indicates that “54 people are looking at this flight right now” and that it was “last 
booked 33 minutes ago”, to create a sense of urgency147. 

Figure 123 Example of activity message 

 
Source: Reddit 

Testimonials 

                                                                                                                                                         

146 Practice reported and verified by the Princeton university study “Dark Patterns at Scale: Findings from a 
Crawl of 11K Shopping Websites” https://webtransparency.cs.princeton.edu/dark-patterns/ and reposted 
on Twitter https://twitter.com/darkpatterns/status/1363426624948105219 

147 This example of dark pattern could not be verified as it was not found when double-checking the website on 
31/05/2021. 

https://webtransparency.cs.princeton.edu/dark-patterns/
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Testimonials are used to show the feedback of other users and thus convince the user, 
however the source of these testimonials is not always disclosed as in the example 
below148.  

Figure 124 Example of testimonial 

 
Source: Mathur et al. (2019)148 

Scarcity 

This category includes practices signalling that a product is likely to become unavailable, 
thereby increasing its desirability to users. 

Low stock message 

Some traders show messages indicating that the products are in low stock, sometimes 
with the number of products left (see below)149, or without disclosing the quantity left. 
Traders also display out of stock messages like “you just missed it” to make it look like 
the product was just sold out.  

Figure 125 Example of low stock message 

 
Source: Mathur et al. (2019)149 

High demand message 

Another practice is to display messages indicating that the product is in high demand, 
such as “selling fast”, to prompt the user to make a decision. In the example below on 

                                                 

148 Practice reported and verified by the Princeton university study “Dark Patterns at Scale: Findings from a 
Crawl of 11K Shopping Websites” https://webtransparency.cs.princeton.edu/dark-patterns/ and reposted 
on Twitter https://twitter.com/darkpatterns/status/1363426656866758657   

149 Practice reported and verified by the Princeton university study “Dark Patterns at Scale: Findings from a 
Crawl of 11K Shopping Websites” https://webtransparency.cs.princeton.edu/dark-patterns/ and reposted 
on Twitter https://twitter.com/darkpatterns/status/1363426661014900736  

https://webtransparency.cs.princeton.edu/dark-patterns/
https://webtransparency.cs.princeton.edu/dark-patterns/
https://twitter.com/darkpatterns/status/1363426661014900736
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fashionnova.com, the message “items in your cart are in high demand” is actually shown 
for all products150. 

Figure 126 Example of high demand message 

 
Source: Mathur et al. (2019)150 

Obstruction 

This category includes practices that make a certain action harder than it should be in 
order to dissuade users from taking that action. 

Hard to cancel / Roach motel 

This pattern includes practices making it easy for the user to get into one situation but 
hard to get out of it. Many users reported cases of companies offering easy online 
subscription for their services but very complex processes for unsubscribing. According to 
these users, many traders make it complicated to find the information about cancelling in 
the first place, requiring clicking through many different options (sometimes using other 
dark patterns like default, trick questions and visual interferences) and pages to find the 
hidden information. Sometimes, the cancel function simply does not exist, as in the 
example of Clubhouse below.151  

                                                 

150 Practice reported and verified by the Princeton university study “Dark Patterns at Scale: Findings from a 
Crawl of 11K Shopping Websites” https://webtransparency.cs.princeton.edu/dark-patterns/ and reposted 
on Twitter https://twitter.com/darkpatterns/status/1363426669659369472  

151 Post on Twitter, 13/02/2021. https://twitter.com/mrmacleod/status/1360611361705885700 Researchers 
could not assess the accuracy of the practice as it requires having a Clubhouse account.  

https://webtransparency.cs.princeton.edu/dark-patterns/
https://twitter.com/mrmacleod/status/1360611361705885700
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Figure 127 Example of roach motel 

 
Source: Twitter151 

In several instances, users reported that cancelling the service requires sending an email 
or calling the customer support, making it a lot more burdensome that to register by a 
simple click. For example, a user reported that “New York Times makes it intentionally 
difficult and time consuming to cancel subscription. #forcedcontinuance i finally had to 
cancel my credit card after trying on chat 3 times, being made to wait and "dropped 
service".”  

Some users reported that despite going through the steps for de-registration, the process 
was sometimes ineffective or bugging, preventing users from really unsubscribing. One 
user reported “If you delete WhatsApp it does not give a confirmation, it instead redirects 
you to a large Agree and Continue option to... create an account. If you click, it asks for 
your phone number and gives no Back or Exit option.” Another user posted “Hey 
@NordVPN what kind of #darkpattern did you guys implement to keep people in your 
subscriptions? After clicking multiple “cancel-auto renewal” text links I end up at a 400 
bad request with a still active subscription”. 

Comparison prevention 

With this practice, traders make it hard to compare the price of an item with another 
item, so the user cannot make an informed decision. On example is LinkedIn, that 
doesn’t show the price of the different Premium offers, making it impossible for users to 
compare.  

Figure 128 Example of price comparison prevention 
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Source: Shopify Partners blog152 

Forced action 

This category includes practices forcing the users to do something tangential in order to 
complete their task. For example, a user showed that LinkedIn sends an email 
notification about receiving a message but forces the user to go on the LinkedIn website 
or app to read the message.153 Users also reported cases where they have no choice but 
to perform a specific action, like in the screenshot below.154 

Figure 129 Example of a forced action 

 

Source: Reddit154 

Forced enrolment 

A commonly used pattern is forced enrolment, which consists in making it mandatory for 
users to create accounts or share their information to complete their tasks (see example 
below).155 

  

                                                 

152 Shopify partners, Nick Babich, Dark Patterns: 12 Tricks You Should Never Use in Your Products, 18/03/2019. 
https://www.shopify.co.uk/partners/blog/dark-patterns The researchers checked the practice on 
29/06/2021 on LinkedIn website and it is accurate.  

153 See post on Twitter, 04/03/2021 https://twitter.com/lil_dill/status/1367494785364357129. Researchers 
checked the practices for Twitter and LinkedIn on 02/07/2021 and they are accurate.    

154 Post on Reddit, 12/03/2021. 
https://www.reddit.com/r/assholedesign/comments/m3e4lo/which_one_of_these_are_supposed_to_mean
_no/ Researchers could not assess the accuracy of the practice as it required having downloaded the app.  

155 Post on Reddit, 14/03/2021. 
https://www.reddit.com/r/assholedesign/comments/m4vqn2/just_to_view_a_car_dealership_inventory/ 
Researchers could not assess the accuracy of the practice as the original website could not be identified.  

https://www.shopify.co.uk/partners/blog/dark-patterns
https://twitter.com/lil_dill/status/1367494785364357129
https://www.reddit.com/r/assholedesign/comments/m3e4lo/which_one_of_these_are_supposed_to_mean_no/
https://www.reddit.com/r/assholedesign/comments/m3e4lo/which_one_of_these_are_supposed_to_mean_no/
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Figure 130 Example of forced enrolment 

 

Source: Reddit155 

Forced data collection 

This type of patterns forces users to share data with the trader, for example for 
advertising purposes, and requires them to accept without other option.156  

Figure 131 Example of forced data collection 

 

 

Source: Twitter156 

  

                                                 

156 Screenshot from April 2019, posted on Twitter on 16/02/2021. 
https://twitter.com/darkpatterns/status/1361562685767352321 Researchers could not assess the 
accuracy of the practice because it required having downloaded the Frysbe app. 

https://twitter.com/darkpatterns/status/1361562685767352321
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Forced to get marketing material 

Users report several cases where completing a task or signing up to a service 
automatically subscribes them to marketing material, as in the example below.157  

Figure 132 Example of forced to get marketing material 

 

Source: Twitter157 

 
Friend spam 

This practice aims at manipulating the user to extract information about other users. For 
example, it was reported that as part of the sign-up process to LinkedIn, they encourage 
users to give them access to their email account, on the premise that it will give "your 
career a strong network". The hidden agenda is that they want this access so they can 
secretly send invitation emails to all of the user’s contacts, falsely claiming to be sent by 
the user rather than by LinkedIn. If the user clicks the innocent-sounding button "Add to 
network" he is inadvertently giving LinkedIn permission to spam every person he's ever 
emailed. In the Perkins v. LinkedIn class action lawsuit (2015), this practice was found to 
be illegal under California Law.158   

Sneaking 

This category includes practices attempting to misrepresent user actions, or delay 
information that if made available to users, they would likely object to. 

Sneak into basket 

                                                 

157 Post on Twitter, 25/02/2021. https://twitter.com/juliacarriew/status/1365034965868576771 Researchers 
checked the Quartz website on 03/06/2021 and the practice is accurate https://qz.com/subscribe/email/ . 

158 See the blog Darkpatterns.org https://www.darkpatterns.org/types-of-dark-pattern/friend-spam 
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This practice consists in adding additional products to users' shopping carts without their 
consent. In the example below, on avasflowers.net, despite requesting no greeting cards, 
one worth $3.99 is included159. 

Figure 133 Example of sneak into basket 

 

Source: Mathur et al. (2019)159 

Hidden costs 

This practice consists in revealing previously undisclosed charges or taxes only when the 
user is about to make the purchase. In the example below, the care and handling costs 
on proflowers.com are disclosed on the last step.160 

Figure 134 Example of hidden cost 

 

Source: Mathur et al. (2019)160 

Hidden subscription / forced continuity 

These practices consist in driving users to undesired or unanticipated subscription or 
automatic renewal. Often, this takes the form of charging users a recurring fee under the 
pretext of a one-time fee or a free trial. An example is provided below161.  

                                                 

159Practice reported and verified by the Princeton university study “Dark Patterns at Scale: Findings from a 
Crawl of 11K Shopping Websites” https://webtransparency.cs.princeton.edu/dark-patterns/ and reposted on 
Twitter https://twitter.com/darkpatterns/status/1363426599073374210   
160 Practice reported and verified by the Princeton university study “Dark Patterns at Scale: Findings from a 

Crawl of 11K Shopping Websites” https://webtransparency.cs.princeton.edu/dark-patterns/ and reposted 
on Twitter https://twitter.com/darkpatterns/status/1363426606346358784 
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Figure 135 Example of hidden subscription 

 

Source: Twitter161 

In certain cases, the recurring subscription fee is hidden by using other dark patterns, 
such as having to click on a button “learn more” or “terms and conditions” to reveal the 
forced subscription. Several users also reported having to provide their credit card for a 
free trial, making it easy for the company to transition them to a paid subscription.   

Bait & switch 

With this practice, customers are sold something other than what was originally 
advertised. In the example below, Google flight attracts the user with a fare far below 
the real one.162 As the user puts it “Airlines advertise a ridicule cheap fare which they 
later cancel within their own system. However, the cheap price is still advertised as a bait 
within Google Flights.”  

                                                                                                                                                         

161 Psot on Twitter, 07/02/2020.  https://twitter.com/wwalmink/status/1225722270745866240 Researchers 
could not directly assess the accuracy of the practice as it required having downloaded the app, however 
other users reported the same issue: “I forgot to cancel my free trial for yousician and they just charged 
me 139 dollars for a premium account lmao please give me my money back” (29/05/2021), “This free trial 
just took $200 out of my account. And they have no customer support to talk to” (10/07/2020), see 
https://twitter.com/search?q=yousician%20free%20trial&src=typed_query  

162 Researchers double-checked the website on 01/06/2021, the price on Google Flight’s website was lower than 
the one in the actual website of the airline company, so the practice is accurate. Other users also reported 
bait and switch from Google Flights, see 
https://twitter.com/search?q=bait%20switch%20google%20flight&src=typed_query 

https://twitter.com/wwalmink/status/1225722270745866240
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Figure 136 Example of bait & switch 

 

Source: Twitter162 

Data personalisation practices 

These practices are not part of dark pattern taxonomies, but are of interest in the 
context of this study, as they can induce decisions from consumers that they may not 
have taken otherwise. Online traders collect a vast amount of data on users that they 
can use to offer personalised products or services, personalised prices, recommended 
ranking, and targeted advertising. Depending on their use, such practices could be 
deemed manipulative, in particular if exploiting specific vulnerabilities of consumers. 

Targeted advertising 

Several users appear aware that data on their online activities are being used by online 
traders to show them targeted ads and that turning off data personalisation would not 
reduce the number of ads shown but make them less relevant. However, some users 
complain that the ads they currently see are not always well targeted and can have a 
negative impact on their well-being (e.g. seeing ads for funeral plans when you’re above 
50, seeing ads for lingerie and bra after searching “breast cancer”, searching for eating 
disorders and getting weight loss ads163) or decision making, especially for vulnerable 
consumers. An example is presented below. 

Figure 137 Example of targeted advertising 

 

                                                 

163 See different testimonies on Reddit 
https://www.reddit.com/r/assholedesign/comments/jk8h0m/five_minutes_worth_of_tailored_facebook_ads
_after/ 
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Source: Reddit 

The other example below shows obvious targeted advertising on Facebook after doing 
searches about a specific topic, and how the targeting bluntly seems to exploit the 
consumer’s vulnerability (here on gambling)164. 

Figure 138 Additional example of targeted advertising 

 

Source: Twitter164 

A user replied to the post above with his/her own experience, see below.165  

Figure 139 User reaction to targeted advertising 

 
Source: Reddit165 

On the same topic, a user working in the field of data rights in tech posted an article166 
about the gambling app Sky Bet found to have profiled users on their personal 
vulnerabilities and addictions, to show them ads and marketing material to win back 
users who had stopped gambling.   

                                                 

164 Post on Twitter, 07/11/2020. https://twitter.com/AssholeDesign/status/1325166131317936128 reposting a 
post from Reddit, 29/10/2020 
https://www.reddit.com/r/assholedesign/comments/jk8h0m/five_minutes_worth_of_tailored_facebook_ads
_after/ 

165 29/10/2020 reply to the Reddit post 
https://www.reddit.com/r/assholedesign/comments/jk8h0m/five_minutes_worth_of_tailored_facebook_ads
_after/ 

166 Satariano A. (2021). What a Gambling App Knows About You. The New York Times. 
https://www.nytimes.com/2021/03/24/technology/gambling-apps-tracking-sky-bet.html  

https://twitter.com/AssholeDesign/status/1325166131317936128
https://www.nytimes.com/2021/03/24/technology/gambling-apps-tracking-sky-bet.html
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Personalised content 

Although we did not identify posts of users reporting direct experience of targeted 
content, someone posted the news that Spotify was granted a US patent167 for methods 
and systems for personalising user experience based on user personality traits, where 
behavioural variables such as a user’s mood, their favourite genre of music, or their 
demographic could all correspond to different personality traits of a user. Both this user 
and the article posted168 qualify this news of “pretty creepy stuff”. Some people referred 
to Google’s patent for associating cameras with users, including the users of the camera 
and the users being tagged on the photos taken by the camera, and how this association 
can be used to recommend friend connections, events, groups, determine affinity 
between users and whether the same user has several accounts. According to the post 
below, Facebook is using a similar technology to link cameras with users. 

Figure 140 User’s reaction to personalised content 

 

Source: Reddit 

Personalised prices 

Personalised prices can be difficult to detect because the customer usually doesn’t know 
that the price has been tailored to his profile or situation. In the example below, it was 
reported that Burger King blocks its in-app deals when the consumer connects to its WiFi, 
forcing him to pay the full price, revealing differentiated offers and pricing.169 Several 
users replying to this post reported a similar practice from McDonald’s and Target.  

Figure 141 Example of personalised price 

 
Source: Twitter169 

                                                 

167 Patents Justia (2018). Methods and systems for personalizing user experience based on personality traits. 
https://patents.justia.com/patent/10798214  

168 Music Business Worldwide, 07/10/2020, Spotify has a patent for personality tracking technology – and it’s 
pretty creepy stuff. https://www.musicbusinessworldwide.com/spotify-has-a-patent-for-personality-
tracking-technology-and-its-pretty-creepy/ 

169 Post on Twitter, 04/03/2021 https://twitter.com/AssholeDesign/status/1367565509370261509  reposting a 
post on Reddit, 11/02/2021 
https://www.reddit.com/r/assholedesign/comments/lhbanv/local_burger_king_franchise_blocks_inapp_dea
ls/ Researchers could not directly assess the accuracy of the practice as it would require going to a US 
Burger King place, however at least four other users replied to the post saying they had had the same 
experience, one saying “I thought this was just me! I can pull up all deals when I'm away from a Burger 
King but the second I get near one the app miraculously can no longer reach the deals page. This has been 
happening for over a year now.” 

https://twitter.com/AssholeDesign/status/1367565509370261509
https://www.reddit.com/r/assholedesign/comments/lhbanv/local_burger_king_franchise_blocks_inapp_deals/
https://www.reddit.com/r/assholedesign/comments/lhbanv/local_burger_king_franchise_blocks_inapp_deals/
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One former worker of Burger King replied to the post that this may be because some 
Burger King franchises have opted to block the rewards domain on WiFi to prevent 
employees from claiming them while on shift. Some other users suggested it might be 
because the deals are regional and can thus be recognised via mobile data but not WiFi. 
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HOW TO OBTAIN EU PUBLICATIONS 

GETTING IN TOUCH WITH THE EU 

In person 

All over the European Union there are hundreds of Europe Direct information centres. 
You can find the address of the centre nearest you at: https://europa.eu/european-
union/contact_en 

On the phone or by email 

Europe Direct is a service that answers your questions about the European Union. You 
can contact this service: 

– by freephone: 00 800 6 7 8 9 10 11 (certain operators may charge for these calls), 

– at the following standard number: +32 22999696, or  

– by email via: https://europa.eu/european-union/contact_en 

 

FINDING INFORMATION ABOUT THE EU 

Online 

Information about the European Union in all the official languages of the EU is available 
on the Europa website at: https://europa.eu/european-union/index_en 

EU publications  

You can download or order free and priced EU publications from: 
https://op.europa.eu/en/publications. Multiple copies of free publications may be 
obtained by contacting Europe Direct or your local information centre (see 
https://europa.eu/european-union/contact_en). 

EU law and related documents 

For access to legal information from the EU, including all EU law since 1952 in all the 
official language versions, go to EUR-Lex at: http://eur-lex.europa.eu 

Open data from the EU 

The EU Open Data Portal (http://data.europa.eu/euodp/en) provides access to datasets 
from the EU. Data can be downloaded and reused for free, for both commercial and 
non-commercial purposes. 

https://europa.eu/european-union/contact_en
https://europa.eu/european-union/contact_en
https://europa.eu/european-union/contact_en
https://europa.eu/european-union/index_en
https://op.europa.eu/en/publications
https://europa.eu/european-union/contact_en
http://eur-lex.europa.eu/
http://data.europa.eu/euodp/en
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